To: 	All those who have business with or provide services to the Bureau of Rehabilitation Services, which includes the Division of Vocational Rehabilitation and the Division for the Blind and Visually-Impaired
From:	Karen Fraser – Acting Director, Bureau of Rehabilitation Services (BRS)
	Betsy Hopkins – Director, Division of Vocational Rehabilitation (DVR)
	John McMahon – Director, Division for the Blind and Visually Impaired (DBVI)

Date: 	July 6, 2015
Re:	Encryption of Confidential Electronic Communication
Beginning July 13, 2015, the Bureau of Rehabilitation Services (BRS), which includes the Division of Vocational Rehabilitation (DVR) and the Division for the Blind and Visually-Impaired (DBVI), will begin encrypting all electronic communication, which contains protected health information; personal identifiers; information containing, past, present or future physical or mental health; disability-related information; social security information; assessments or evaluations and education records.
Please note: Services provided by the Bureau of Rehabilitation Services (BRS) do not meet the definition of the Health Insurance Portability and Accountability Act (HIPAA) as a provider of medical or health services and as such, we are not required to comply with the HIPAA regulations as defined. We are though, very concerned about confidentiality of client files/records and with the health and well-being of the clients that we serve and our desire is to protect their privacy.
The State of Maine has a secure email portal that is HIPAA compliant and that is available to you to send and receive secure, encrypted emails. You can feel confident that the files and email transmissions that are sent through this portal are secure. 
After sending this document to you through the regular email process, I will send the same file through the encrypted process. A message will be sent to your email address, similar to the message below. Within the body of the email you will note that it directs you to open the message by clicking on the “Open Message” button. This is a test using ZixSelect Email Encryption 
· Today at 10:10 AM
To
 


New ZixCorp secure email message from State of Maine Secure Email







Open Message

To view the secure message, click Open Message.
The secure message expires on Jul 09, 2015 @ 02:10 PM (GMT).
Do not reply to this notification message; this message was auto-generated by the sender's security system. To reply to the sender, click Open Message.
If clicking Open Message does not work, copy and paste the link below into your Internet browser address bar.
https://maine-securemail.net/s/e?m=ABCSSHg4kstXDa6WcO1qT7kp&em= %40%2
Want to send and receive your secure messages transparently?
Click here to learn more.










After clicking the “Open Message” button you will be directed to the State of Maine secure email portal and you will be required to register. Select the “Register” button, if this is the first time utilizing the secure email portal. If you are a returning user, enter your email address and password and retrieve your email.
[image: ]
Register by supplying your email address and a password that meets the rules as outlined. 

[image: ]
After registering the following message will appear. Select the “Continue” button.
[image: ]

The following screen will appear and you may now enter your email address and password to retrieve your messages. You may want to save this webpage as a “favorite” for ease of access.
[image: ]

The State of Maine secure email portal has an inbox, an address book, the ability to compose a secure email, a file for “sent” emails and saved “drafts”
[image: ]

After selecting and viewing an email there are options to “reply”, “reply to all”, “forward” and “delete”
[image: ]
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Secure Message Genter

Welcome to the State of Maine Secure Email Message Center

Email Address:

Password sign In

Forgotyour password? Newto sacure emair?
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Secure Message Genter

Register Account
Register below for your mailbox to send and receive secure messages.

Email Addres:

Password:

Re-enter Password:

Ganeel

Password Rules

Passwords must be at least 6 characters in length, and meet 2 of the following conditions:
« Contain both alphabetic and numeric characters
+ Contain both uppercase and lowercase characters
« Contain at least one special character, such as: ~@#$%"&

Passwords cannot match email address.
Want to receive your secure messages directly in your inbox? Learn more.

For technical support with the usage of this secure portal ;. secure email account, password issues), please email support@zixcorp.com
For all other inquiries please email us at OIT.Customer-Support@maine.gov or call 207-624-7700
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Activation Successful

You have successfully activated your new password. Click Continue to return to the Sign In page.

Note: Your password is important. Please store itin a safe place.

Email System, click here.
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Secure Message Genter

Welcome to the State of Maine Secure Email Message Center

Email Address:

Password:

Forgot your password? New to secure email? Need more assistance?

- T TR -

Want to receive your secure messages directly in your inbox? Learn more.

For technical support with the usage of this secure portal (i.e. secure email account, password issues), please email support@zixcorp.com
For all other inquiries please email us at OIT.Customer-Support@maine.gov or call 207-624-7700

Secured by ZIXCOTD
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Select From Subject Date
a kevin j.owen@maine.gov This is a test using ZixSelect Email Encryption Jun 25, 2015 10:10 AM
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Received: Jun 25,2015 10:10 AM
Expires: Jul 9, 2015 10:10 AM

owsnkevini@yanoo com

Last Sign In: May 18, 2015 12:07 PM

From: kevinj.owen@maine.gov
To: owenkevinj@yahoo.com
Ce:

Subject:  This is a test using ZixSelect Email Encryption

This message was sent securely using ZixCorp.

Kevin Owen, MEd., CRC

Acting Director Qualty Assurance
Bureau of Rehabiltation Services
Maine Dept. of Labor

150 State House Station
Augusta, ME 043330150

Tl (207) 6237942

E-mail kevin.j.owen@maine.gov

Confidentiality Notice: This e-mail messaae including anv attachments. is for the sole tse of the intended recinient(s) and mav contain confidential and orivileaed





