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Bureau Directors, Division Directors, and Managers in the Departments of Agriculture, Conservation, Environmental Protection, Inland Fisheries & Wildlife, Marine Resources and the Atlantic Salmon Commission
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Natural Resources Service Center


SUBJECT:
Implementation of HR Memorandum 8-06 (Implementation of Human Resource Components of Security Protocols)
The State of Maine Information Technology Security Policy was established to provide a uniform set of information technology security policies, standards and guidelines for which all agencies in state Government are required to comply.  A component of that policy, HR Memorandum 8-06, relates to security protocols in the employment area which human resources.  The policy is effective and provides a process to ensure that all employees hired on or after January 1, 2007 are appropriately qualified and credentialed.  
The policy applies to all individuals who are hired into positions as a new hire, re-employment, project, or “off-the-street” acting assignments.   Government Intern positions are subject to criminal background checks only. Unclassified and appointed positions are not affected by the policy.  All offers of employment made on or after January 1, 2007 are conditional until the employment verification requirements has been completed.   The employment verification process must be completed prior to the end of the employee’s initial probationary period.   The probation period may be extended up to one year, or the equivalent of 2,080 hours for employees working on a seasonal, part-time, or intermittent basis.

We have spent these past weeks developing a document to be shared with all managers and supervisors responsible for interviewing and hiring of new employees.  With the spring hiring season fast upon us, we wanted to ensure that the information was provided to all supervisors and managers responsible for hiring decisions.  A copy of HR Memorandum 8-06 in its entirety, to include sample letters, is provided for your information.  Although the policy is comprehensive in nature and has many components, program managers and hiring supervisors will be responsible for only a few areas.   The Natural Resources Service Center’s HR staff will be responsible for verifying most of the information needed to satisfy the requirements of the memorandum.  Although 
the policy memo contains much more information, I am providing clarification on the components that are most applicable to our agencies and the way we do business.   The information provided below is most critical for managers and hiring supervisors to be aware of and follow.   
Following are the specific steps that must be followed to satisfy policy requirements.
Application Review: 
Competitive Position: The State Bureau of Human Resources (BHR) will continue with the review process as established

Direct Hire Position: Applications reviewed directly by the hiring supervisor must be signed verifying both completeness and that the applicant meets minimum qualifications.   Incomplete applications will be considered as not meeting requirements and applicants notified of same.  

Information to Applicant Prior to Employment Interview:

Applicants must be notified, in advance and preferably in writing, of any information or material that they should have available at the time of interview, to include references, and any necessary licenses or certifications.    A sample letter is attached for consideration.  It is understood this step may not be necessary in all cases depending on the position being interviewed for.  
Interview Process:
Any license or certification required of the job must be reviewed and verified by the hiring authority.  The reviewer must verify that the original document was viewed

References must be provided by the applicant and made available before or at the interview, to include at least one work- related reference.  

References must be verified by the hiring authority prior to any job offer, and documented.  (See attached sample reference check form)

Job Offer:
All job offers must be made in writing and include the statement that the offer is conditional upon verification of employment information provided as part of the application process, to include a criminal background check, and if relevant to the job a motor vehicle license check.   It is also recommended that information relating to salary of the position be provided in the letter.   The letter must also advise the applicant they may be required to provide original identification materials, academic degrees, licenses, and certifications to Human Resource staff at the Natural Resources Service Center, if requested.  
3
Confidentiality Agreements: 

As the policy states, confidentiality agreements are intended to advise employees that information that is confidential should not be released to unauthorized persons.   The confidentiality agreements advise employees of their responsibilities in this regard.
Prior to starting work, each new employee is required to read, agree to, and sign a confidentiality agreement.  The attached form is provided for such use.  It is recommended that the form be incorporated into all new hire packets as part of general information to be provided.  
Verification of Material and Background Checks:

Carmen Welch, Tom Cotnoir, and other authorized Human Resources staff of the NRSC will be responsible for verifying criminal history and motor vehicle background checks.   

The exception to this process will be for employees hired into law enforcement positions within the Forest Protection Division, the Maine Warden Service, and the Bureau of Marine Patrol who already have an extensive background verification process in place.  Carmen Welch and Tom Cotnoir will coordinate with the appropriate hiring authorities in the department to ensure that a Verification Certification is completed as part of the hiring process.   As indicated previously, HR Memorandum 8-06 contains a lot of detail and information.    NRSC HR staff will be responsible for verifying a great deal of the information required but supervisors have a very important role in ensuring compliance with this policy.   
As indicated previously, HR Memorandum 8-06 is very detailed.   NRSC HR staff will be responsible for verifying much of the information required, however supervisors have a very important role in ensuring compliance with the policy.

Please Note:   The above is a general overview of the policy and process.  To facilitate these requirements, Tom and Carmen have developed and will provide a specific “Guideline Sheet” to hiring supervisors when filling a vacancy.  The “Guideline Sheet” outlines what is expected from the hiring supervisor and HR to ensure we are all in compliance.   In addition, all forms and instructions regarding this new policy are on the NRSC website under FORMS  at: http://www.maine.gov/nrsc/.  I encourage you to visit this site for the most recent and updated forms.    For the Department of Conservation, please note that we have a different guideline sheet for filling Parks and Lands seasonal vacancies.  
We would be happy to meet with hiring managers and/or supervisors to answer any questions or concerns you may have.   Please let me know if you are interested in this and arrangements to meet will be made.   Thank you for your attention to this matter.  
Cc: Commissioners/Deputy Commissioners/NRSC HR Staff
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