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Substance Abuse and Mental Health Services
Maine Department of Health and Human Services

Agreement Regarding Client Confidentiality 
For Business Associates and Researchers

The Substance Abuse and Mental Health Services, Maine Department of Health and Human Services (SAMHS) is providing choose data source data to Name of Organization/Individual (the entity) for the purpose of specific research or for the purpose of providing contracted services to SAMHS. The data provided or collected is likely to include patient/client identifiable information regarding alcohol or drug use or treatment or other protected health information. 

Definition of PHI for both HIPAA and Substance Abuse purposes. For the purposes of this agreement “protected health information” (PHI) will refer to both personal identifying information regarding alcohol or drug abuse or treatment protected by 42 U.S.C. §§ 290dd-3 and 290ee-3 and regulations at 42 CFR Part 2 and protected health information defined under HIPAA, 42 U.S.C. §§ 1320d(6).  PHI includes information on individuals where SAMHS has removed identifying information, but there is a reasonable possibility that a person may be indirectly identified by narrowing the data set. 

The entity will use the data for the purpose of  the following research or contracted services: describe the research, purpose of the data request

The entity agrees as follows.

1. Requester:
a. [bookmark: _GoBack]Researchers, by signing this agreement, confirm that they are qualified to do the research and have a research protocol under which the terms of this agreement will be maintained.  To obtain PHI the research will provide a satisfactory evidence to SAMHS D&R that an Institutional Review Board (IRB), formed and maintained in accordance with the U.S. Department of Health and Human Services Code of Federal Regulations for Protection of Human Subjects (45 CFR 46, revised March 8, 1983), have reviewed the protocol and determined that the rights and welfare of the subjects of the research will be adequately protected and that the risks of disclosing patient identifying information are outweighed by the benefits of the research. Even if such a statement is provided, researchers may not disclose PHI except back to SAMHS.
b. Business Associates, by signing this agreement, confirm that they have the qualifications and security protocols in place to protect the data and information as outlined below.  And that the signator has a current usiness relationship with SAMHS to use the data as identified above.

2. The recipient/entity acknowledges it will receive PHI and agrees to fully comply with the regulations set out at 42 C.F.R. Part 2 and comply with the Health Insurance Portability and Accountability Act (HIPAA), 42 U.S.C. §§ 1320d (1) – (8), and its implementing regulations.  Any ambiguity in this agreement must be interpreted to comply with HIPAA and 42 CFR Part 2.  If there is a conflict, whichever law or regulation that provides the individual with the best privacy protection will apply.

3. The entity must not disclose PHI, except back to SAMHS,  unless further disclosure is expressly permitted by the written consent of the person to whom it pertains or as otherwise permitted by 42 C.F.R. Part 2.  Consent forms must comply with both HIPAA and with 42 CFR Part 2.

4. The recipient/entity will not publish or release data in any form if there is a reasonable possibility that a particular patient/client can be directly or indirectly identified from the information released.  Data will be considered to have a reasonable possibility of indirectly identifying individuals if it includes:

a. Tabulations that include identifying information such as race, gender, income, ethnicity, age, health conditions, use of a methadone clinic, pregnancy or other identifying information when that information, either alone or in combination with other factors, including geographic area, creates a risk of indirectly identifying the individual.
b. Rates, frequencies or other tabulations or combined factors that result in fewer than 6 individuals in a cell, or fewer than 20 individuals in a set, such as a specific agencies data.

To reduce the risk of indirectly identifying individuals, the entity: 
c. Will not use date of birth unless converted to age in years
d. Will not use date of admission for treatment or date of prevention program or event unless converted to week, month or year.
e. Will aggregate data before it is published to assure that it does not create a risk of identifying individuals. 

5. PHI may be used only as needed to carry out the research or contracted services described above. 

6. PHI in any media format will be stored in a secure manner, allowing access only as needed by those within the entity’s organization who need access in order to perform the research or contracted services. The entity must have written procedures to maintain the security of PHI. 

7. The recipient/entity must make available in a timely manner to SAMHS its internal practices, books, records and procedures relating to the use, disclosure and security of PHI received from or collected for SAMHS.

8.  The recipient/entity must:

· Mitigate, to the extent practicable, any harmful effect that is known to the entity of a use or disclosure of PHI in violation of this agreement, and
· Report to SAMHS any use or disclosure of PHI of which the entity becomes aware that is not permitted under the law or this agreement.

9. The recipient/entity must keep a record of all releases of PHI in accordance with 45 CFR § 164.528, whether or not the release conforms with the law.  Records of releases relating to an individual must be promptly provided to the individual as directed by SAMHS pursuant to 45 CFR § 164.524. 

10. Some circumstances may meet one of the very limited exceptions to confidentiality in 42 CFR Part 2. Under such circumstances, PHI may not be disclosed except by written agreement from SAMHS.  The entity will resist in any judicial or administrative proceedings any efforts to obtain access to personal identifying information regarding substance abuse or treatment. Any such efforts will be reported immediately to SAMHS. This paragraph does not apply with respect to the disclosure of information about a person within the criminal justice system where participation in a drug or alcohol program is a condition of the disposition of a criminal proceeding against the patient, provided that disclosure is only made to those who need to know within the criminal justice system, the patient has consented in writing, and there is full compliance with 42 C.F.R. § 2.35.

11. All PHI obtained in the course of research or providing contracted services must be destroyed when the entity has completed the research. PHI may not be disclosed in any report whether or not related to the research or the contracted services.

12. This Agreement shall be effective from the time the Business Associate or Researcher receives or collects PHI until the time it has destroyed all PHI related to the research or contracted services or returned it, without retaining a copy in any media format, to SAMHS. 

13. Upon the SAMHS’s  knowledge of a material breach by the Business Associate or researcher, SAMHS shall either, at its sole discretion:

(a) Provide the Business Associate or researcher an opportunity to cure the breach or end the violation within a time frame and upon such conditions as established by SAMHS; or

(b) Immediately terminate this Agreement in the event the Business Associate or researcher has breeched a material term of this Agreement. In the case of termination, all PHI in the Business Associate’s or Researcher’s possession, or in the possession of their agents or subcontractors related to the contract or research shall be either destroyed or returned to SAMHS, at SAMHS direction, with no copy in any media format remaining with the Business Associate or Researcher.  

14. The Business Associate or Researcher agrees to ensure that any agent, including a subcontractor to whom it provides or entrusts PHI as defined in this Agreement, will agree in writing to the same restrictions and conditions governing PHI set out in the Agreement which apply to the Business Associate or researcher. 

________________________________			
Print Name 

________________________________			________________
Signature							Date


Please return to:

Anne Rogers, M.Ed., Manager Division of Data and Research
Substance Abuse and Mental Health Services
41 Anthony Avenue
11 State House Station
Augusta, ME  04333-0011
FAX: (207) 287-8910
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