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Guidelines from OIT:
As a business practice, the State/OIT provides equipment and software tools for security reasons. Using Contractor or personally provided hardware could lead to significant security concerns as well as software license issues.  OIT provides the devices and charges the state agencies (the Department of Health and Human Services).

The decision as to which party provides the computer hardware/software or other work-based tools is based upon the Contractor’s role.  If the Contractor is a stand-alone, off-site entity or individual, supplying services and only accessing state items via the internet, then the vendor will supply the equipment and ensure privacy and security safeguards of the Department’s information, consistent with confidentiality requirements of this Agreement.

If the Contractor is an on-site participating team member with a close working relationship to SOM personnel, using internal state systems/tools, the State/OIT will supply the equipment and software tools necessary for the Contractor to perform its functions under this Agreement.

The guidance retains flexibility that is not exclusive to whether a provider/contractor works on premises or not. There are a number of providers that work on premises and the nature of their contractual arrangement with the State does not involve access to SOM systems nor involves the passing of specific client information to them to accomplish their contractual deliverables.  In these instances, it actually is less productive for them to be required to use SOM devices.

Language:
To the extent that the Provider is working on-site at a Department facility, the Provider will receive the technology tools and equipment necessary to perform his/her job function. To the extent the Provider performs work remotely on behalf of the Department, the Provider will be responsible for providing the necessary technology, tools and safeguards to perform his/her job function, however, the Department will supply remote access to the appropriate electronic information systems needed for the Provider to conduct Department business. The Provider will comply with all federal and state privacy and security policies applicable to this Agreement.
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