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REQUEST FOR INFORMATION – Solicitation # 2023-1


 AGENT/BROKER SERVICES FOR CYBER INSURANCE

	[bookmark: _Hlk120621819]Request for Information
Coordinator
	All communication regarding this RFI must be made in writing through the RFI Coordinator identified below.
Name: Sheena Greenlaw Title: Risk Assessor
Contact Information: sheena.greenlaw@maine.gov 

	Intent to Respond & Questions Due
	Intent to Respond and all questions must be received by the Coordinator identified above by 01/12/2023, no later than 5:00 p.m., local time

	Submissions Due
	Must be received by: 01/23/2023, no later than 5:00 p.m., local time
Submission Address: sheena.greenlaw@maine.gov 
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[bookmark: _Toc367174721]

[bookmark: _Toc398203735]PUBLIC NOTICE

*************************************************

State of Maine
Department of Administrative and Financial Services
 Request for Information #2023-1

AGENT/BROKER SERVICES FOR CYBER INSURANCE


The State of Maine, Department of Administrative and Financial Services/Office of the State Controller, Risk Management Division, is seeking cyber insurance policies from agents or brokers qualified and licensed to design, market and service a cyber insurance program.

No insurance agent or broker is authorized to approach any insurer or reinsurer in relation to this Request for Insurance solicitation until given written permission to do so by the coordinator.  Failure to comply with this restriction or reserving or “tying up” a market may lead to disqualification from the bidding process, at the State’s discretion.

[bookmark: _Hlk123720452]A copy of the RFI can be obtained at the following website:  
https://www.maine.gov/dafs/bbm/procurementservices/vendors/rfps

Submissions must be received via e-mail, by sheena.greenlaw@maine.gov, no later than   5:00 pm, local time on 01/23/2023.  
 


*************************************************

Request for Information

 DEFINITIONS/ACRONYMS

The following terms and acronyms shall have the meaning indicated below as referenced in this Request for Information:

1. RFI: Request for Information
2. State: State of Maine
3. Department: Department of Administrative and Financial Services
4. FOAA: Maine Freedom of Access Act
5. Respondent: Any individual or organization submitting a response to this RFI
6. RMD: Risk Management Division 





State of Maine - Department of Administrative and Financial Services
 RFI # 2023-1
AGENT/BROKER SERVICES FOR CYBER INSURANCE


[bookmark: _Toc367174722][bookmark: _Toc398203736]PART I	INTRODUCTION

[bookmark: _Toc367174725][bookmark: _Toc397069193]A.	Purpose and Background

[bookmark: B]This Request for Information (RFI) is an information gathering and market research tool, not a formal solicitation of a specific requirement (such as in a “Request for Proposals” document).  The Department of Administrative and Financial Services (“Department”) is seeking information regarding broker services for the State cyber insurance program from interested parties as defined in this RFI document.  

Only insurance agents and brokers with active licenses issued by the State of Maine, Department of Professional and Financial Regulation, and Bureau of Insurance are invited to respond to this Request for Information.  Respondents must provide proof of this eligibility.

No insurance agent or broker is authorized to approach any insurer or reinsurer in relation to this Request for Information solicitation until the coordinator gives written permission to do so.  Failure to comply with this restriction or reserving a market may lead to disqualification from the process.

The Department’s objectives are to:

1. Partner with an agent/broker offering the cyber insurance expertise, experience,        and market access needed to best insure the State’s exposure for annual policies.
2. Match or improve the existing insurance program’s coverage and terms; and
3. Match or improve the level and quality of services currently provided and
4. Pay competitive premium rates.


[bookmark: _Toc535996583]   B. 	Current Conditions

The current program consists of six separate policies, The State of Maine self-insurance policy and five commercial quasi-agency policies. Under the current program, four policies will expire on March 15, 2023, one will expire June, 17, 2023 and the State of Maine self-insurance policy will expire on July 1, 2023. Historically the Department has remained with a chosen broker/agent for a three to five-year period.       

[bookmark: _Toc535996584]  C. 	General Provisions

1. All contact with the State regarding this RFI must be made through the aforementioned RFI Coordinator.  No other person/ State employee is empowered to make binding statements regarding this RFI.
2. This is a non-binding Request for Information.  Therefore, no award shall be made as a result of the RFI process.
3. Issuance of this RFI does not commit the Department to pay any expenses incurred by a Respondent in the preparation of their response to this RFI.  This includes attendance at personal interviews or other meetings and software or system demonstrations, where applicable.
4. Issuance of this RFI in no way constitutes a commitment by the State of Maine to issue a Request for Proposal (RFP).
5. All responses should adhere to the instructions and format requests outlined in this RFI and all written supplements and amendments, such as the Summary of Questions and Answers, issued by the Department.
6. [bookmark: _Hlk11310465]All submissions in response to this RFI will be considered public records available for public inspection pursuant to the State of Maine Freedom of Access Act (FOAA)          (1 M.R.S. §§ 401 et seq.): State of Maine Freedom of Access Act
7. All applicable laws, whether or not herein contained, shall be included by this reference.  It shall be the Proposer’s/Vendor’s responsibility to determine the applicability and requirements of any such laws and to abide by them.


[bookmark: _Toc535996585]PART II	INFORMATION SOUGHT

The Department seeks information regarding broker/agent services for the State cyber insurance program and welcomes responses to this RFI, including suggestions and feedback to enhance and expedite all future processes while providing efficient, reliable, and high-quality outcomes.  

The Department seeks detailed yet succinct responses that demonstrate the Respondent’s experience and/or familiarity with the subject matter.   

A. General Information 

Risk Management Division	
The Risk Management Division (RMD) provides insurance advice and services to the State government and designated quasi-state entities.  Except for workers' compensation and health insurance, RMD administers all insurance and self-insurance plans and programs for the  State of Maine government.  The division derives its authority from the statute:                               5 MRSA, §1728-A to 1737. Additional detail on RMD and its programs can be found at this link:  https://www.maine.gov/osc/risk-management
Maine Tort Claims Act	
The Maine Tort Claims Act (14 MRSA, §8101 - 8118) provides immunity from suit for governmental entities except as expressly provided by the statute.  When immunity is removed, any claim for damages must be brought per the terms of the statute.  The statute also establishes a limitation on damages. RMD’s self-insurance liability programs are built around this statute. 




Current Management
The current management of RMD draws on years of experience in the insurance industry to manage the State of Maine’s risk management needs.
Director: Suzanne M. Murphy, CPCU, ARM, AIC, AINS, MCM, AIE
Suzanne joined Risk Management in 2016, bringing with her several years of experience as a multi-line claims adjuster, personal lines underwriter, and insurance regulator.
Risk Assessor: Sheena Greenlaw
Sheena joined Risk Management in 2019 bringing with her experience in the placement and service of personal lines and yacht insurance. 
Case Manager: G. Scott Kibler
Scott joined Risk Management in 2004, bringing with him extensive experience in claims handling for public entities. He is the division’s subject matter expert who works closely with legal counsel and outside vendors to provide appropriate claims resolution.
Loss Control Specialist: Lance Lemieux
Lance joined Risk Management in 2021, with an extensive background in training, loss prevention, property inspections/valuations, and occupational and fire safety. 
Assistant Risk Assessor:  Jen Maddox 
Jen joined Risk Management in 2015 and provides a variety of administrative support for all positions. 
In addition, RMD has available the resources of other State agencies and utilizes counsel from the Office of the Attorney General.
Insurance Administration	
The insurance program consists of both self-insurance and commercial insurance policies.  The professional staff uses sound underwriting practices to analyze loss exposure, provide proper insurance coverage, maintain appropriate pricing, and administer insurance programs. State agencies are assisted with certificates of insurance, contractual insurance clauses, and exposure identification.  Every three to five years, each large commercial policy is put out to bid to secure the best coverage terms and pricing for the State.
Claims Processing	
Procedures are in place for the reporting of all claims or potential claims by participating agencies.  Prompt reporting is essential to allow RMD to meet its service standards.


Loss Prevention	
By statute, RMD is authorized to expend up to five percent of the self-insurance fund balances for loss prevention programs each fiscal year.  The existence and innovative use of this program allows the state to take positive action when a loss control need is identified.   	
System Support	
Origami was implemented in 2019 and is the database for the RMD insurance program.  
[bookmark: _Toc535996586]
PART III	KEY RFI EVENTS AND PROCESSES

A. [bookmark: _Toc398203744][bookmark: _Toc535996587]Questions

1.	General Instructions	
a. It is the responsibility of each interested party to examine the entire RFI and to seek clarification, in writing, if they do not understand any information or instructions.
b. Interested parties should complete Appendix A – Intent to Respond and Appendix B – Submitted Questions Form for submission of questions.
c. Appendix A & B must be submitted by e-mail and received by the RFI Coordinator, as soon as possible but no later than the date and time specified on the cover page,.
d. Submitted Questions must include the RFI Number and Title in the subject line of the e-mail.  The Department assumes no liability for assuring accurate/complete/on-time e-mail transmission and receipt.

2.	Question & Answer Summary
Responses to all questions will be compiled in writing and posted on the following website: http://www.maine.gov/dafs/bbm/procurementservices/vendors/rfps.  It is the responsibility of all interested parties to go to this website to obtain a copy of the Question & Answer Summary.  Only those answers issued in writing on this website will be considered binding.

B. Submissions:

1. Responses Due
Submissions must be received as soon as possible but no later than the date and time specified on the RFI cover page.

2. Delivery Instructions
Submissions must be sent via email to the RFI Coordinator listed on the cover page of this RFI document.

3. Format
[bookmark: _Toc398203371][bookmark: _Toc398203753][bookmark: _Toc367174734]Responses to this RFI may be developed in a manner that suits the respondent. A list of key questions is included within the RFI and all submissions regardless of the format will be reviewed. Respondents are asked to be brief and to respond to as many questions as possible within the RFI. Number each response to correspond to the relevant question or instruction of the RFI to allow comparison and clarity. 



C. Department Provisions:
The Department will: 

1. Provide general underwriting information (Appendix D)
2. Provide a loss run for each policy as of 12/2022 (Appendix E)
3. Provide copies of the expiring insurance policies (Appendix F)

  	The Respondent will submit:

1. A completed Respondent Questionnaire Form (Appendix C)
2. A summary of Respondent’s experience with:
· cyber market placements
· government and public entities
· services offered to the Department (any fee for services must be clearly stated) 
3. A list of those insurers with which you are licensed to place cyber insurance in the State of Maine (Appendix G) and which you would desire to approach with this account. 
4. A completed Respondent Affirmation Form. (Appendix H)
5. A list of all current litigation in which the Respondent is named and a list of all closed cases that have closed within the past five (5) years in which the Respondent paid the claimant either as part of a settlement or by decree.  For each, list the entity bringing suit, the complaint, the accusation, the amount, and the outcome.   

E.	Selected Respondent Expectations:               

1. Upon selection of an insurer's program: finalize policy wording, place the insurance and obtain a policy or binder of insurance to be in place on current renewal dates.  The original policy or binder must be in the Department’s possession before the policy inception date.
2. Facilitate the scheduling of an introductory meeting with the account team and any agency/broker staff identified as being part of the account team.
3. Assist in developing a well-coordinated claims program and loss control program between the Department and its insurer.
4. Identify and analyze uninsured exposures and the adequacy of existing insurance.
5. Review claims reports to identify trends and training needs.
6. Monitor insurer and reinsurer solvency over the course of the policy term.
7. Keep the Department informed of market conditions, availability of new coverages, and trends in this line of insurance.
8. Assist in subsequent renewal placement.
9. Issue on a timely basis: binders, certificates of insurance, and invoices as needed or as requested. Certificates are expected to be issued within 24 business hours of receipt of the request by our agent/broker.
10. Check policy, endorsements, invoices, claim reports, and any other document received from the insurer for accuracy. Obtain revisions as needed. Maintain an aggressive diary system for document requests.
11. Promptly submit originals of all policies and endorsements to the Department.
12. Facilitate timely issuance of accurate invoices.
13. All premium billing (inception, endorsement, and renewal invoices) are to be broken down for the Department on a per schedule, per vessel basis, and coverage line basis.
14. Serve as the Department’s technical resource on this insurance line.
15. Provide technical review of policy provisions at inception, at annual intervals, and on an ongoing basis, as needed.
16. Serve as a technical resource to identify and meet training needs.
17. Provide a certificate of insurance on a standard Acord form (or the equivalent) evidencing the Respondent’s general liability, professional liability, and any other relevant liability insurance policies that might be associated with the proposed services.

F.     Selection and Evaluation Process

The Department anticipates selecting one agent/broker. This determination will be a consensus evaluation based on Respondent submissions.








































APPENDIX A


STATE OF MAINE 
Department of Administrative and Financial Services
[bookmark: _Toc535996592]INTENT TO RESPOND 
RFI# 2023-1
AGENT/BROKER SERVICES FOR CYBER INSURANCE 


	Lead Point of Contact - Name/Title:
	

	Organization Name (if applicable):
	

	Tel:
	
	Fax:
	

	E-Mail:
	
	Website:
	

	Street Address:
	

	City/State/Zip:
	
































 
APPENDIX B

STATE OF MAINE 
Department of Administrative and Financial Services
[bookmark: _Toc535996593]SUBMITTED QUESTIONS FORM
RFI# 2023-1 
 AGENT/BROKER SERVICES FOR CYBER INSURANCE


	Organization/Responder’s Name:
	



	RFI Section & Page Number
	Question

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	



* If a question is not related to any section of the RFI, state “N/A” under “RFI Section & Page Number”.
** Add additional rows, if necessary.
 














APPENDIX C
STATE OF MAINE 
Department of Administrative and Financial Services 
 RESPONDENT QUESTIONNAIRE FORM
RFI #2023-1
AGENT/BROKER SERVICES FOR CYBER INSURANCE

								
Firm’s Name:        
Mailing Address:      
Telephone:     Fax:      Web Site:       

Total number of years in business:      Approximate number of personnel in the firm:          
Number of these employees devoted to cyber insurance:     	     
Of your firm’s total book of business, what estimated percentage of total premium volume is written for: 
[bookmark: _Hlk121917996]State governments      %
Higher education       %
Other public entities?     %
Self-insured pools?	     %
Higher education institutions      %

Of your firm’s total book of business, what estimated percentage of total premium volume is comprised of cyber insurance?       % 
What percentage of your commercial insurance is written for public entities (vs. non-public?)      %
What is your firm’s total premium volume in commercial insurance? $        
What is your firm’s total premium volume in the cyber line of insurance?	$         
Have you previously done similar work for the State of Maine government?      
     Yes          No     
If yes, specify the nature of work and time frame:         
Servicing Office (This refers to the office that will service this specific account.)
Mailing Address:           
Physical Location:     	    
Telephone:     	     Fax:     	     
Servicing Personnel (This refers to the personnel who will service these specific accounts.)
[bookmark: _Hlk121917442]Name of account manager:     	     
Email address:     	     
Number of the year(s) of experience       
What percentage of our work will be done by the account manager?     %
Please attach a brief resume for each person who will work on this account.  
As a minimum, please be sure the following information is included:
•	Name and position
•	Length of time in the insurance business
•	Length of time in this firm	
•	Nature of their work on this account
•	Experience with cyber insurance
•	Experience with self-insurance property and casualty pools
[bookmark: QuickMark]•	Experience with governmental business

APPENDIX D
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]STATE OF MAINE
Department of Administrative and Financial Services
General Underwriting Information
[bookmark: _Hlk532540400]RFI #2023-1
AGENT/BROKER SERVICES FOR CYBER INSURANCE


This is a summary of the current program.

Named Insureds	See Appendix F
Policy Term		See Appendix F
The State of Maine optimally would like a three-year policy term, with rates guaranteed and an option for two additional years, beyond the first three.  The department understands that if an exposure significantly changes or a new exposure is added, rates may be adjusted accordingly.
Coverage limits: 	See Appendix F  
Loss Information	See Appendix E
Incumbent Agent	Aon Risk Services, Inc. is the incumbent agent and has been since 2014
Agent Compensation Structure
The current compensation structure is strictly commission based.     
Billing	
The Department prefers that this policy be issued on an “agency bill” basis and will require various premium breakdowns for internal allocation purposes.  The Department desires an annual premium invoice. If subsequent endorsements are issued, a related invoice denoting the additional or return premium at the time of endorsement issuance should be issued.    RMD will not approve an invoice for payment until receipt of the policy or the endorsement itself.  The State will promptly review each invoice for accuracy and then approve it for payment.  












APPENDIX E					
[bookmark: OLE_LINK4][bookmark: OLE_LINK8]STATE OF MAINE
Department of Administrative and Financial Services
  LOSS INFORMATION
RFI #2023-1
[bookmark: _Hlk121921269]AGENT/BROKER SERVICES FOR CYBER INSURANCE
 

				





























APPENDIX F
STATE OF MAINE 
Department of Administrative and Financial Services 
POLICY INFORMATION
RFI #2023-1
AGENT/BROKER SERVICES FOR CYBER INSURANCE









     




































APPENDIX G
STATE OF MAINE 
Department of Administrative and Financial Services 
MARKET ALLOCATION
RFI# 2023-1
AGENT/BROKER SERVICES FOR CYBER INSURANCE
 
List those insurers with which you are legally authorized to transact. You may list more than attaching an additional sheet if desired. 
[bookmark: _Hlk121740696] 
	Company name:
	[bookmark: Text37]     

	Group Affiliation:
	[bookmark: Text38]     
	A.M. Best #
	[bookmark: Text39]     

	A.M. Best Current Rating and Modifier
	[bookmark: Text40]     
	FSC:
	[bookmark: Text41]     

	What percentage of your firm’s total commercial cyber insurance book is placed with this company?
	[bookmark: Text42]     %

	What percentage of your firm’s total commercial insurance book is placed with this company?
	[bookmark: Text43]     %

	[bookmark: Text64]How many years have you been licensed with this company?      
What reinsurer(s) does this company use (if known)?      

	

	
	



 
	Company name:
	[bookmark: Text46]     

	Group Affiliation:
	[bookmark: Text47]     
	A.M. Best #
	[bookmark: Text48]     

	A.M. Best Current rating and Modifier
	[bookmark: Text49]     
	FSC:
	[bookmark: Text50]     

	What percentage of your firm’s total commercial cyber book is placed with this company?
	[bookmark: Text51]     %

	What percentage of your firm’s total commercial insurance book is placed with this company?
	[bookmark: Text52]     %

	[bookmark: Text65]How many years have you been licensed with this company?     
What reinsurer(s) does this company use (if known)?      

	

	
	








 
	Company name:
	[bookmark: Text55]     

	Group Affiliation:
	[bookmark: Text56]     
	A.M. Best #
	[bookmark: Text57]     

	A.M. Best Current rating and Modifier
	[bookmark: Text58]     
	FSC:
	[bookmark: Text59]     

	What percentage of your firm’s total commercial cyber insurance book is placed with this company?
	[bookmark: Text60]     %

	What percentage of your firm’s total commercial insurance book is placed with this company?
	[bookmark: Text61]     %

	[bookmark: Text66]How many years have you been licensed with this company?     
What reinsurer(s) does this company use (if known)?      

	

	
	


 
	Company name:
	     

	 Group Affiliation:
	     
	A.M. Best #
	     

	A.M. Best Current Rating and Modifier
	     
	FSC:
	     

	What percentage of your firm’s total commercial cyber insurance book is placed with this company?
	     %

	What percentage of your firm’s total commercial insurance book is placed with this company?
	     %

	How many years have you been licensed with this company?      
What reinsurer(s) does this company use (if known)?      

	

	
	



 

















APPENDIX H
STATE OF MAINE 
Department of Administrative and Financial Services 
 RESPONDENT AFFIRMATION
RFI #2023-1
AGENT/BROKER SERVICES FOR CYBER INSURANCE
 
	Exclusive of insurance policy premium, the Respondent affirms that there is no cost or service fee associated with this RFI to deliver the services required.  Respondent income will be derived solely from commissions and/or profit sharing paid by an insurer to the Respondent, both of which will be fully disclosed to the State upon request. I understand that it will not be necessary to enter into a State of Maine Agreement to Purchase Services. 

[bookmark: Text27]Firm Name:     	     

[bookmark: Text28]State of Maine Insurance Department License Number for Firm:     
     

[bookmark: Text29]Typed Name of Firm Representative:     	     


[bookmark: Text30]State of Maine Insurance Department License Number for Firm Representative:      
     
[bookmark: Text31]Date:     	 

[bookmark: Text32]Signature of Firm Representative:     	     
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image2.emf
LOSS RUNS.pdf


LOSS RUNS.pdf


Policy Number G25562677 Policy Term 03/15/2015 - 03/15/2016


Insured Name Casco Bay Island Transit                


Division 4 - PROFESSIONAL RISK GROUP PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 1 of 12







Policy Number G25562677 Policy Term 03/15/2015 - 03/15/2016


Insured Name Casco Bay Island Transit                


Division 4 - PROFESSIONAL RISK GROUP PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 2 of 12







Policy Number G25562677 Policy Term 03/15/2016 - 03/15/2017


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 3 of 12







Policy Number G25562677 Policy Term 03/15/2016 - 03/15/2017


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 4 of 12







Policy Number G25562677 Policy Term 03/15/2017 - 03/15/2018


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 5 of 12







Policy Number G25562677 Policy Term 03/15/2017 - 03/15/2018


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 6 of 12







Policy Number G25562677 Policy Term 03/15/2017 - 03/15/2018


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 7 of 12







Policy Number G25562677 Policy Term 03/15/2017 - 03/15/2018


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 8 of 12







Policy Number G25562677 Policy Term 03/15/2018 - 03/15/2019


Insured Name Casco Bay Island District               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRAL INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 9 of 12







Policy Number G25562677 Policy Term 03/15/2018 - 03/15/2019


Insured Name Casco Bay Island District               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRAL INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 10 of 12







Policy Number G25562677 Policy Term 03/15/2018 - 03/15/2019


Insured Name Casco Bay Island District               


Division 9 - SMALL COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRAL INC MCC 0036004 - SmCom Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 11 of 12







Policy Number G25562677 Policy Term 03/15/2018 - 03/15/2019


Insured Name Casco Bay Island District               


Division 9 - SMALL COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRAL INC MCC 0036004 - SmCom Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Grand Total $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 12 of 12







Coverage: CYBER RISK


Policy Insured
Cov Eff 


Date
Cov Exp  


Date Notice Date Claim # Claimant Name Loss Paid Expense Paid Incurred Claim Type Status


107050827 CASCO BAY ISLAND 
TRANSIT DISTRICT


3/15/2020 4/15/2021 No Claims


107050827 CASCO BAY ISLAND 
TRANSIT DISTRICT


3/15/2019 3/15/2020 No Claims


Page 1 of 1


Loss Run Report
Report Date: 03/24/2021


Report period requested: 5 Years


This Loss Run report presents claims associated with each applicable coverage OR may indicate that no claim has been reported. If you have questions regarding this report, please contact your underwriter. The 
report is based on data available on or about 3/19/2021.


The report is filtered for the following coverages:  CYBER RISK Agent: AON RISK SERVS CENTRAL 0G9605







 ©  Cowbell Cyber, Inc. | All Rights Reserved |2022 www.cowbell.insure | 1(833) 633 8666 | support@cowbellcyber.ai 
  Policies underwritten by Cowbell Insurance Agency are written by Cowbell Insurance Agency LLC, State Licenses: https://cowbell.insure/state-licenses/ Obsidian Specialty Insurance Company NAIC # 16871 (A.M. Best "A-" Rated)


Page 1 of 1


STATEMENT OF LOSSES


Casco Bay Island Transit District


Loss Runs as of      15December-22


Policy Number Claim Number Claim 
Status


Effective 
Date


Expiration 
Date


Insured Date Claim 
Made


Claim Or 
Circumstance


Indemnity 
Paid


Expense 
Paid


Total 
Incurred


NA NA NA NA NA NA NA NA NA NA NA


To date, Cowbell has not been notified of any claims or circumstances against the following policies:


Policy Number Effective 
Date


Expiration 
Date


OBD-CB-SY5QGTSGD 03/15/2022 03/15/2023


IMPORTANT NOTICE: The information contained in this loss run is confidential. It may only be used by a licensed insurance broker representing the insured named in this loss run for the sole purpose of obtaining insurance quotations for that 
same insured. All other uses are unauthorized. Dissemination of this loss run or information in this loss run to anyone other than an insurance carrier intending in good faith to quote the insured is unauthorized. The information in this loss run is 
subject to change, and the accuracy of this information is not guaranteed. Anyone relying on this information does so at its own risk. The financial information in this loss run does not in any way reflect an opinion by Cowbell Insurance Agency 
of a claimant's or insured's entitlement to any claim or any funds. All dates are approximations.







Policy Number D94742535 Policy Term 3/15/2019 - 3/15/2020


Insured Name FINANCE AUTHORITY OF MAINE


Division 5 - Middle Markets Commercial PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRALINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 3/23/2020 10:44:51 AMValuation Date: 3/12/2020


Agent Loss Run Report Page 1 of 2







Policy Number D94742535 Policy Term 3/15/2019 - 3/15/2020


Insured Name FINANCE AUTHORITY OF MAINE


Division 5 - Middle Markets Commercial PAC PVP - Privacy Protection


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRALINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Grand Total $0 $0 * *


Version: BAR - Report Generated: 3/23/2020 10:44:51 AMValuation Date: 3/12/2020


Agent Loss Run Report Page 2 of 2







AIG Loss Run  PAGE:    1


 Policy : 0022176609-029-000 FINANCE AUTHORITY OF MAINE


 Filters:              Status = ALL


 Requester ID:          536737


 Report Date / Time:    12/07/2018 02:06 EST


 Valuation Date:        12/06/2018 


 Source:               U.S.  


The AIG Loss Run is a detail report, providing claim and financial information. 


Run additional reports using IntelliRisk at https://aig.com/ir.


Certain claim information may not be available in this report, since data availability can vary based on the insurance program or benefit state (due to regulatory considerations.)


Some of the content contained in this report is subject to confidentiality laws and may be privileged. This report is intended for review and use by authorized representatives of the insured or  


other parties authorized by the insured. If you are not the intended recipient, you are hereby notified that any disclosure, copy or distribution of this information is strictly prohibited, as is the  


taking of any action by you in reliance on its contents. If you received this communication in error, please notify us immediately.


AIG | IntelliRisk Services


 866-893-2520 | intellirisk@aig.com







PAGE:     2


AIG Loss Run
Financial Lines Claims


Policy :  0022176609-029-000 FINANCE AUTHORITY OF MAINE 12/27/2016 - 03/15/2019  Report Date / Time: 12/07/2018  02:06 EST 
 Valuation Date: 12/06/2018 
 Currency: USD


Claimant Name Div / H.O.
Claim # / OneClaim # Loss State Status Adjuster Name
Loss Date Receipt Date Closed Date Manager Name Loss Description Loss Paid


065/
               / No Claims for Policy 0022176609-029-000       / Criteria


.00


Pol-Asco-Mod:  0022176609-029-000 Claim Count =       0 .00







 ©  Cowbell Cyber, Inc. | All Rights Reserved |2022 www.cowbell.insure | 1(833) 633 8666 | support@cowbellcyber.ai 
  Policies underwritten by Cowbell Insurance Agency are written by Cowbell Insurance Agency LLC, State Licenses: https://cowbell.insure/state-licenses/ Palomar Excess and Surplus Insurance Company NAIC# 16754 (A.M. Best 


"A-" Rated)
Page 1 of 1


STATEMENT OF LOSSES


Finance Authority of Maine


Loss Runs as of      15December-22


Policy Number Claim Number Claim 
Status


Effective 
Date


Expiration 
Date


Insured Date Claim 
Made


Claim Or 
Circumstance


Indemnity 
Paid


Expense 
Paid


Total 
Incurred


NA NA NA NA NA NA NA NA NA NA NA


To date, Cowbell has not been notified of any claims or circumstances against the following policies:


Policy Number Effective 
Date


Expiration 
Date


PLM-CB-SFCYUNZFB 03/15/2022 03/15/2023


IMPORTANT NOTICE: The information contained in this loss run is confidential. It may only be used by a licensed insurance broker representing the insured named in this loss run for the sole purpose of obtaining insurance quotations for that 
same insured. All other uses are unauthorized. Dissemination of this loss run or information in this loss run to anyone other than an insurance carrier intending in good faith to quote the insured is unauthorized. The information in this loss run is 
subject to change, and the accuracy of this information is not guaranteed. Anyone relying on this information does so at its own risk. The financial information in this loss run does not in any way reflect an opinion by Cowbell Insurance Agency 
of a claimant's or insured's entitlement to any claim or any funds. All dates are approximations.







Coalition Insurance Solutions, Inc.
ME License No. AGN289240
1160 Battery St, Suite 350
San Francisco, CA 94111
Producer Code: 1035616


Maine Connectivity Authority
Coalition Cyber Policy
Coalition Loss Runs as of December 15, 2022


Loss History


No Claims to Date


To date, the following policies have not had any claims notified against them:


Master Policy Number Carrier Policy Number Policy Inception Policy Expiration
C-4LQ7-018448-CYBER-2022 CCP1057368-00 June 17, 2022 June 17, 2023


IMPORTANT NOTICE: The information contained in this loss run is confidential. It may only be used by a licensed insurance
broker representing the insured named in this loss run for the sole purpose of obtaining insurance quotations for that same
insured. All other uses are unauthorized. Dissemination of this loss run or information in this loss run to anyone other than
an insurance carrier intending in good faith to quote the insured is unauthorized. The information in this loss run is subject to
change, and the accuracy of this information is not guaranteed. Anyone relying on this information does so at its own risk. The
financial information in this loss run does not in anyway reflect an opinion by Coalition Insurance Solutions, Inc. of a claimant’s
or insured’s entitlement to any claim or any funds. All dates are approximations.


1 of 1







Coverage: CYBER RISK


Policy Insured
Cov Eff 


Date
Cov Exp  


Date Notice Date Claim # Claimant Name Loss Paid Expense Paid Incurred Claim Type Status


106885184 MAINE MARITIME 
ACADEMY


3/15/2018 3/15/2019 11/1/2018 T1816004 Not Available $0.00 $0.00 Not Available Claim Open


Page 1 of 1


Loss Run Report
Report Date: 12/06/2018


Report period requested: 5 Years


This Loss Run report presents claims associated with each applicable coverage OR may indicate that no claim has been reported. If you have questions regarding this report, please contact your underwriter. The 
report is based on data available on or about 11/30/2018.


The report is filtered for the following coverages:  CYBER RISK Agent: AON RISK SERVS CENTRAL 0G9605







Coverage: CYBER RISK


Policy Insured
Cov Eff 


Date
Cov Exp  


Date Notice Date Claim # Claimant Name Loss Paid Expense Paid Incurred Claim Type Status


107396087 MAINE MARITIME 
ACADEMY


3/15/2022 3/15/2023 No Claims


107396087 MAINE MARITIME 
ACADEMY


3/15/2021 3/15/2022 No Claims


106885184 MAINE MARITIME 
ACADEMY


3/15/2020 3/15/2021 7/16/2020 T2011194 $30,222.90 $0.00 Not Available Claim Closed
4/20/2021


106885184 MAINE MARITIME 
ACADEMY


3/15/2019 3/15/2020 No Claims


Page 1 of 1


Loss Run Report
Report Date: 12/16/2022


Report period requested: 3 Years


This Loss Run report presents claims associated with each applicable coverage OR may indicate that no claim has been reported. If you have questions regarding this report, please contact your underwriter. The 
report is based on data available on or about 12/9/2022.


The report is filtered for the following coverages:  CYBER RISK Agent: AON RISK SERVS CENTRAL 0G9605







Policy Number G25562756 Policy Term 3/15/2015 - 3/15/2016


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 4 - Professional Risk Group PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 1 of 10







Policy Number G25562756 Policy Term 3/15/2015 - 3/15/2016


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 4 - Professional Risk Group PAC PVP - Privacy Protection


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 2 of 10







Policy Number G25562756 Policy Term 3/15/2016 - 3/15/2017


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 5 - Middle Markets Commercial PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 3 of 10







Policy Number G25562756 Policy Term 3/15/2016 - 3/15/2017


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 5 - Middle Markets Commercial PAC PVP - Privacy Protection


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 4 of 10







Policy Number G25562756 Policy Term 3/15/2017 - 3/15/2018


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 5 - Middle Markets Commercial PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 5 of 10







Policy Number G25562756 Policy Term 3/15/2017 - 3/15/2018


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 5 - Middle Markets Commercial PAC PVP - Privacy Protection


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 6 of 10







Policy Number G25562756 Policy Term 3/15/2018 - 3/15/2019


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 5 - Middle Markets Commercial PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 7 of 10







Policy Number G25562756 Policy Term 3/15/2018 - 3/15/2019


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 5 - Middle Markets Commercial PAC PVP - Privacy Protection


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 8 of 10







Policy Number G25562756 Policy Term 3/15/2019 - 3/15/2020


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 5 - Middle Markets Commercial PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 9 of 10







Policy Number G25562756 Policy Term 3/15/2019 - 3/15/2020


Insured Name MAINE PUBLIC EMPLOYEES RETIREMENT SYSTEM


Division 5 - Middle Markets Commercial PAC PVP - Privacy Protection


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036002 - MdMkt Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Grand Total $0 $0 * *


Version: BAR - Report Generated: 2/17/2021 12:34:11 PMValuation Date: 2/11/2021


Agent Loss Run Report Page 10 of 10







Maine Public Employees Retirement System
139 Capitol Street
Augusta, Maine 04332


Loss Run: 01/05/2023


Insured Policy Number Policy Period Loss Date Claim Status (open/closed) Loss Details


Maine Public
Employees
Retirement System


720000051-0000 03/15/2021 –
03/15/2022


N/A (No Losses
Reported)


N/A (No Losses Reported) N/A (No Losses Reported)


Maine Public
Employees
Retirement System


720000051-0001 03/15/2022 –
03/15/2023


N/A (No Losses
Reported)


N/A (No Losses Reported) N/A (No Losses Reported)


Resilience Cyber Insurance, 275 Madison Avenue, Suite 1105, New York, New York 10016







Policy Number G2555629A Policy Term 7/1/2015 - 7/1/2016


Insured Name STATE OF MAINE OFFICE OF INFORMATION TECHNOLOGY


Division 4 - Professional Risk Group PAC PVP - Privacy Protection


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0030100 - Errors and Omissions


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 3/18/2020 5:16:09 PMValuation Date: 3/12/2020


Agent Loss Run Report Page 1 of 8







Policy Number G2555629A Policy Term 7/1/2015 - 7/1/2016


Insured Name STATE OF MAINE OFFICE OF INFORMATION TECHNOLOGY


Division 4 - Professional Risk Group PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036000 - Major Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 3/18/2020 5:16:09 PMValuation Date: 3/12/2020


Agent Loss Run Report Page 2 of 8







Policy Number G2555629A Policy Term 7/1/2016 - 7/1/2017


Insured Name STATE OF MAINE OFFICE OF INFORMATION TECHNOLOGY


Division 4 - Professional Risk Group PAC PVP - Privacy Protection


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0030100 - Errors and Omissions


BCO Y16 Adjuster JOHN LOYAL


Claim 053757 Supervisor SARA TROKAN


Plant / Div Location Cd


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


A JY16J0537570 450 9/27/16 9/27/16 9/27/16 10/24/17 ME BITHER - NEGLIGENCE
STATE OF 
MAINE OFFICE 
O


C $2,389 $0 * *


BCO Y17 Adjuster JOHN LOYAL


Claim 208467 Supervisor SARA TROKAN


Plant / Div Location Cd


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


A KY17K2084676 450 4/18/17 4/18/17 4/18/17 10/24/17 ME


MCGRAW - BANK 
STATEMENTS 
INCLUDING BANK 
ACCOUNT 
INFORMATION, 
ADDRESSES, PLACE OF 
EMPLOYMENT, AMOUNT


STATE OF 
MAINE OFFICE 
OF 
INFORMATION 
TECHNOLOGY


C $0 $0 * *


Subtotal $2,389 $0 * *


Version: BAR - Report Generated: 3/18/2020 5:16:09 PMValuation Date: 3/12/2020


Agent Loss Run Report Page 3 of 8







Policy Number G2555629A Policy Term 7/1/2016 - 7/1/2017


Insured Name STATE OF MAINE OFFICE OF INFORMATION TECHNOLOGY


Division 4 - Professional Risk Group PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036000 - Major Cyber


BCO Y17 Adjuster JOHN LOYAL


Claim 206458 Supervisor SARA TROKAN


Plant / Div Location Cd


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


A KY17K206458X 450 3/22/17 3/22/17 3/24/17 8/2/17 ME


DATA BREACH - TO THE 
BEST OF OUR 
KNOWLEDGE THIS 
INCIDENT INVOLVES 
PERSONALLY 
IDENTIFIABLE 
INFORMATIO


STATE OF 
MAINE OFFICE 
OF 
INFORMATION 
TECHNOLOGY


C $2,707 $0 * *


Subtotal $2,707 $0 * *


Version: BAR - Report Generated: 3/18/2020 5:16:09 PMValuation Date: 3/12/2020


Agent Loss Run Report Page 4 of 8







Policy Number G2555629A Policy Term 7/1/2017 - 7/1/2018


Insured Name STATE OF MAINE OFFICE OF INFORMATION TECHNOLOGY


Division 4 - Professional Risk Group PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036000 - Major Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 3/18/2020 5:16:09 PMValuation Date: 3/12/2020


Agent Loss Run Report Page 5 of 8







Policy Number G2555629A Policy Term 7/1/2018 - 7/1/2019


Insured Name STATE OF MAINE OFFICE OF INFORMATION TECHNOLOGY


Division 4 - Professional Risk Group PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036000 - Major Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 3/18/2020 5:16:09 PMValuation Date: 3/12/2020


Agent Loss Run Report Page 6 of 8







Policy Number G2555629A Policy Term 7/1/2019 - 3/15/2020


Insured Name STATE OF MAINE OFFICE OF INFORMATION TECHNOLOGY


Division 4 - Professional Risk Group PAC CYP - ACE Digital DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036000 - Major Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Version: BAR - Report Generated: 3/18/2020 5:16:09 PMValuation Date: 3/12/2020


Agent Loss Run Report Page 7 of 8







Policy Number G2555629A Policy Term 7/1/2019 - 3/15/2020


Insured Name STATE OF MAINE OFFICE OF INFORMATION TECHNOLOGY


Division 4 - Professional Risk Group PAC PVP - Privacy Protection


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEASTINC MCC 0036000 - Major Cyber


BCO Adjuster ***


Claim Supervisor ***


Plant / Div Location Cd ***


Sub
Ltr Occurrence ID Proc


AIM
Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Sts Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross 


Incurred Loss


$0 $0 * *


Subtotal $0 $0 * *


Grand Total $5,096 $0 * *


Version: BAR - Report Generated: 3/18/2020 5:16:09 PMValuation Date: 3/12/2020


Agent Loss Run Report Page 8 of 8







Claim Number / Claimant
Location / Loss Date / Report Date / Status
Carrier / Cause / Coverage
Loss Description


Med/BI/Comp
Paid


Incurred
Expense


Paid
Incurred


Ind/PD/Coll
Paid


Incurred
Legal
Paid


Incurred
Other
Paid


Incurred
Recovery


Paid
Incurred


Not In Use
Paid


Incurred
Net Incurred


Paid
Incurred


Grand Totals - 0 Claim(s)
0.00
0.00


0.00
0.00


0.00
0.00


0.00
0.00


0.00
0.00


0.00
0.00


0.00
0.00


0.00
0.00


STATE OF MAINE
Valued as of 01/05/2023 Net Incurred Total


01/05/2023 Page 1 of 1





		CBIT - Loss Runs - Cyber - 3.15.15 to 3.15.19

		CBIT - Loss Runs - Cyber  3.15.19 to 3.15.20 3.15.20 to 4.15.21

		CBIT - Loss Runs - Cyber  3.15.22 to 3.15.23

		FAME - Loss Runs-  Cyber - 3.15.19 to 3.15.20

		FAME - Loss Runs-  Cyber - 12.27.16 to 3.15.19

		FAME - Loss Runs-  Cyber -3.15.22 to 3.15.23

		MCA - Coalition - 6.17.22 to 6.17.23

		MMA - Loss Runs - Cyber 3.15.18 to 3.15.19

		MMA- Loss Runs-  Cyber - 3.15.19 to 3.15.23

		MPERS - Loss Runs- Cyber 3.15.15 to 3.15.20

		MPERS - Loss Runs- Cyber 3.15.21 to 3.15.23

		SOM OIT - Loss Runs - Cyber 7.1.15 to 3.15.20

		SOM OIT - Loss Runs- Cyber 3.15.20 to 3.15.23
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COWBELL CYBER RISK INSURANCE DECLARATIONS – PRIME 250 


Policy Number: 


Renewal of:  


Item 1.  Named Insured:


Mailing Address:


 Email Address: 


Item 2.  Policy Period:  Inception Date: ___________ Expiration Date: ___________ 
(All dates at 12:01 a.m. Standard Time at the address as stated in Item 1). 


Item 3.  Aggregate Limit of Liability:  $_________________ each Policy Period for all payments 


 under all Coverages combined. 


Item 4.  Retroactive Date: _________________ 


OBD-CB-SY5QGTSGD


N/A


Casco Bay Island Transit District


56 Commercial St


Portland, ME, 04101-4704


jonathang@cascobaylines.com


03/15/2022 03/15/2023


1,000,000.00


See individual coverages below
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Section 


I.B.


Coverage Included 


(yes/no) 


Each Claim Limit 


of Liability Waiting Period 


Retroactive 


Date 


(1) Business Interruption 
Loss 


The greater of: 
________ or ____ 
hours 


 N/A 


(2) Contingent Business 
Interruption Loss 


The greater of: 
________ or ____ 
hours 


 N/A 


(3) System Failure 
Business Interruption 
Loss 


The greater of: 
________ or ____ 
hours 


 N/A 


(4) System Failure 
Contingent Business 
Interruption Loss 


The greater of: 
________ or ____ 
hours 


 N/A 


(5) Cyber Crime Loss  N/A 


(6) Bricking Costs  N/A 


(7) Criminal Reward Costs N/A  N/A 


Section 


I.A.


Coverage Included 


(yes/no) 


Each Claim 


Limit of Liability 


Deductible / 


Waiting Period 


Retroactive 


Date 


(1) Cowbell Breach Fund  N/A 


(2) Data Restoration  N/A 


(3) Extortion Costs  N/A 


(4) Business 
Impersonation Costs 


 N/A 


(5) Reputational 
Harm Expense 


___ hours 


Item 5.  Limits:  


yes $1,000,000.00 $25,000.00


yes $1,000,000.00 $25,000.00


$1,000,000.00yes $25,000.00


yes $1,000,000.00
$25,000.00 24


yes $1,000,000.00
$25,000.00 24


yes $1,000,000.00
$25,000.00 24


yes $1,000,000.00
$25,000.00 24


yes $250,000.00 $25,000.00


yes $1,000,000.00 $25,000.00


yes $500,000.00 24 03/15/2022


yes $100,000.00


yes $1,000,000.00 $25,000.00
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TRIA:         


Underwriting Fee: 


Surplus Lines Tax: 


Surplus Stamping Fee: 


Total:   


$_________________ 


$_________________ 


$_________________ 


$_________________ 


$_________________ 


Obsidian Specialty Insurance Company NAIC # 16871


Item 8.  Premium: $ _________________ 


Section 


I.C


Coverage Included 


(yes/no) 


Each Claim 


Limit of Liability 


Deductible Retroactive 


Date 


(1) Liability Costs 


(2) PCI Costs 


(3) Regulatory Costs 


Item 6.  Territorial Scope:  Worldwide 


Item 7.  Extended Reporting Period:  


 12 Months at an additional 75% of premium 


 24 Months at an additional 125% of premium 


 36 Months at an additional 150% of premium 


  does not include commission; % of premium will not be paid to broker 


 does include commission; % of premium will be paid to broker 


£


£


yes $1,000,000.00 $25,000.00 Full Prior Acts


yes $1,000,000.00 $25,000.00 Full Prior Acts


yes $1,000,000.00 $25,000.00 Full Prior Acts


0.00


0.00


2,985.00 (includes TRIA)


29.55


200.00


3,185.00
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Item 9.  Endorsements attached: 


TITLE FORM#


Cowbell Cyber Risk Insurance Policy Declarations - Prime 250 PRIME 250SL 002 07 20


Notice to Policyholders - OFAC PN006SL 09 20


Customer Notice of Privacy Policy & Producer Compensation
Practices Disclosure


PN007SL OB 09 20


Cowbell Cyber Risk Insurance Policy - Prime 250 PRIME 250SL 001 10 20


Service of Process PRIME 250SL 075 12 20


California Consumer Privacy Act PRIME 250SL 004 09 20


General Data Protection Regulation PRIME 250SL 005 09 20


Utility Fraud Attack PRIME 250SL 006 09 20


Media Liability PRIME 250SL 007 09 20


BIPA Exclusion Endorsement PRIME 250SL 048 09 21


Disclosure Pursuant to Terrorism Risk Insurance Act PRIME 250SL 028 10 20


Cap on Losses From Certified Acts of Terrorism PRIME 250SL 029 10 20


Trade or Economic Sanctions Exclusion Endorsement PRIME 250SL 032 09 20


CB-Compliance CB-COMPLIANCE (12/20)


Maine Surplus Lines Notice CB-ME-NOTICE (12/20)
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Item 10. Notice:  


All notice to Insurer pursuant to Policy Section IV.C., including notice of a potential or actual 
Claim or Cyber Event, shall be: 


Emailed to: 
claims@cowbellcyber.ai 


Or 
Reported at: 
1-833-633-8666


Or 
Logged in using below URL: 
https://console.cowbellcyber.ai 


These Declarations along with the completed and signed Application and Policy form with any written 
endorsements attached hereto shall constitute the entire contract between the Insureds and Insurer. 


THIS IS A CLAIMS MADE POLICY.  PLEASE READ IT CAREFULLY. 
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SIGNATURE PAGE 


In Witness Whereof, we have caused this policy to be executed and attested, and, if required by state 
law, this policy shall not be valid unless countersigned by our authorized representative. 


Obsidian Specialty Insurance Company NAIC # 16871


___________________________ 
(Emily Canelo) 


Chief Legal Counsel 


___________________________ 
(William Jewett) 


CEO
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NOTICE TO POLICYHOLDERS 
U.S. TREASURY DEPARTMENT’S OFFICE OF FOREIGN ASSETS 


CONTROL (OFAC) 


No coverage is provided by this Notice, nor can it be construed to replace any provisions of your policy 
(including its endorsements). If there is any conflict between this Notice and your policy (including its 
endorsements), the provisions of your policy (including its endorsements) shall prevail. 


This Notice provides information concerning possible impact on your insurance coverage due to 
directives issued by OFAC and possibly by the U.S. Department of State. Please read this Notice 
carefully. 


The Office of Foreign Assets Control (OFAC) administers and enforces economic and trade sanctions 
policy based on Presidential declarations of “national emergency”. OFAC has identified and listed 
numerous: 


• Foreign agents;


• Front organizations;


• Terrorists;


• Terrorist organizations; and


• Narcotics traffickers;
as “Specially Designated Nationals and Blocked Persons”. This list can be located on the United States 
Treasury’s website – http://www.treas.gov/ofac.  


In accordance with OFAC regulations, or any applicable regulation promulgated by the U.S. Department 
of State, if it is determined that you and any other insured, or any person or entity claiming the benefits of 
this insurance has violated U.S. sanctions law or is a Specially Designated National and Blocked Person, 
as identified by OFAC, this insurance will be considered a blocked or frozen contract and all provisions of 
this insurance are immediately subject to OFAC. When an insurance policy is considered to be such a 
blocked or frozen contract, no payments nor premium refunds may be made without authorization from 
OFAC. Other limitations on the premiums and payments also apply.  
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CUSTOMER NOTICE OF PRIVACY POLICY AND PRODUCER 


COMPENSATION PRACTICES DISCLOSURE 


Privacy Policy Disclosure 


Your privacy is important to us. We will keep the information you provide to us secure and handle it only 


as permitted by law. This notice tells you about our Privacy Policy and how we handle your information. 


“Personal information” is information that identifies you as an individual and is not otherwise available to 


the public. It includes personal financial information and personal health information. We collect personal 


information to service your application, account and claims and to support our business functions. 


We will continue to follow our Privacy Policy regarding personal information even when a business 


relationship no longer exists between us. 


Collection of Information 


We collect personal information so that we may offer quality products and services. We may obtain 


personal information from the following sources: 


• Directly from you, such as your name, address and social security number.


• Directly from us, such as your premium payment history.


• From third parties, such as companies that have your driving record or claims history.


• From medical professionals or medical records.


• From inspections or photos taken of your property.


• From consumer report agencies. Upon request, we will tell you how to get a copy of this report.


The agency that prepares the report for us may retain the report and disclose it to others as


permitted by law.


We, and the third parties we partner with, may track some of the web pages you visit through cookies, 


pixel tagging or other technologies. We currently do not process or comply with any web browser's “do 


not track" signals or similar mechanisms that request us to take steps to disable online tracking. You may 


be able to set your browser to reject cookies. Please review your browser or device’s “Help” file to learn 


the best way to modify your settings. Please note that rejecting cookies may disrupt certain functionality 


of the Website. 


Disclosure of Information 


We may disclose non-public, personal information you provide, as required to conduct our business and 


as permitted or required by law. We may share information with third parties such as: 


• Third parties who perform professional, insurance or business functions for us.


• Insurance institutions, agents or consumer reporting agencies in connection with any application,
policy or claim involving you or your policy.


• Claims adjusters, appraisers and others to defend or settle claims involving your policy.


• An insurance regulatory authority in connection with the regulation of our business, or to a law
enforcement agency, governmental authority or other authorized person or institution to protect
our legal interests, detect or prevent insurance fraud or criminal activity, or as otherwise permitted
or required by law.


• Businesses that conduct scientific or actuarial research.


• Lienholders, mortgagees, lessors or other persons having a legal or beneficial interest in your
property.
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We will not sell or share your personal financial information with anyone for purposes unrelated to our 


business functions without offering you the opportunity to “opt-out” or “opt-in” as required by law. 


We only disclose personal health information with your authorization or as otherwise allowed or required 


by law. 


Safeguards to Protect your Personal Information 


We recognize the need to prevent unauthorized access to the information we collect, including 


information held in an electronic format on our computer systems. We maintain physical, electronic and 


procedural safeguards intended to protect the confidentiality and integrity of all non-public, personal 


information. 


Internal Access to Information 


We restrict access to your non-public personal information to those employees who need to know it in 
order to provide products and services to you, and we train our employees on how to handle and protect 
that information. Our employees have access to personal information in the course of doing their jobs, 
such as: 


• underwriting policies;


• paying claims;


• developing new products; or


• advising customers of our products and services.


Consumer Reports 


In some cases, we may obtain a consumer report in connection with an application for insurance. 


Depending on the type of policy, a consumer report may include information about you or your business, 


such as: 


• character, general reputation, personal characteristics, mode of living;


• audit history, driving record (including records of any operators who will be insured under the


policy); and/or


• an appraisal of your dwelling or place of business that may include photos and comments on its


general condition.


Upon written request, we will inform you if we have ordered an investigative consumer report. You have 


the right to make a written request within a reasonable period for information concerning the nature and 


scope of the report and to be interviewed as part of its preparation. You may obtain a copy of the report 


from the reporting agency and, under certain circumstances, you may be entitled to a copy at no cost. 


Access to Information 


You have the right to request access to the personal information that we record about you, to have 


reasonable access to it and to receive a copy. To do so, contact us at: 


Obsidian Insurance Holdings, Inc. 
Privacy Office 
1330 Avenue of the Americas, Suite 23A 
New York, NY 10019 


Please include your complete name, address, and policy number(s), and indicate specifically what you 


would like to see. If you request actual copies of your file, there may be a nominal charge. We will tell you 


to whom we have disclosed the information within the two years prior to your request. If there is not a 
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record indicating that the information was provided to another party we will tell you to whom such 


information is normally disclosed. 


There is information that that we cannot share with you. This may include information collected in order to 


evaluate a claim under an insurance policy or when the possibility of a lawsuit exists. It may also include 


medical information that we would have to forward to a licensed medical doctor of your choosing so that it 


may be property explained. 


Correction of Information 


If after reviewing your file you believe information is incorrect, please write to the consumer reporting 


agency or to us, whichever is applicable, explaining your position. The information in question will be 


investigated. If appropriate, corrections will be made to your file and the parties to whom the incorrect 


information was disclosed, if any, will be notified. However, if the investigation substantiates the 


information in the file, you will be notified of the reasons why the file will not be changed. If you are not 


satisfied with the evaluation, you have the right to place a statement in the file explaining why you believe 


the information is incorrect. We also will send a copy of your statement to the parties, if any, to whom we 


previously disclosed the information and include it in any future disclosures. 


Changes to this Policy 


We will periodically review and revise our Privacy Policy and procedures to ensure that we remain 


compliant with all state and federal requirements. If any provision of our Privacy Policy is found to be 


noncompliant, then that provision will be modified to reflect the appropriate state or federal requirement. If 


any modifications are made, all remaining provisions of this Privacy Policy will remain in effect. 


Contact 


For more detailed information about our Privacy Policy, visit our website: www.obsidianspecialty.com. 


Producer Compensation Disclosure 


Our products are sold through independent agents and brokers, often referred to as “Producers”. We 


may pay Producers a fixed commission for placing and renewing business with our company. We may 


also pay an additional commission and other forms of compensation and incentives to Producers who 


place and maintain their business with us. 
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COWBELL CYBER RISK INSURANCE POLICY – PRIME 250 


WITH RESPECT TO INSURING AGREEMENT C. THIS POLICY PROVIDES COVERAGE ON A CLAIMS 


MADE AND REPORTED BASIS AND APPLIES ONLY TO CLAIMS FIRST MADE AGAINST THE 


INSURED DURING THE POLICY PERIOD OR THE OPTIONAL EXTENSION PERIOD (IF APPLICABLE) 


AND REPORTED TO THE INSURER IN ACCORDANCE WITH THE TERMS OF THIS POLICY. 


AMOUNTS INCURRED AS FIRST PARTY EXPENSE AND FIRST PARTY LOSS UNDER THIS POLICY 


WILL REDUCE AND MAY EXHAUST THE LIMIT OF LIABILITY AND ARE SUBJECT TO 


DEDUCTIBLES. 


PLEASE READ THE ENTIRE POLICY CAREFULLY. 


In consideration of the payment of premium and in reliance upon all statements made and information 
furnished to the Insurer, including the statements made in the Application, and subject to all terms, 
conditions and limitations in this Policy, the Insured and Insurer agree as follows: 


Only the Insuring Agreements with Limits shown in the Cowbell Cyber Risk Insurance Declarations apply. 


A. FIRST PARTY EXPENSE COVERAGE


The Insurer will pay on behalf of the Insured, all First Party Expense directly resulting from a Cyber 
Event which is first discovered by the Insured during the Policy Period or Extended Reporting Period (if 
applicable). 


First Party Expense means the following necessary and reasonable costs incurred by the Insured 
(whether voluntary or otherwise) with the Insurer’s consent and which consent will not be unreasonably 
withheld: 


(1) Cowbell Breach Fund which includes:
(a) Forensics;
(b) Notification;
(c) Identity Monitoring Services;
(d) Incident Response;
(e) Crisis Management;
(f) Incident Consultation;
(g) Overtime Salaries; and
(h) Healthcare Records Remediation Service.


(2) Data Restoration;


(3) Extortion Costs;
(4) Business Impersonation Costs; and


(5) Reputational Harm Expense.


B. FIRST PARTY LOSS COVERAGE


The Insurer will reimburse the Insured, all First Party Loss directly resulting from a Cyber Event which 
is first discovered by the Insured during the Policy Period or Extended Reporting Period (if applicable). 


First Party Loss means the following: 
(1) Business Interruption Loss;


(2) Contingent Business Interruption Loss;
(3) System Failure Business Interruption;
(4) System Failure Contingent Business Interruption;


SECTION I. INSURING AGREEMENTS 
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(5) Cyber Crime Loss;
(6) Bricking Costs; and
(7) Criminal Reward Costs.


First Party Loss does not include Liability Expense. 


C. LIABILITY EXPENSE COVERAGE


The Insurer will pay on behalf of the Insured, all Liability Expense for a Claim first made and reported to 
the Insurer during the Policy Period or Extended Reporting Period (if applicable) directly resulting from a 
Cyber Event which is first discovered by the Insured during the Policy Period. 


Liability Expense means: 


(1) Liability Costs
(a) Defense Expenses;
(b) Monetary damages the Insured becomes legally obligated to pay including pre- 


judgment interest, post judgment interests, judgments or settlements;
(c) Punitive, exemplary, or multiplied damages but only to the extent such damages


are insurable under the applicable law most favorable to the insurability of such
damages;


(2) PCI Costs; and


(3) Regulatory Costs.


Liability Expense does not include: (1) First Party Expense; (2) First Party Loss; (3) taxes, the return or 
repayment of fees, deposits, commissions, royalties, future profits or charges for goods or services; (4) the 
costs incurred in the recall, re-performance or correction of services, content, goods or activities; costs to 
comply with injunctive or other non-monetary relief, including specific performance or any agreement to 
provide such relief; (5) liquidated damages pursuant to a contract, to the extent such amount exceeds the 
amount for which the Insured Organization would have been liable in the absence of such contract; or (6) 
matters which are uninsurable pursuant to the applicable law to which this Policy is construed. 


A. Application means the application accepted for the issuance of this Policy by the Insurer,
including any and all materials and information submitted to the Insurer in connection with such
application.


B. Bricking Costs means the reasonable and necessary costs, subject to the Insurer’s prior
consent, to replace, remediate or improve the Insured’s Computer System. Such costs must be
incurred as a direct result of a Network Security Incident and must be in excess of expense the
Insured would have incurred had there been no Network Security Incident.


C. Business Impersonation means the fraudulent communications (including but not limited to
communications transmitted by website, email or phone call) from a third party designed to
impersonate the Insured Organization or an individual Insured, with the goal of deceiving any
individual, or any vendor or supplier of the Insured Organization, into sharing credentials or
Protected Information with such third party.


D. Business Impersonation Costs means the costs to inform potentially impacted individuals,


vendors or suppliers of a Business Impersonation.


E. Business Interruption Loss means Income Loss and Extra Expense incurred by the Insured
Organization during the Period of Recovery which exceeds the Waiting Period, due to an
Interruption of Service as a result of a Network Security Incident.


SECTION II. DEFINITIONS 
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F. Claim means any: (1) written demand for Money or non-monetary relief, written demand for
arbitration or written request to toll or waive a statute of limitations received by the Insured; (2)
civil proceeding in a court of law or equity, including any appeal therefrom, which is commenced
by the filing of a complaint, motion for judgment or similar pleading, against the Insured; (3)
administrative or regulatory investigation, inquiry, suit, proceeding, prosecution or governmental
actions against the Insured solely with respect to a Privacy Incident; (4) an arbitration or other
alternative dispute resolution proceeding against the Insured for monetary damages or non- 
monetary or injunctive relief, commenced by the Insured’s receipt of a request or demand for
such proceeding, including any appeal thereof; or (5) written notice received by the Insured for
PCI Costs from a third party, with whom the Insured Organization has entered into a Payment
Card Services Agreement, as a result of actual or alleged non-compliance with the PCI DSS.


G. Client means any person or entity with whom Insured has entered into a written contract to
provide services or deliverables.


H. Computer System means:
(1) Computer hardware;
(2) Software;
(3) Firmware and associated input and output devices;
(4) Mobile and wireless devices;
(5) Data storage devices;
(6) Networking equipment;
(7) Storage area network;
(8) Backup facilities; and


Computer System also means any of the foregoing that are: 
(a) part of an Industrial Control System (ICS), which are controls, systems and


instrumentation used to operate or automate industrial processes; or
(b) operated by and either owned by or leased to the Insured Organization; or
(c) systems operated by a third-party service provider and used for the purpose of


providing hosted computer application services, including cloud services, to the
Insured Organization or for processing, maintaining, hosting or storing the Insured
Organization’s Electronic Data, pursuant to written contract with the Insured
Organization for such services.


I. Contingent Business Interruption Loss means Income Loss and Extra Expense incurred by
the Insured Organization resulting from an Interruption of Service of a Service Provider’s
Computer System, but only if such Interruption of Service would have been covered under this
Policy if such Service Provider had been Insured, applying the same terms and conditions
herein.


J. Criminal Reward Costs means any amount offered by the Insured for information that leads to
the arrest and conviction of any individual(s) committing or trying to commit any illegal act related
to any coverage under this Policy. Criminal Reward Costs does not include, and this Policy will
not cover, any amount offered and paid for information provided by the Insured, the Insured’s
auditors, whether internal or external, any individual hired or retained to investigate the
aforementioned illegal acts, or any other individuals with responsibilities for the supervision or
management of the aforementioned individuals.


K. Crisis Management means public relations or crisis communication services for the purpose of
protecting or restoring the reputation of, or mitigating financial harm to, an Insured.


L. Cyber Crime Incident means:
(1) Telecommunications Hack;
(2) Social Engineering Attack;
(3) Reverse Social Engineering Attack; or
(4) Transfer of Funds Loss
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M. Cyber Crime Loss means:


(1) charges incurred by the Insured from its telecommunications provider, directly
resulting from a Telecommunications Hack; and


(2) loss of Money or Digital Currency directly resulting from any of the following:
(a) Social Engineering Attack;
(b) Reverse Social Engineering Attack; or
(c) Transfer of Funds Loss.


Cyber Crime Loss does not include any amounts reimbursed or reversed by a financial 
institution. 


N. Cyber Event means:
(a) Privacy Incident;
(b) Network Security Incident; or
(c) Cyber Crime Incident.


With respect to I.C.I. Liability Costs, Cyber Event also means Media Incident. 


O. Cyberterrorism means the use of information technology to execute attacks or threats by any
person or group, whether acting alone, or on behalf of, or in connection with, any individual,
organization, or government, with the intention to:


(1) cause harm;


(2) intimidate any person or entity; or
(3) cause destruction or harm to critical infrastructure or data, in furtherance of financial,


social, ideological, religious, or political objectives;


which results in a threat or harm to Your Network Security. 


P. Data Restoration means replacement, restoration, recreation or recovery of data residing on an
Insured’s Computer System which is compromised as a direct result of a Network Security
Incident. If such data is unable to be replaced, restored, recreated or recovered, then Data
Restoration is limited to the costs to make this determination.


Q. Defense Expenses means reasonable and necessary costs, charges, fees (including but not
limited to attorneys' fees, legal fees, and experts' fees) and expenses (except for wages, salaries,
fees, bonuses or stock options, or any other form of compensation of the Insured or the directors,
officers or employees of the Insured) incurred by or on behalf of the Insured in defending or
investigating Claims under this Policy, as well as the premium for any appeal, attachment or
similar bonds, provided that the Insurer shall have no obligation to apply for or furnish such bonds.
Defense Expenses do not include First Party Loss or First Party Expense.


R. Denial of Service Attack means a malicious attack that is designed to slow or completely
interrupt access to a Computer System or website.


S. Digital Currency means a type of digital currency that:


(1) requires cryptographic techniques to regulate the generation of units of currency and
verify the transfer thereof;


(2) is both stored and transferred electronically; and
(3) operates independently of a central bank or other central authority.


T. Electronic Data means information that exists in electronic form, including electronic Personally
Identifiable Information and electronic Protected Information. Electronic Data does not
include Software or Digital Currency.
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U. Extortion Costs means:


(1) expenses to investigate the cause of an Extortion Threat and to
discover if any Privacy Incident has occurred; and 


(2) payment amounts, including the actual costs to execute such payment
amount (whether in Digital Currency or traditional currency) in response to an Extortion 
Threat. 


V. Extortion Threat means a credible threat or series of threats to cause a Privacy Incident or
Network Security Incident.


W. Extra Expense means the actual costs incurred by the Insured in excess of its normal operating
expenses to reduce or avoid Income Loss provided they are in excess of expenses the Insured
would have incurred had there been no System Failure or Network Security Incident.


Extra Expense does not include: (1) Data Restoration; (2) the costs to replace, remediate or
improve the Computer System other than the coverage provided in First Party Loss and First
Party Expense; (3) Bricking Costs; (4) costs to identify or remove software program errors, or
to establish, implement or improve network or data security practices, policies or procedures; (5)
costs or expenses that exceed the amount of Income Loss that is thereby reduced or avoided;
and (6) consequential or liquidated damages, fines, interest, or penalties of any nature, however
denominated, arising by contract.


Extra Expense does not mean and will not include costs for better computer systems or services
than the Insured had before a System Failure or Network Security Incident, including upgrades,
enhancements and improvements.


However, this will not apply if the cost for a more current or secure version of a Computer System
is:


1. no more than 25% greater than the cost that would have been incurred to repair or replace
the Computer System the Insured had before a Network Security Incident; or


2. substantially equivalent to (or less than) the cost to repair or replace the Computer System
the Insured had before a System Failure took place.


Under no circumstances will the Insurer pay costs of acquiring or installing Computer Systems 
which did not form a part of the Insured’s Computer Systems immediately prior to the 
Network Security Incident. 


X. First Party Expense. See Policy Section I, A.


Y. First Party Loss. See Policy Section I, B.


Z. Forensics means the reasonable investigation and analysis charged by third-party service
providers of the Computer System to determine the cause, extent, and scope of a Privacy
Incident or Network Security Incident. Forensics does not include Incident Response.


AA. GDPR means the General Data Protection Regulation (Regulation (EU) 2016/679) and any 


amendment thereto. The GDPR shall also include any state, provincial, territorial, local, or federal 
regulations enacted in furtherance of or pursuant to implementation of the General Data 
Protection Regulation (Regulation (EU) 2016/679) and any amendment thereto. 


BB. GDPR Proceeding means a formal investigation of or an administrative adjudication proceeding 


against an Insured concerning the GDPR by an administrative or regulatory agency, including an 
appeal thereof, commenced by the Insured’s receipt of a subpoena, investigative demand, 
complaint, or similar document. 


CC. Healthcare Records Remediation Service means the following services:


(1) Conducting credit and non-credit investigations to identify fraudulent use of protected


health information;
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(2) Establishing a hotline for the Insured’s potentially affected individuals in compliance


with the Health Information Technology for Economic and Clinical Health Act (HITECH)


(U.S.) requirements or the requirements of any similar Canadian federal, provincial or


territorial law, act, statute or regulation; and


(3) Conducting healthcare identity restoration services for Insured’s potentially affected


individuals.


DD. Identity Monitoring Services means credit monitoring, identity monitoring or identity restoration


services and identification theft insurance (provided we shall have no obligation to furnish such
insurance), for a period of up to two years (or more if required by law) for individuals whose 
Protected Information was or may have been impacted as a direct result of a Privacy Incident. 


EE. Incident Consultation means necessary and reasonable costs charged by a law firm, forensics 


and/or public relations firm designated by the Insurer to provide immediate consultative services 
following the Insured’s discovery of an actual or suspected Privacy Incident or Network 
Security Incident. Incident Consultation does not include Incident Response. 


FF. Incident Response means the costs and expenses charged by the law firm, forensics and/or 


public relations firm, designated by the Insurer to coordinate the investigation and response 
efforts following a Privacy Incident or Network Security Incident, and including those costs 
and expenses required to comply with Privacy and Security Regulations concerning such 
Privacy Incident or Network Security Incident. 


GG. Income Loss means the Insured Organization’s measurable net profit before income taxes that 


the Insured Organization would have earned had no intervening event taken place, or the net 
loss before income taxes the Insured Organization is unable to avoid, during the Period of 
Recovery. 


HH. Insured means the Insured Organization as well as any past, present or future: director, officer, 


board member, trustee, owner, partner, principal, manager, and employee (including full time, 
part time, temporary, leased, seasonal, independent contractor and volunteer) but only for acts 
performed within the scope of their duties on behalf of the Insured Organization. 


II. Insured Organization means Named Insured and any Subsidiary.


JJ. Insurer means the entity issuing this Policy listed on the Declarations. 


KK. Interrelated Incident means any Privacy Incidents, Network Security Incidents, Cyber Crime 


Incidents or Media Incidents that have as a common nexus any: (1) fact, circumstance, 
situation, event, transaction or cause; or (2) series of causally connected facts, circumstances, 
situations, events, transactions or causes. 


LL. Interruption of Service means the actual and measurable interruption or degradation in


performance of the Insured’s Computer System. Interruption of Services also means a
voluntary shutdown of the Insured’s Computer System when such action is taken to minimize, 
avoid or reduce Unauthorized Access or Unauthorized Use. 


MM. Liability Expense. See Policy Section I, C.


NN. Money means currency, coins or bank notes in current use and having face value; and traveler’s 
checks, registered checks, or money orders held for sale to the public. 


OO. Media Incident means any actual or alleged: 


(1) Defamation, slander, libel, or product disparagement alleged by a person or organization







PRIME 250SL 001 10 20 Page 7 of 21 


that claims to have been defamed, slandered or libeled, or by a person or organization 
that claims that his, her or its products have been disparaged; 


(2) Appropriation of name or likeness or publicity that places a person in a false light; or public
disclosure of private facts;


(3) Infringement of title, slogan, trademark, trade name, trade dress, service mark or service
name;


(4) Copyright infringement, plagiarism, or misappropriation of information or ideas; or


(5) Improper deep linking or framing;


directly resulting from publication of content on the Insured Organization’s website, in its printed 
material, or posted by or on behalf of the Insured on any social media site. 


Media Incident shall not include false advertising or labeling on the Insured’s products or services. 


PP. Named Insured means the legal entity stated in Item 1. of the Declarations. 


QQ. Negative Publicity Event means a communication via any medium, including but not limited to 


television, print, radio, electronic, or digital form regarding previously non-public information 
specifically arising from an actual or alleged Privacy Incident, Network Security Incident, 
Media Incident, or Cyber Crime Incident that threatens to, or actually does, negatively and 
material harm the Insured’s reputation. 


RR. Negative Publicity Event Waiting Period means the corresponding amount of hours, as  shown 


in Section 1.A. Item 5. of the Declarations applicable to the Reputational Harm Expense, 
beginning with the time that a Negative Publicity Event is first discovered. 


SS. Network Security Incident means the Insured’s actual or alleged failure to prevent: (1) 


Unauthorized Access to or Unauthorized Use of the Computer System or Third-Party 
Network; (2) a Denial of Service Attack upon or directed at the Computer System or Third- 
Party Network; or (3) malicious code or computer virus created or transmitted by or introduced 
into the Computer System or Third-Party Network that does or could destroy, alter, 
manipulate, or degrade the integrity or performance of a Computer System. 


TT. Notification means sending notice and providing call center services for individuals whose 
Protected Information was or may have been impacted as a direct result of a Privacy Incident. 


UU. Overtime Salaries means the reasonable overtime salaries paid to employees of the Insured 
assigned to handle inquiries from the parties affected by a Cyber Event. 


VV. Payment Card Services Agreement means a written agreement between the Insured


Organization and a financial institution, a payment card company or payment card processor
which enables the Insured Organization to accept credit, debit, prepaid or other payment cards 
as payment for goods or services provided by the Insured Organization. 


WW. PCI Costs means amounts the Insured Organization is legally obligated to pay under a 


Payment Card Services Agreement including: (1) monetary assessments; (2) fines; (3) 
penalties; (4) chargebacks; (5) reimbursements; (6) fraud recoveries; (7) forensic investigation, 
including any PCI forensic investigator; and (8) costs or expenses incurred in connection with a 
PCI DSS compliance audit. PCI Costs will not include any amount levied against the Insured for 
non-compliance with PCI DSS that continues after the Insured has notice of such non-
compliance or costs or expenses incurred to update or improve privacy or network security 
controls, policies, or procedures to a level beyond that which existed prior to the event giving 
rise to PCI Costs or to be compliant with applicable Payment Card Industry Data Security 
Standards. 







XX. PCI DSS means the Payment Card Industry Data Security Standards now in effect or as
amended.


YY. Period of Indemnity means the period of time beginning at the conclusion of the Negative 
Publicity Event Waiting Period and ending at the earlier: 


(1) the date that the Insured discontinues to suffer a loss of net income; or
(2) six months after the conclusion of the Negative Publicity Event Waiting Period


and not limited by the expiration of the Policy Period


ZZ. Period of Recovery is the continuous period of time that begins at the time of Interruption of 


Service of the Computer System and ends when the Computer System is reasonably 
restored or repaired, or in the exercise of due diligence and dispatch could have been restored, 
to the same functionality and level of service that existed prior to the interruption degradation, or 
suspension. In no event will the Period of Recovery exceed one hundred eighty 
(180) days.


AAA. Personally Identifiable Information means: 


(1) any information from which an individual may be uniquely and reliably identified or
contacted, including but not limited to an individual’s name, telephone number, email
address, social insurance number, social security number, medical or healthcare data or
other protected health information, biometric record, driver license number, state,
provincial, or territorial identification number, account number, credit card number, debit
card number, or access code or password that would permit access to that individual’s
financial account;


(2) any other non-public personal information as defined in Privacy and Security
Regulations.


BBB. Privacy Incident means: 


(1) any actual or alleged failure by:
(a) the Insured;
(b) a third party for whom the Insured is legally responsible; or
(c) a Service Provider under written contract with the Insured to process, store or


maintain Protected Information on behalf of the Insured
to prevent Unauthorized Access, Unauthorized Use, acquisition, manipulation, loss, theft or 
misappropriation of Protected Information. Privacy Incident also means the violation of the 
Insured Organization’s privacy policy unintentionally committed by the Insured; 


(2) a violation of any Privacy and Security Regulations; and
(3) the unauthorized or wrongful collection, retention or use of Personally Identifiable


Information by the Insured.


CCC. Privacy and Security Regulations means any local, state, federal, and foreign identity theft and


privacy protection laws, legislation, statutes, or regulations that requests (1) notice to persons
whose Personally Identifiable Information was, or reasonably considered likely to have been, 
accessed or acquired by an unauthorized person; or (2) notice to regulatory agencies of such 
incident. 


Privacy and Security Regulation does not include the GDPR. 


DDD. Professional Services means those acts or services requiring specialized knowledge, skill, or


professional judgment that the Insured renders to others pursuant to a written agreement and
for a fee or other consideration.


EEE. Property Damage means physical damage to, loss or destruction of tangible property, including 
the loss of use of such property. 


FFF. Protected Information means the following in any format: (1) any non-public Personally 
Identifiable Information (including but not limited to personal health information), whether in 
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electronic form, paper or otherwise as defined in any Privacy and Security Regulations; and 
(2) any confidential or proprietary information of a third party provided to the Insured and
protected under a previously executed confidentiality agreement for which the Insured is legally
responsible to maintain in confidence.


GGG. Policy means this policy (including the Declarations, Application and any information provided 
therewith) and any written endorsements attached hereto. 


HHH. Policy Period means the period of time from the inception date of this Policy shown in the 
Declarations specified in Item 2. of the Declarations to the expiration date shown in the 
Declarations, or its earlier cancellation or termination date. 


III. Regulatory Costs means:
(1) amounts paid to a consumer redress fund;


(2) fines; or
(3) penalties


imposed by a federal, state or foreign governmental entity in such entity’s regulatory or official 
capacity, due to a Privacy Incident. 


JJJ. Reputational Harm Expense 


(1) means Income Loss the Insured sustains during the Period of Indemnity that directly
results from a Negative Publicity Event. For purposes of this coverage, Income Loss
means the net profit before income taxes that the Insured is prevented from earning or the
additional net loss before income taxes that the Insured incurs, due to:


(a) Termination of the Insured’s service contracts with one or more of the Insured’s


Clients;
(b) Reduction in the value of the Insured’s business and brands; or


(c) Both (1) and (2) of this definition


arising directly from a Privacy Incident, Network Security Incident, or Cyber Crime 
Incident. 


(2) does not include any:
(a) contractual penalty;
(b) expense incurred to identify or remediate Software program errors or


vulnerabilities;


(c) Liability Expense:


(d) cost resulting from an actual interruption or suspension of an Insured’s business
directly cause by a Privacy Incident, Network Security Incident, System
Failure or Media Incident;


(e) legal cost or expense;
(f) loss arising out of liability to any third party;
(g) fee or expense for the services of a public relations firm, crisis management firm


or law firm to advise an Insured on minimizing the harm to an Insured’s brand or
reputation, or restoring public confidence in an Insured;


(h) other consequential loss or damage; or
(i) Claim, Privacy  Incident, Network  Security Incident  or  Media  Incident


covered under I.A.1. to I.A.4 of the Declarations.


KKK. Reverse Social Engineering Attack, also known as invoice manipulation, means the intentional 


use of the Computer System to mislead or deceive the Insured’s Client or Vendor, through 
misrepresentation of a material fact which is relied upon, believing it to be genuine, and which 
results in the Insured’s Client or Vendor transferring Money or Securities, or Digital 
Currency intended for the Insured to another person or entity. 


LLL. Securities means negotiable and nonnegotiable instruments or contracts representing either
Money or Property.
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MMM. Service Provider means a business the Insured does not own, operate, or control, but that


the Insured hire for a fee pursuant to a written contract to perform services related to the
conduct of the Insured’s business, including but not limited to:


(1) Maintaining, managing, or controlling Computer Systems;


(2) Hosting or facilitating the Insured’s internet website; or
(3) Providing administrative functions, human relations, marketing or other outsourced


services to the Insured.


Service Provider’s Computer System means the Computer System owned or operated by the 
Service Provider performing these functions designated in (1) through (3) above. 


NNN. Social Engineering Attack means the manipulation or deception, by an unauthorized third 


party, of a director, officer, board member, trustee, owner, partner, principal, manager, or 
employee (including full time, part time, temporary, leased, seasonal, independent contractor 
and volunteer) of the Insured Organization, who is authorized to request or make payments 
on behalf of the Insured Organization. The manipulation or deception must be accomplished 
by the transmission of fraudulent communications by the unauthorized third party, and cause 
the director, officer, board member, trustee, owner, partner, principal, manager, or employee 
(including full time, part time, temporary, leased, seasonal, independent contractor and 
volunteer) to transfer, pay or deliver the Insured Organization’s Money to an unintended third- 
party recipient. 


OOO. Software means operations and applications, codes and programs by which Electronic Data 


are electronically collected, transmitted, processed, stored, or received. Software does not 
include Electronic Data. 


PPP. Subsidiary means any entity while the Named Insured: (1) owns more than 50% of such entity’s 


outstanding voting securities, partnership or membership units; (2) has the right to elect or 
appoint a majority of such entity’s directors, officers, managers or trustees; or (3) has sole 
control over such entity’s management structure pursuant to a written contract. Subsidiary 
also means any entity that is acquired by the Insured Organization during the Policy Period 
and whose record count or annual revenues do not exceed 15% of the Insured Organization. 


QQQ. System Failure means: 


(1) an accidental, unintentional, or negligent act or an error or omission committed by the
Insured or the Service Provider in the course of:


(a) data processing, programming, maintenance, service, conversion, modifying,
handling, developing, or maintaining Electronic Data or Software; or


(b) operating, maintaining, or repair of Computer Systems, including the
collection, compilation, processing, warehousing, mining, storage, or
management of data; and


(2) the physical theft of hardware, or components thereof, controlled by the Insured on
which Electronic Data is stored, by a person other than an Insured, from premises
occupied and controlled by the Insured.


RRR. System Failure Business Interruption means the Insurer shall pay the Insured for Business 


Interruption Loss the Insured sustains and reimburse the Insured for any related Extra 
Expense the Insured incurs during the Period of Recovery which exceeds the Waiting 
Period due to a System Failure that directly results in an Interruption of Service that first 
occurs during the Policy Period. 


SSS. System Failure Contingent Business Interruption means we shall pay the Insured for 


Business Interruption Loss the Insured sustains and reimburse the Insured for any related 
Extra Expense the Insured incurs during the Period of Recovery which exceeds the Waiting 
Period due to a System Failure of a Service Provider’s Computer System that directly 
results in an Interruption of Service that first occurs during the Policy Period but only if such 
Interruption of Service would have been covered under this Policy if such Service Provider 
had been the Insured, applying the same 







PRIME 250SL 001 10 20 Page 11 of 21 


terms and conditions herein. 


TTT. Telecommunications Hack means the unauthorized infiltration and manipulation by a third party 
of the Insured’s telephone or fax system in connection with its normal business activities. 


UUU. Third-Party Network means computer hardware, Software and networking equipment owned, 


leased or operated by an entity or individual, other than an Insured, and who is operating under 
written contract with the Insured Organization to provide business process outsourcing 
services or information technology services in support of the Insured Organization’s business 
operations. 


VVV. Transfer of Funds Loss means loss of funds directly resulting from the transmission of


fraudulent instructions to a financial institution which direct that financial institution, to initiate
an electronic funds transfer from the Insured’s account, or otherwise debit the Insured’s 
account. 


WWW.Unauthorized Access means the gaining of access to a Computer System by an 
unauthorized person or persons, or by an authorized person or persons in an unauthorized 
manner. 


XXX. Unauthorized Use means the use of a Computer System by an unauthorized person or persons 
or by an authorized person or persons in an unauthorized manner.


YYY. Vendor means any person or entity with whom the Insured Organization has entered into a 


written contract to provide services to the Insured Organization and is not owned, operated, 
or controlled by the Insured Organization. 


ZZZ. Voice computer system means a Computer System which provides a capability used for the 
direction or routing of telephone calls in a voice communication network. 


AAAA. Waiting Period means the number of consecutive hours specified in Item 5. of the Declarations 


that immediately follows the Interruption of Services related to the Insured’s Computer 
System or a Third-Party Network and will apply to each Period of Recovery. 


BBBB. Your Network Security means the use of hardware, Software, firmware and written security 


policies and procedures by the Insured, or by others on the Insured’s behalf, to protect against 
Unauthorized Access to, or the Unauthorized Use of, your Computer System including the 
use of the Insured’s Computer System in a Denial of Service Attack. 


The Insurer will not make any payment for any First Party Loss, First Party Expense, or Liability 
Expense based upon, arising out of, directly or indirectly resulting from, or in the consequence of: 


A. Conduct Any actual or alleged dishonest, fraudulent, criminal, or malicious, act, error 
or omission or willful violation of any statute or regulation by or with the 
knowledge of (1) the Owner, (2) President, (3) Chief Executive Officer, (4) 
Chief Operating Officer, (5) Chief Financial Officer, (6) Chief Information 
Officer, (7) Chief Technology Officer, (8) Chief Security Officer,(9) Chief 
Privacy Officer, (10) General Counsel, (11) Partner, (12) Director of Risk 
Management or any individual in a position functionally equivalent to any of 
the aforementioned 12 positions of the Insured Organization; provided, 
however, that this exclusion will not apply to Defense Expenses until there 


SECTION III. EXCLUSIONS 
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is an admission, plea of no contest, a final non-appealable adjudication, 
binding arbitration or judgment in a proceeding establishing such conduct. 


B. War War or Civil Unrest based upon, arising out of, or attributable to: (1) war, 
including undeclared or civil war, or action by a military force, including 
action in hindering or defending against an actual or expected attack, by any 
government or sovereign, or other authority using military personnel or other 
agents; or (2) insurrection, rebellion, revolution, riot, usurped power, or 
action taken by governmental authority using military personnel in hindering 
or defending against any of these, however, this exclusion does not apply to 
Cyberterrorism. 


C. Unlawful Profit Any actual or alleged remuneration, profit or other advantage to which the 
Insured is not legally entitled. 


D. Property Damage
and Bodily Injury


Any actual or alleged (1) Property Damage or; (2) Bodily Injury, physical 
injury, sickness, pain, suffering, disease or death of any person. Bodily 
Injury means mental anguish, emotional distress, pain and suffering, 
whether or not resulting from injury to the body, sickness, disease or death 
of any natural person, however, this exclusion does not apply to mental 
anguish, emotional distress, pain and suffering, or shock resulting from a 
Privacy Incident. 


E. Theft Any actual or alleged loss, transfer or theft of monies, Securities or the 
value of tangible properties; provided however, this exclusion will not apply 
to an otherwise covered Cyber Crime Loss or Transfer of Funds Loss. 


F. Force Majeure Any actual or alleged fire, smoke, explosion, lightning, wind, water, flood, 
earthquake, volcanic eruption, tidal wave, landslide, hail, act of God, 
epidemic, nature, or any other physical event. 


G. Pollution Any actual or alleged discharge, dispersal, release or escape of toxic 
chemicals, liquids or gases, waste materials, pollutants or any other 
contaminants. 


H. Outage Any actual or alleged electrical or mechanical failure including 
telecommunications, Internet service telecommunications, Internet service, 
satellite, cable, electricity, gas, water or other utility service providers not 
under the Insured Organization’s operational control, whether or not there 
is another cause of loss which may have contributed concurrently or in any 
sequence to a loss. For the avoidance of doubt, this exclusion will not apply 
to any failure or outage in, or disruption of, power, utility services, satellites, 
or telecommunications external services under the direct operational control 
of the Insured. 


I. ERISA/SEC Any actual or alleged violations of the Employee Retirement Income Security 
Act of 1974, the Securities Act of 1933, the Securities Exchange Act of 1934, 
any amendments thereto or any rules or regulations promulgated in 
connection therewith, or any derivative suit. 


J. Intellectual
Property


Any actual or alleged violation or infringement of any intellectual property 
right or obligation, including: 


1. infringement of copyright of software, firmware, or hardware;
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2. misappropriation, misuse, infringement, or violation of any patent or
trade secret;


3. distribution or sale of, or offer to distribute to sell, any
goods, products, or services; or


4. other use of any goods, products, or services that infringes or
violates any intellectual property law or right relating to the
appearance, design, or function of any goods, products, or services;


however, this exclusion will not apply to an otherwise covered Media 
Incident provided that, this exception to exclusion J. Intellectual Property will 
not apply to any violation or infringement of any intellectual property right or 
obligation described in items 1. and 2. above. 


K. Reduced Value
of Data


Any actual or alleged reduction in economic or market value of any data. 


L. Consumer
Protection


Any actual or alleged unsolicited communications including fax, email, and 
text), false advertising, deceptive trade practices, restraint of trade, unfair 
competition or antitrust violations, including any as a violation of the Truth in 
Lending Act, Fair Debt Collection Practices Act, Telephone Consumer 
Protection Act, Fair Credit Reporting Act, Federal Trade Commission Act, 
Sherman Anti-Trust Act, the Clayton Act, or any amendments to the 
foregoing, or related state laws or anti-spam statutes or those concerning a 
person’s right to seclusion, provided, however, this exclusion does not apply 
if such unsolicited electronic dissemination of faxes, electronic mail or other 
communications to multiple actual or prospective customers by the Insured 
or any other third party was caused by a Network Security Incident. 


M. Employment
Discrimination


Any actual or alleged employment practice violation or a Claim by or on 
behalf of any Insured; provided, however, that this exclusion will not apply to 
an otherwise covered Claim arising out of a Privacy Incident. 


N. Prior Knowledge Any: (1) Claim, Privacy Incident, Network Security Incident, Cyber 
Crime Incident, Media Incident, Interrelated Incident, fact, circumstance, 
transaction or event which has been the subject of any written notice given 
under any other policy before the inception date of this Policy; (2) prior or 
pending litigation, regulatory or administrative proceeding or any Claim of 
which the Insured had knowledge or received notice prior to the inception 
date of this Policy or, if this Policy is a renewal of another policy issued by 
the Insurer, the first such insurance policy issued to the Named Insured by 
the Insurer and continuously renewed until the inception date of this Policy; 
or (3) any matter that prior to the inception date of this Policy, or if this 
Policy is a renewal of another policy issued by the Insurer, the first such 
insurance policy issued to the Named Insured by the Insurer and 
continuously renewed until the inception date of this Policy, the Insured 
knew or reasonably should have known could lead to a Claim, First Party 
Loss, First Party Expense or Liability Expense. 


O. Governmental Acts Any: (1) action by a public or governmental entity, including the seizure or
destruction of the Insured’s Computer System or (2) a government 
required closure. 
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P. Games of Chance


Q. Breach of Contract


R. Breach of Warranty


S. Insured vs. Insured


T. Product or Service
Failure


Any contest, game of chance or skill, gambling, lottery, or promotional game, 
including tickets or coupons or over-redemption related thereto. 


Any contractual liability or obligation or any breach of any contract, warranty, 
guarantee or prime, including any liability of others assumed by any 
Insured; provided, however, this exclusion shall not apply: 


1) if such liability would have attached to the Insured even in the
absence of such contract, warranty, guarantee or promise;


2) to any obligation to maintain the confidentiality or security of
Personally Identifiable Information or Protected Information,
solely if such liability arises out of a Privacy Incident or Network
Security Incident; or


3) to any obligation to comply with the Payment Card Industry Data
Security Standard under a merchant services agreement or similar
contract.


Any actual or alleged: 
1) breach of any warranty, guarantee, or prime of fitness or suitability,


whether express, implied, constructive, oral or written;
2) inaccurate, inadequate, or incomplete description of the price of your


goods, products or services; or
3) failure of any good, product or service to conform with an advertised


quality or performance,
provided, however, that this exclusion does not apply to any: 


a) Liability Expenses resulting from any Claim made against any
Insured;


b) First Party Expense you incur resulting from a Cyber Event


c) other amount claimed under any other Coverage that would exist
even in the absence of such warranty, guarantee, or promise.


Any Claim made by or on behalf of, or at the behest of, or for the benefit of, 
any Insured against any other Insured. This exclusion shall not apply to any 
Claim brought by: 


1) any Insured in his or her capacity:


a) as your customer or Client; or


b) as your employee or independent contractor for a Privacy
Incident relating to the theft, loss, unauthorized access, or
unauthorized disclosure of such employee’s or independent
contractor’s Personally Identifiable Information; or


2) any entity other than you if any Insured served as a director or officer
of such entity at the time the Cyber Event took place.


Any: 
(1) failure of the Insured’s products, including Software, to perform the
function, or serve the purpose, intended by any third party or any Insured; or
(2) the rendering of or failure to render Professional Services,


however, this exclusion shall not apply to any obligation to maintain the 
confidentiality or security of Personally Identifiable Information or 
Protected Information, solely if such liability arises out of a Cyber Event. 


A. Limit of Insurance and Deductible


SECTION IV. GENERAL TERMS AND CONDITIONS 
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(1) The aggregate limit of liability as indicated in Item 3. of the Declarations is the maximum the
Insurer is obligated to pay for all First Party Loss and First Party Expense, covered by this
Policy. The aggregate limit of liability as indicated in Item 3. of the Declarations is the maximum
the Insurer is obligated to pay for all Liability Expense covered by this Policy.


(2) The Insurer will only be liable for those amounts payable under this Policy which are in excess
of the applicable Deductible(s). Such Deductibles must be paid by the Insured and cannot be
insured.


(3) In the event more than one Deductible/Waiting Period applies to any Claim, First Party Loss,
First Party Expense, or Liability Expense the maximum total Deductible/Waiting Period
applicable to such Claim, First Party Loss, First Party Expense, or Liability Expense shall be
the largest of such applicable Deductible/Waiting Period.


(4) With respect to the Declarations Section II.B.1. to II.B.4., the applicable Retention/Waiting Period
is the greater of:


(a) the applicable dollar Retention amount; or
(b) the Waiting Period


set forth in Item 5. of the Declarations for the respective Insuring Agreement. Business 
Interruption Loss, Contingent Business Interruption Loss, and Extra Expense applicable 
to the Retention/Waiting Period shall be computed as the start of the Interruption of Service. 


(5) With respect to the Insuring Agreement I.A.5., the Insurer shall pay only Reputational Harm
Expense in excess of the Negative Publicity Event Waiting Period listed under Item 5.I.A.(5).


B. Defense and Settlement


The Insurer has the right and duty to defend, and the right to select counsel to defend an Insured
against any Claim, even if the allegations of the Claim are groundless, false or fraudulent. The
Insurer’s duty to defend will cease upon of the exhaustion of the Liability Expense aggregate
limit of liability as indicated in Item 5.I.C.(1). of the Declarations. The Insured agrees not to make
any payment, participate in any settlement, admit liability, assume obligation or incur any First
Party Loss, First Party Expense, or Liability Expense without the prior written consent of the
Insurer, which consent will not be unreasonably withheld. The Insured must provide the Insurer
with full assistance and cooperation and must provide all information deemed necessary to
investigate any Privacy Incident, Network Security Incident or Media Incident, settle any
Claim, or pay any First Party Loss, First Party Expense, or Liability Expense.


If the  Insured  refuses  to  consent  to  any  settlement  or  compromise  recommended  by the
Insurer and acceptable to the claimant, the Insurer’s liability for such Claim will not


exceed:


1. the amount for which such Claim could have been settled plus Defense
Expenses incurred up to the time and date the Insured refused to settle such
Claim; and


2. fifty percent (50%) of Liability Expenses incurred after such settlement was
refused by the Insured,


in excess of the amount such Claim could have settled under such settlement.  The remaining 
Liability  Expenses  shall  be  borne  by,  or  on  behalf  of,  the  Insured  at  its  own  risk. 


C. Notice
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1. Notice to Insurer


As a condition precedent to coverage under this Policy 


(a) the Insured must provide written notice to the Insurer of any Privacy Incident,
Network Security Incident or Cyber Crime Incident as soon as possible after
the Insured is made aware of such Privacy Incident, Network Security
Incident or Cyber Crime Incident but in no event more than ninety (90) days
after the Privacy Incident, Network Security Incident or Cyber Crime Incident
is discovered by the Insured. The Insured will not incur any First Party Loss
and First Party Expense without the Insurer’s consent; and


(b) the Insured must provide written notice to the Insurer of any Claim as soon as
possible after the Insured is made aware of such Claim but no later than ninety
(90) days after the end of the Policy Period or end of the Extended Reporting
Period (if applicable). The Insured will not incur any Liability Expense without
the Insurer’s consent.


2. Notice of Circumstance


If, during the Policy Period or Extended Reporting Period (if applicable) any Insured first 
becomes aware of a Privacy Incident, Network Security Incident or Media Incident which may 
reasonably give rise to a future Claim under this Policy and gives written notice to the Insurer 
of: 


a) the nature of the Privacy Incident, Network Security Incident or Media Incident;
b) the parties involved;
c) the injury or damages that has or may result therefrom; and
d) the circumstances by which the Insured first became aware thereof;


then any Claim arising out of an Interrelated incident that involves a Privacy Incident, Network 
Security Incident or Media Incident that is subsequently made against the Insured will be 
related back to and be deemed to have been made at the time any Insured gave such written 
notice of circumstances to the Insurer. 


The Insured will provide written notice to the Insurer either to the mailing or email address set 
forth in Item 10. of the Declarations. Communication or assistance in connection with any Incident 
Consultation DOES NOT constitute Notice to Insurer or Notice of Circumstance under this 
Policy. 


D. Proof of Loss


Requests for payment or reimbursement of First Party Loss and First Party Expense, incurred
by the Insured will be accompanied by a proof of such First Party Loss and First Party
Expense. Such proof of loss must include, in detail, how the costs were calculated, what
assumptions have been made and will include any applicable reports, books of accounts, bills,
invoices and other vouchers or proofs of payment made by the Insured in relation to such First
Party Loss and First Party Expense. Furthermore, the Insured will cooperate with, and provide
any additional information reasonably requested by, the Insurer in its investigation of First Party
Loss and First Party Expense, including but not limited to the exercise of the Insurer’s right to
investigate and audit the proof of loss and inspect the records of an Insured.


Business Interruption Loss or Contingent Business Interruption Loss will be determined by
taking full account and due consideration of an Insured’s proof of loss in addition to business
conditions affecting the Insured Organization’s net profit, including net profit gained during the
same period in the prior year, had the Network Security Incident not occurred. Under no
circumstances will the determination include a potential increase in net profit the Insured may
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have earned as a result of an increase in the volume of the Insured Organization’s business 
due to potential favorable business conditions. 


The Insured may examine any Insured under oath, while not in the presence of any other Insured 
and at such times as may be reasonably required, about any matter relating to this insurance or 
the Claim, including an Insured’s books and records. In the event of an examination, an 
Insured’s answers must be signed. 


E. Extended Reporting Period


1. Automatic Extended Reporting Period


If this Policy is cancelled or non-renewed for any reason other than non-payment of premium, the 
Named Insured will have an automatic Extended Reporting Period, for a period of sixty (60) days 
after the end of the Policy Period. 


2. Additional Extended Reporting Period


If this Policy is cancelled or non-renewed for any reason other than non-payment of premium, 
provided the Insured does not obtain replacement coverage as of the effective date of such 
cancellation or non-renewal, the Named Insured will have the right to purchase an Additional 
Extended Reporting Period within sixty (60) days after the end of the Policy Period. Such 
Additional Extended Reporting period will be for a period of: 


a. 12 months after the end of the Automatic Extended Reporting Period and
will be subject to an additional premium of 75% of the annualized
premium;


b. 24 months after the end of the Automatic Extended Reporting Period and
will be subject to an additional premium of 125% of the annualized
premium; or


c. 36 months after the end of the Automatic Extended Reporting Period and
will be subject to an additional premium of 150% of the annualized
premium.


The Additional Extended Reporting Period is non-cancelable and the additional premium for the 
Additional Extended Reporting Period will be fully earned at the time of purchase. 


The Additional Extended Reporting Period does not increase or reinstate any limits of insurance 
and does not provide coverage for First Party Loss, First Party Expense, or Liability Expense 
from any Privacy Incident, Network Security Incident, Cyber Crime Incident or Media 
Incident which first takes place after the end of the Policy Period. A change in terms, conditions, 
exclusions or premiums of this Policy will not be considered a non-renewal for purposes of 
triggering the Named Insured’s right to purchase an Additional Extended Reporting Period. 


F. Cancellation and Non-Renewal


1. Cancellation


a. The Named Insured may cancel this Policy by surrender of this Policy to the Insurer or
by giving prior written notice to the Insurer stating such cancellation shall take effect.


b. This Policy may not be canceled by the Insurer except for one or more of the following
reasons:


i. non payment of premium; or


ii. fraud or material misrepresentation affecting this Policy.
c. Written Notice of cancellation shall be mailed or delivered by the Insurer to the Named


Insured at least:
i. 15 days prior to the effective date of cancellation, if this Policy is cancelled for
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nonpayment of premium; or 
ii. 60 days prior to the effective date of cancellation, if this Policy is cancelled for


any reason other than nonpayment of premium.
d. In the event of cancellation, the Insurer shall refund the unearned premium pro rata.


2. Nonrenewal


If the Insurer elects not to renewal this Policy, the Insurer shall mail to the Named Insured 
written notice thereof at least 60 days prior to the expiration of the Policy Period unless: 


a. the reason for the nonrenewal is due to the nonpayment of premium; or
b. the Named Insured has abstained replacement coverage with another insurance


company.
The Insurer’s offer of renewal terms and conditions or premium different than those in effect prior 
to the renewal shall not constitute an election by the Insurer not to renew this Policy. 


3. Notice
The Insurer shall send all notices required under this Subsection IV.F.1. by certified mail or
registered mail to the Named Insured at the address in Item 1. of the Declarations, and by mail
or electronic mail to the Named Insured’s authorized agent or broker, if any. Proof of mailing
shall be sufficient proof of notice.


G. Spouses, Domestic Partners, Estates and Legal Representatives


Coverage under this Policy will extend to any Claim resulting from any Privacy Incident,
Network Security Incident or Media Incident made against the lawful spouse or domestic
partner of an Insured as well as the estate, heir or legal representative of an Insured who is
deceased or legally incompetent, insolvent or bankrupt; however, no coverage is provided for any
act, error or omission of said spouse, domestic partner, estate, heir or legal representative. It is
further understood that all terms and conditions of this Policy apply to such Claim made against
an Insured’s spouse, domestic partner, estate, heir or legal representative.


H. Application, Representations and Severability


The Insured represents that the particulars and statements contained in the Application are true,
complete and accurate. The Insured issued this Policy in reliance upon the truth of those
representations and such particulars and statements by the Insured, which are deemed to be
incorporated into and constitute part of this Policy, are the basis of this Policy. In the event there
is any material misrepresentation, untruth or other omission in connection with any of the
statements of facts in the Application then this Policy will be void with respect to: (1) any Insured
who knew of such misrepresentation, untruth or omission; and (2) the Insured Organization but
only if the Owner, President, Chief Executive Officer, Chief Operating Officer, Chief Financial
Officer, Chief Information Officer, Chief Technology Officer, Chief Security Officer, Chief Privacy
Officer, General Counsel, Partner, Director of Risk Management, or any individual in a position
functionally equivalent to any of those aforementioned positions of the Insured Organization
knew of such misrepresentation, untruth or omission.


I. Subrogation


In the event of any payment under this Policy, and there is the ability to recover against any third
party, it is agreed that the Insured tenders its rights of recovery to the Insurer. The Insured also
agrees to assist the Insurer in exercising such rights. If prior to the Privacy Incident, Network
Incident, Cyber Crime Incident or Media Incident connected with such payment, the Insured
has agreed in writing to waive such rights of recovery against a third party, then the Insurer will
not, and will not have an obligation to, pursue its rights of recovery against said third party.
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J. Other Insurance


First Party Loss and First Party Expense covered by this Policy is also covered by any other
valid and collectible policy with an applicable sublimit that is lower than the available limit under
this Policy, then this Policy will apply as the primary policy.


If any Claim covered by this Policy is also covered by any other valid and collectible policy, then
this Policy will only apply to the Liability Expense in excess of the amount of any deductible,
retention or limit of insurance under such other policy whether such other policy is stated to be
primary, contributory, excess, contingent or otherwise, unless such other policy is written
specifically excess of this Policy.


K. Territory


The coverage provided under this Policy applies worldwide. However, coverage provided under
this Policy does not apply to the extent that trade or economic sanctions or other similar laws or
regulations prohibit the Insurer from providing coverage or payment of Claims.


L. Currency


All First Party Loss, First Party Expense, Liability Expense, premium, limits of liability,
retention and any other amounts under this Policy are expressed and payable in the currency of
the United States of America. If any settlement, judgement, First Party Loss, First Party
Expense, Liability Expense or any other amounts under this Policy are incurred, stated,
determined or adjudicated in a currency other than United States dollars then payment shall be
made in United States dollars at the rate of exchange published in the Wall Street Journal on the
date the Insurer is obligated to pay such amount.


M. Material Changes


1. Acquisition or Formation of Subsidiary


a. If during the Policy Period, the Named Insured acquires or forms any
Subsidiary, then the coverage of this Policy shall automatically apply to such
acquired or formed organization from the data of such acquisition or formation,
unless the annual revenue of such acquired or formed organization immediately
preceding such acquisition or formation is more than 20% of the consolidated
annual revenue of the Named Insured’s revenues immediately preceding such
acquisition or formation.


b. if, during the Policy Period, the Named Insured acquires or forms any
Subsidiary and the annual revenue of such acquired or formed organization
immediately preceding such acquisition or formation is more than 20% of the
consolidated annual revenue of the Named Insured’s revenues immediately
preceding such acquisition or formation, coverage for such acquired or formed
organization shall apply from the date of such acquisition or formation and be
conditioned upon:


i. the Named Insured notifying the Insurer in writing within 90 days of the
acquisition or formation of such organization;


ii. our receiving full information including an application as the Insurer
deems necessary;


iii. the Named Insured’s agreement to any modification, premium
adjustment, or both modification and premium adjustment, to this Policy
that we may require with respect to such organization;


iv. the Insurer’s agreement in writing to provide such coverage; and
v. the Named Insured’s payment of any additional premium when due.
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c. Coverage under this Policy for any Subsidiary formed or acquired during the
Policy Period shall apply only with respect to a Privacy Incident, Network
Security Incident, Cyber Crime Incident or Media Incident that first took place
prior to the effective date of such merger, acquisition or appointment.


2. Cessation of Subsidiaries


If any organization ceases to be a Subsidiary, no coverage shall be provided under this
Policy with respect to any such organization for any:


a. Privacy Incident, Network Security Incident, Cyber Crime Incident or Media
Incident involving such organization


b. amount claims under any Coverage incurred or sustained by any such
organization or persons,


after the date such organization ceased to be a Subsidiary. 


3. Acquisition or Bankruptcy of the Named Insured


If during the Policy Period any of the following occurs: 
a) the acquisition by any person or entity or affiliated group of persons or entities of


50% or more of the Named Insured’s issued and outstanding voting securities
representing the present right to vote for the election of the Named Insured’s
directors;


b) the acquisition, divestiture, or sale of more than 50% of your assets or liabilities
(as reflected in the Named Insured’s most recent financial statement) by or to
any person or entity or affiliated group of persons or entities;


c) the appointment of a receiver, conservator, trustee, liquidator, rehabilitator, or
any similar official for or with respect to the Named Insured; or


d) the Named Insured’s merger with or consolidation into any other entity such that
the Named Insured is not the surviving entity,
then such coverage as existed under this Policy before such event shall continue


in full force and effect for any Privacy Incident, Network Security Incident, Cyber 
Crime Incident or Media Incident occurring before any of the events shown in IV.M.3.a., 
IV.M.3.b., IV.M.3.c., IV.M.3.d.. However, solely with respect to the events as shown in
IV.M.3.a., IV.M.3.b., IV.M.3.d., coverage shall cease with respect to any Privacy
Incident, Network Security Incident, Cyber Crime Incident or Media Incident
occurring after such event.


The occurrence of an event as shown in IV.M.3.a., IV.M.3.b., IV.M.3.c., IV.M.3.d. shall 
not affect the Insured’s right to purchase an Extended Reporting Period unless all 
premium due for the remainder of the Policy Period has not been fully paid within 30 
days of the effective date of such event, in which case the Insured shall have no right to 
purchase the Extended Reporting Period. 


N. Assignment


Assignment of interest under this Policy will not bind the Insurer unless its consent is endorsed
hereon.


O. Conformity to Law


Any terms of this Policy in conflict with the terms of any applicable laws are hereby amended to
conform to such laws.


P. Legal Action Against the Insurer and Bankruptcy


No action may be taken against the Insurer unless, as a condition precedent thereto, there has
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been full compliance with all the terms of this Policy and the amount of an Insured’s obligation 
to pay has been finally determined either by judgment against an Insured after adjudicatory 
proceedings, or by written agreement of the Named Insured, the claimant and the Insurer. No 
legal action can be brought under this Policy against anyone other than by the Named Insured. 


Bankruptcy or insolvency of any Insured or the estate of any Insured will not relieve the Insurer 
of its obligations under this Policy. 


Q. Alternative Dispute Resolution (ADR)


The Insurer and the Named Insured shall submit any dispute or controversy arising out of or
relating to this Policy to non-binding mediation. Unless otherwise agreed by the parties, such
non-binding mediation shall be administered by the American Arbitration Association in
accordance with its then-prevailing Commercial Mediation Rules.


If the dispute is not resolved in the mediation, then either party to the mediation may thereafter
commence a judicial proceeding against the other party with respect to such dispute, provided
that neither party may commerce such a judicial proceeding prior to 90 days following
termination of the mediation.


The parties to the mediation shall share equally the fees and expenses of the mediator as well
as other common expenses of the mediation process.


R. Representative of the Insured


By acceptance of this Policy, the Named Insured will be designated to act on behalf of all
Insureds for all purposes including the giving and receiving of all notices and correspondence,
the cancellation or non-renewal of this Policy, the payment of premiums and the receipt of any
return premiums that may be due under this Policy.


S. Entire Agreement


This Policy constitutes the entire agreement between the parties. The terms, conditions and
limitations of this Policy can be waived or changed only by written endorsement. No change to
this Policy can be made except by written endorsement to this Policy signed by an authorized
representative of the Insured. Headings used in this Policy are for convenience and do not
expand or interpret the Policy terms.
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SERVICE OF PROCESS ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 


changes are made to the Policy: 


I. In any cause of action arising under this Policy, or certificate, cover note, or other 


confirmation of this insurance issued by the Insured’s surplus lines agent, Insurer will, at the 


Insured’s request, submit to the jurisdiction of a court of competent jurisdiction within the 


United States as required by applicable law. Nothing herein constitutes or should be 


understood to constitute a waiver of Insurer’s rights to commence an action in any court of 


competent jurisdiction in the United States, to remove an action to a United States District 


Court, or to seek a transfer of a case to another court as permitted by the laws of the United 


States or of any state in the United States. In any suit instituted against Insurer upon this 


Policy, Insurer will abide by the final decision of such court or of any appellate court in the 


event of appeal. 


 


II. All lawful process may be served in any action, suit or proceeding instituted by, or on behalf 


of, the Insured or any beneficiary under this policy, against Insurer arising out of this Policy, 


upon: 


Obsidian Insurance Holdings, Inc.        


 General Counsel         


 1330 Avenue of the Americas, Suite 23A      


 New York, NY 10019 


III. Pursuant to any law of any state, the District of Columbia or territory of the United States 


which makes provision therefore, Insurer hereby designates the Superintendent, 


Commissioner or Director of Insurance or other applicable individual specified for that 


purpose in the applicable statute or regulation, or his successor or successors in office, as 


attorney or agent for receipt of lawful service of process as Insurer’s true and lawful attorney 


upon whom may be served any lawful process in any action, suit or proceeding instituted by 


or on behalf of the Insured or any beneficiary hereunder arising out of this Policy, and 


Insurer hereby designates the above-named as the person to whom the said individual, the 


surplus lines producer, or any applicable state surplus lines association or stamping office, is 


authorized to mail such process or a true copy thereof. The service of process as set forth 


above and below is cumulative to any other methods which may be provided by law for 


service of process upon Insurer. 


 


IV. THE INSURER HEREBY MODIFIES THE LANGUAGE IN THE ENDORSEMENT ABOVE IN 


EACH APPLICABLE STATE AS SET FORTH BELOW TO COMPLY WITH THE 


DISCLOSURES AND REQUIREMENTS OF THAT STATE: 


 


 


A. Alaska.  Insurer may be sued upon a cause of action arising in Alaska under this Policy, 


pursuant to the procedures set forth in AS 21.33.  Further, by assuming surplus lines insurance, 


Insurer subjects itself to Chapter 31 of the Alaska Insurance Code.  


 


B. Arizona.  By issuing or delivering a surplus lines policy through a surplus lines broker in Arizona, 


Insurer is conclusively deemed to have irrevocably appointed the Arizona Director of Insurance 


as our agent for acceptance of service of all legal process issued in Arizona in any action or 


Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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proceeding under or arising out of such policy, and service of the process on the director is lawful 


personal service on Insurer. 


 


C. Arkansas.  Insurer may be sued upon a cause of action arising in Arkansas under this Policy, 


pursuant to the procedures set forth in Ark. Code Ann. § 23-65-203.   


 


D. California.  Insurer may be sued upon any cause of action arising in California under this Policy, 


or any evidence of such insurance issued or delivered by the surplus line broker, pursuant to the 


procedures set forth in Cal. Ins. Code §§ 1610 to 1620, inclusive. Further, by assuming surplus 


line insurance, Insurer subjects itself to Chapter 6 of the California Insurance Code. 


 


E. Colorado.  In any cause of action arising under this Policy, Insurer may be sued in the district 


court of the county in which the cause of action arose.  Service of legal process may be made in 


any such action by service upon the Commissioner of the Department of Insurance of Colorado 


as provided in Colo. Rev. Stat. Ann. § 10-5-114.  The commissioner shall forthwith mail a copy of 


the process served to the person designated in Section II of this Endorsement, by prepaid 


registered mail with return receipt requested. Insurer shall have forty (40) days from the date of 


service upon the Commissioner within which to plead, answer, or otherwise defend the action. 


Upon service of process upon the commissioner in accordance with Colo. Rev. Stat. Ann. § 10-5-


114, the court shall be deemed to have jurisdiction in personam over Insurer. 


 


F. Delaware.  Insurer shall be sued upon any cause of action arising in Delware under any contract 


issued by Insurer as a surplus line contract pursuant to Delaware surplus lines law, in the 


Superior Court of Delaware.  Service of legal process against Insurer may be made in any such 


action by service of two (2) copies upon the Commissioner of the Department of Insurance of 


Delaware and payment of the service of process fee as specified in Del. Code Ann tit. 18 § 701. 


The Commissioner shall in like manner mail a copy of the process served to the person 


designated in Section II of this Endorsement. Upon service of process upon the Commissioner in 


accordance with Del. Code Ann. tit. 18, § 1934, the court shall be deemed to have jurisdiction in 


personam over Insurer. 


 


G. Georgia.  Insurer hereby designates the Georgia Insurance Commissioner as Insurer’s true and 


lawful attorney, upon whom may be served all lawful process in any action, suit or proceeding 


arising out of any insurance Insurer writes delivered pursuant to Georgia. Code Ann. §§ 33-5-20 


through 33-5-35, inclusive. 


 


H. Hawaii. Insurer may be sued upon any cause of action arising in Hawaii under this Policy, or 


any evidence of such insurance issued or delivered by the surplus line broker, pursuant to the 


procedures set forth in Hawaii Rev. Stat. § 431:2. Further, by assuming surplus line insurance, 


Insurer subjects itself to Chapter 8 of the Hawaii Insurance Code. 


 


I. Idaho.  Insurer shall be sued upon any cause of action arising in Idaho under any contract 


issued by Insurer as a surplus line contract pursuant to Idaho surplus lines law, in the district 


court of the county in which the cause of action arose.  Service of legal process against Insurer 


may be made in any such action by service upon the Director of the Department of Insurance of 


Idaho as provided in Idaho Code Ann. § 41-334(1). The director shall forthwith mail a copy of the 


process served to the person designated in Section II of this Endorsement, by prepaid registered 


mail with return receipt requested. Insurer shall have thirty (30) days from the date of service 


upon the director within which to plead, answer, or otherwise defend the action. Upon service of 


process upon the director in accordance with Idaho Code Ann. § 41-1231 the court shall be 


deemed to have jurisdiction in personam over Insurer. 
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J. Illinois.  Insurer hereby designates the Illinois Director of Insurance and his successors in office 


as Insurer’s true and lawful attorney, upon whom may be served all lawful process in any action, 


suit or proceeding arising out of any insurance Insurer writes delivered pursuant to 215 Ill. Comp. 


Stat. § 5/445. 


 


K. Iowa.  Insurer may be sued upon a cause of action arising in Iowa under a surplus lines 


insurance policy or contract placed by Insurer or upon evidence of insurance placed by Insurer 


and issued or delivered in Iowa by a surplus lines insurance producer.  Any service of legal 


process against Insurer may be made in any such action by service upon the person designated 


in Section II of this endorsement. 


 


L. Kentucky.  Insurer shall be sued upon any cause of action arising in Kentucky under any 


contract issued by Insurer as a surplus lines contract pursuant to subtitle 10 of the Kentucky 


Insurance Code, in the Circuit Court of the county in which the cause of action arose. Any service 


of legal process against Insurer may be made in any such action by service upon the Secretary 


of State of the State of Kentucky as provided in Ky. Rev. Stat. Ann. § 304.3- 230(5).  The 


Secretary of State shall mail process to the person designated in Section II of this endorsement. 


 


M. Louisiana.  Insurer shall be sued, upon any cause of action arising in Louisiana under any 


contract issued by Insurer as a surplus lines contract pursuant to Chapter 2, Part 1, Subpart O of 


the Louisiana Insurance Code, in the district court of the parish in which the cause of action 


arose.  Service of legal process against Insurer may be made in any such action by service upon 


the secretary of state of Louisiana or some other person in his office whom he may designate 


during his absence.  The secretary of state shall forthwith mail the documents of process served, 


or a true copy thereof, to the person designated in Section II of this Endorsement by registered or 


certified mail or by commercial courier as defined in La. Rev. Stat. Ann. tit. § 13:3204(D).  Insurer 


shall have forty (40) days from the date of service upon the secretary of state within which to 


plead, answer, or otherwise defend the action. Upon service of process upon the secretary of 


state in accordance with this provision, the court shall be deemed to have jurisdiction in 


personam over Insurer. 


 


N. Maine.  Insurer shall be sued, upon any cause of action arising in Maine under any contract 


issued by Insurer as a surplus lines contract pursuant to Title 24-a, Chapter 19, Section 2019 of 


the Maine Insurance Code, in the Superior Court.  Service of legal process against the Insurer 


may be made in any such action by service of 2 copies upon the person designated in Section II 


of this endorsement. Upon service of process in accordance with this provision, the court is 


deemed to have jurisdiction in personam of Insurer. 


 


O. Michigan.  Insurer hereby appoints the Michigan Insurance Commissioner as Insurer’s resident 


agent for the purposes of service of process in Michigan. 


 


P. Mississippi.  Insurer may be sued upon any cause of action arising in Mississippi under any 


contract issued by it as authorized by the Mississippi Insurance Code, in a court of competent 


jurisdiction in any county in which the plaintiff may reside, or in which the cause of action arose.  


Insurer hereby authorizes service of citation or other legal process upon the Mississippi 


Commissioner of Insurance, who shall mail citation or other document or process required to the 


person identified in Section II of the endorsement for the purpose by registered mail or certified 


mail with return receipt requested. 


 


Q. Missouri.  Insurer may be sued upon any cause of action arising in Missouri under any surplus 


lines insurance contract made by Insurer or evidence of insurance issued or delivered by the 


surplus lines licensee pursuant to the procedure provided in Mo. Ann. Stat. §§375.256-375.266.  
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Insurer hereby appoints the director of the department of commerce and insurance of the state of 


Missouri, and his successor or successors in office upon whom may be served all lawful process 


in any action, suit, or proceeding instituted in any county in this state, by or on behalf of Insured 


or beneficiary arising out of any contract of insurance, who shall mail process to the person 


indicated in Section II of this endorsement.  


 


R. Nevada.  Insurer may be sued in a district court of Nevada under any insurance contract entered 


into by it under Title 57, Chapter 685.a of the Nevada Insurance Code.  Service of legal process 


against Insurer may be made in any such action by service of two copies thereof upon the 


Commissioner or an authorized representative of the Commissioner and payment of the fee 


specified in NRS 680B.010. The Commissioner or an authorized representative of the 


Commissioner shall forthwith mail a copy of the process served to the person indicated in Section 


II of this endorsement for the purpose by prepaid registered or certified mail with return receipt 


requested. For the purposes of this provision, “process” includes only a summons, or the initial 


documents served in an action. The Commissioner or an authorized representative of the 


Commissioner is not required to serve any documents after the initial service of process.  Insurer 


has 40 days from the date of service of the summons and complaint upon the Commissioner or 


an authorized representative of the Commissioner within which to plead, answer or defend any 


such suit.  Upon service of process upon the Commissioner or an authorized representative of 


the Commissioner and its mailing in accordance with this provision, the court shall be deemed to 


have jurisdiction in personam of Insurer.   


 


S. New Mexico.  Insurer shall be sued, upon any cause of action arising in New Mexico under any 


surplus line insurance policy issued by it, in the district court of the county in which the cause of 


action arose.  Service of legal process against Insurer may be made in any such action by 


service upon the superintendent as provided for in Section 99 of the New Mexico Insurance 


Code.  The superintendent shall forward legal process served upon him to the person designated 


in Section II of this endorsement. 


 


T. New York.  Insurer designates the New York superintendent or his successors in office the 


Insurer's true and lawful attorney upon whom may be served all lawful process in any 


proceeding instituted by or on behalf of Insured or a beneficiary arising out of any contract 


effectuated in accordance with (i) subsection (b) or (c) of Section 2117 or (ii) Section 2105 of 


Chapter 28 of the New York Code of Insurance. 


 


U. North Carolina.  In any cause of action arising under this Policy, Insurer may be sued in North 


Carolina. For any action commenced in North Carolina, service of process on Insurer shall be 


made pursuant to the procedures in N.C.G.S.A 58-16-30. Insurer hereby designates the North 


Carolina Insurance Commissioner as the true and lawful person upon whom any lawful process 


may be served in any action, suit or proceeding instituted by or on behalf of the Named Insured. 


 


V. Oklahoma. Insurer hereby designates the Oklahoma Insurance Commissioner as Insurer’s true 


and lawful attorney, upon whom may be served all lawful process in any action, suit or 


proceeding arising out of any insurance Insurer writes delivered pursuant to Okla. Stat. Ann. tit. 


36 §§1100 through 1120. 


 


W. Oregon. Insurer may be sued upon any cause of action arising in Oregon under this Policy, or 


any evidence of such insurance issued or delivered by the surplus line broker, pursuant to the 


procedures set forth in ORS 735.490. Further, by assuming surplus line insurance, Insurer 


subjects itself to ORS 735.400 to 735.495. 
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X. Pennsylvania.  In any cause of action arising under this policy or evidence of insurance issued or 


delivered by a surplus lines licensee, Insurer may be sued in the Commonwealth of 


Pennsylvania.  For any action commenced in the Commonwealth of Pennsylvania, any service of 


process on Insurer shall be made pursuant to the procedures provided by 42 Pa.C.S. Ch. 53 


Subch. B (relating to interstate and international procedure). Insurer is deemed thereby to have 


subjected ourselves to accepting service of process under 42 Pa.C.S. Ch. 53 Subch. B.  Insurer 


hereby designates the Pennsylvania Insurance Commissioner as the true and lawful person upon 


whom any lawful process may be served in any action, suit or proceeding instituted by or on 


behalf of the Named Insured. 


 


Y. Puerto Rico.  In any action brought in Puerto Rico under an insurance contract issued as a 


surplus line pursuant to Title 26, Subtitle 1, Chapter 10, by Insurer, duplicate copies of legal 


process shall be served upon the Commissioner of Insurance of the Commonwealth of Puerto 


Rico. The Commissioner shall forthwith mail one copy of the process so served to the person 


designated in Section II of this Endorsement, by registered mail with return receipt requested. 


Upon service of process upon the Commissioner and such mailing of process, the court shall be 


deemed to have jurisdiction in personam over Insurer. Insurer shall have forty-five days after 


such date of mailing within which to plead, answer, or otherwise defend the action. At time of 


such service of process the plaintiff shall pay to the Commissioner three dollars, taxable as costs 


in the action. 


 


Z. South Dakota.  Any cause of action against Insurer arising in South Dakota on a surplus line 


contract shall be brought in the circuit court for the county in which the cause of action arose. 


Service of legal process against Insurer may be made in any such action by service upon the 


South Dakota director of the Division of Insurance as provided in S.D. Codified Laws § 58-6-39. 


The director shall forthwith mail a copy of the process served, to the person designated in Section 


II of this Endorsement, by prepaid registered or certified mail with return receipt requested. 


Insurer shall have thirty days from the date of service upon the director within which to plead, 


answer, or otherwise defend the action. Upon service of process upon the director in accordance 


with S.D. Codified Laws § 58-6-38, the court shall be deemed to have jurisdiction in personam 


over Insurer. By issuing a surplus lines policy, Insurer is deemed thereby to have authorized 


service of process against Insurer in the manner and to the effect as provided in S.D. Codified 


Laws § 58-6-37. 


 


AA. Tennessee.  Insurer may be sued upon any cause of action arising in Tennessee under any 


surplus lines insurance contract issued by Insurer or certificate, cover note or other confirmation 


of the insurance issued by the surplus lines agent, pursuant to the same procedure as is provided 


for unauthorized insurers in Title 56, Chapter 2, Part 6 and Tenn. Code Ann. § 56-7-105(b) of the 


of Tennessee Insurance Law. By assuming a surplus lines insurance risk pursuant to Title 56, 


Chapter 14, Part 1, Insurer is deemed to have subjected ourselves to the requirements of Tenn. 


Code Ann. § 56-14-112. 


 


BB. Texas.  Insurer may be sued on any cause of action arising in Texas under any surplus lines 


insurance contract issued by Insurer or under any certificate, cover note, or other confirmation of 


that insurance issued by the surplus lines agent, under the same procedure as is provided for 


unauthorized insurers in Sections 7.1404, 7.1410, and 7.1411 of Title 28 of the Texas 


Administrative Code (relating to Service of Process Procedure for Domestic Insurers Approved 


To Operate under the Insurance Code, Article 1.28, Foreign and Alien Insurance Companies, 


Risk Retention Groups, Purchasing Groups, Third Party Administrators, Unauthorized Persons or 


Insurers, Organizations Formed under the Insurance Code, Article 3.71, and Surplus Lines 


Insurers; Service of Process on Commissioner on Behalf of Unauthorized Persons or Insurers; 


and Service of Process, Notice, Order, or Pleading on Secretary of State on Behalf of 
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Unauthorized Persons and Insurers).  By assuming a surplus lines risk under Chapter 981 of the 


Texas Insurance Code, Insurer is subject to Tex. Ins. Code Ann. § 804.106. Any act of engaging 


in the business of insurance by Insurer, an eligible surplus lines insurer, constitutes the 


irrevocable appointment by Insurer of the Texas Secretary of State as agent for service of 


process arising from our engagement of the business of insurance in Texas, other than service of 


process for an action or proceeding by the department or state, and signifies our agreement that 


service under Tex. Ins. Code Ann. § 804.106 has the same effect as personal service on Insurer 


or our successor in interest. The plaintiff shall supply the address provided in Section II of this 


Endorsement in any citation served under Tex. Ins. Code Ann. § 804.106. Service of process as 


set forth in this Endorsement is in addition to any other method provided by law for service of 


process on a surplus lines insurer, including the method provided by Chapter 804, Subchapter C 


of the Texas Insurance Code. 


 


CC. Washington.  For any cause of action arising in Washington under any contract issued as a 


surplus line contract under Chapter 48.15 of the Washington Insurance Code, Insurer must be 


sued in the superior court of the county in which the cause of action arose.  By issuing a policy 


under Chapter 48.15, Insurer has authorized service of process against Insurer in the manner 


prescribed under Wash. Rev. Code § 48.02.200. Insurer hereby designates the Washington 


Commissioner of Insurance as the person upon whom such service of process may be made. 


 


DD. West Virginia. Insurer may be sued upon any cause of action arising in West Virginia under any 


surplus lines insurance contract made by Insurer or evidence of insurance issued or delivered by 


the surplus lines licensee pursuant to the procedure provided in W. VA. Code § 33-12C-10.   


 


EE. Wyoming. Insurer shall be sued, upon any cause of action arising in Wyoming under any 


contract issued by Insurer as a surplus lines contract pursuant to Title 26, Chapter 11 of the 


Wyoming Insurance Code, in the district court of the county in which the cause of action arises.  


Service of legal process against the Insurer may be served upon the commissioner as provided 


in Wyo Stat. Ann. § 26-3-122. The commissioner shall immediately mail a copy of the process to 


the person designated in Section II of this endorsement. Upon service of process in accordance 


with this provision, the court is deemed to have jurisdiction in personam of Insurer. 


 


All other terms and conditions of this Policy remain unchanged. 
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CALIFORNIA CONSUMER PRIVACY ACT (CCPA) ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy: 


A. SECTION I.C. LIABILITY EXPENSE COVERAGE is amended by the addition of the
following under Liability Expense:


(4) California Consumer Privacy Act (CCPA) Costs


B. SECTION II. DEFINITIONS of the Policy is amended by the removal and replacement of Section
II.AAA with the following:


AAA. Personally Identifiable Information means: 
(1) any information from which an individual may be uniquely and reliably identified or


contacted, including but not limited to an individual’s name, telephone number, email
address, social insurance number, social security number, medical or healthcare data
or other protected health information, biometric record, driver license number, state,
provincial, or territorial identification number, account number, credit card number,
debit card number, or access code or password that would permit access to that
individual’s financial account;


(2) any other non-public personal information as defined in Privacy and Security
Regulations;


(3) all personal data as defined by the CCPA in connection with a CCPA Proceeding; and


(4) with the exception of personal data as defined by the CCPA, does not include
information lawfully available to the general public for any reason, including but not
limited to information from federal, state, provincial, territorial, municipal, or other local
government records.


C. SECTION II. DEFINITIONS of the Policy is amended by the addition of the following definitions:


California Consumer Privacy Act (CCPA) Costs means amounts the Insured is legally obligated
to pay in responding to a CCPA Proceeding that directly results from a Privacy Incident or a
Network Security Incident that takes place during the Policy Period or Extended Reporting
Period.


CCPA means the California Consumer Privacy Act (Section 1798.100 of California Civil Code)
and any amendment thereto. CCPA shall also include any state, provincial, territorial, local, or
federal regulations enacted in furtherance of or pursuant to implementation of the California
Consumer Privacy Act and any modifications and amendment thereto.


CCPA Proceeding means a formal investigation of or an administrative adjudication proceeding
against an Insured concerning CCPA by an administrative or regulatory agency, including an
appeal thereof, commenced by the Insured’s receipt of a subpoena, investigative demand,
complaint, or similar document.


D. Item 5. of this Policy’s Declarations is amended by the addition of the following:


Coverage Included (yes/no) Each Claim 


Limit of Liability 


Deductible / 


Waiting Period 


Retroactive Date 


CCPA Costs Yes 
$1,000,000.00 $25,000.00 Full Prior Acts


Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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All other terms and conditions of this Policy remain unchanged. 







GENERAL DATA PROTECTION REGULATION (GDPR) ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy: 


A. SECTION I.C. LIABILITY EXPENSE COVERAGE is amended by the addition of the following
under Liability Expense:


(4) General Data Protection Regulation (GRPR) Costs


B. SECTION II. DEFINITIONS of the Policy is amended by the removal and replacement of II.AAA
with the following:


AAA. Personally Identifiable Information means:


(1) any information from which an individual may be uniquely and reliably identified or
contacted, including but not limited to an individual’s name, telephone number, email
address, social insurance number, social security number, medical or healthcare data
or other protected health information, biometric record, driver license number, state,
provincial, or territorial identification number, account number, credit card number,
debit card number, or access code or password that would permit access to that
individual’s financial account;


(2) any other non-public personal information as defined in Privacy and Security
Regulations; and


(3) all “personal data” as defined by the GDPR; and


(4) with the exception of “personal data” as defined by the GDPR, does not include
information lawfully available to the general public for any reason, including but not
limited to information from federal, state, provincial, territorial, municipal, or other local
government records.


C. SECTION II. DEFINITIONS of the Policy is amended by the addition of the following definitions:


General Data Protection Regulation (GRPR) Costs means amounts the Insured is legally
obligated to pay in responding to a GDPR Proceeding that directly results from a Privacy Incident
or a Network Security Incident that takes place during the Policy Period or Extended Reporting
Period.


D. Item 5. of this Policy’s Declarations is amended by the addition of the following:


Coverage Included 


(yes/no) 


Each Claim 


Limit of Liability 


Deductible / 


Waiting Period 


Retroactive 


Date 


GDPR Costs Yes 


All other terms and conditions of this Policy remain unchanged. 
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$1,000,000.00 $25,000.00 Full Prior Acts


Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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UTILITY FRAUD ATTACK 
Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy: 


A. The following limit and deductible applies solely to the coverage provided in this endorsement:


Coverage Each Claim Limit of 
Liability 


Deductible / 
Waiting Period 


Utility Fraud Attack 


B. SECTION II. DEFINITIONS, Items L. and M. of the Policy are deleted in their entirety
and replaced with the following:


L. Cyber Crime Incident means:
(1) Telecommunications Hack;
(2) Social Engineering Attack;
(3) Reverse Social Engineering Attack;
(4) Transfer of Funds Loss; or
(5) Utility Fraud Attack.


M. Cyber Crime Loss means:
(1) charges incurred by the Insured from its telecommunications provider, directly


resulting from a Telecommunications Hack; and
(2) loss of funds directly resulting from any of the following:


(a) Social Engineering Attack;
(b) Reverse Social Engineering Attack;
(c) Transfer of Funds Loss; or
(d) Utility Fraud Attack.


Cyber Crime Loss does not include any amounts reimbursed or reversed by a financial 
institution. 


C. SECTION II. DEFINITIONS of the Policy is amended by the addition of the following
definitions:


Utility Fraud Attack means additional amounts incurred by the manipulation or deception, by an
unauthorized third party for its use of the Insured Organization’s natural gas, oil, or internet (the
“Utilities”); provided, however, that such additional costs for the Utilities are:


(1) incurred pursuant to a written contract between the Insured Organization and the
respective utility provider, which was executed before the Utility Fraud Attack first
occurred;


(2) billed to the Insured Organization by statements issued by the respective
utility provider, which include usage or consumption information;


(3) not charged to the Insured Organization at a flat fee that does not scale with the rate
or use of the respective utility; and


(4) incurred pursuant to statements issued by the respective utility provider and due for
payment during the Policy Period.


$100,000.00 $25,000.00


Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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All other terms and conditions of this Policy remain unchanged. 







MEDIA LIABILITY ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy: 


A. SECTION II. DEFINITIONS of the Policy is amended by the removal and replacement of II.OO.
with the following:


OO. Media Incident means any actual or alleged:


(1) Defamation, slander, libel, or product disparagement alleged by a person or organization
that claims to have been defamed, slandered or libeled, or by a person or organization
that claims that his, her or its products have been disparaged;


(2) Appropriation of name or likeness or publicity that places a person in a false light; or
public disclosure of private facts;


(3) Infringement of title, slogan, trademark, trade name, trade dress, service mark or service
name;


(4) Copyright infringement, plagiarism, or misappropriation of information or ideas; or


(5) Improper deep linking or framing;


directly resulting from the Insured Organization’s business in the course of gathering 
communicating, reproducing, publishing, disseminating, displaying, releasing, transmitting, 
or disclosing Media Material, including social media authorized by the Insured to the public. 


Media Incident shall not include false advertising or labeling on the Insured’s products of services. 


B. SECTION II. DEFINITIONS of the Policy is amended by the addition of the following definition:


Media Material means any data, text, sounds, numbers, images, graphics, videos, streaming
content, webcasts, podcasts, or blogs but does not mean computer software or the actual goods,
products, or services described, referenced, illustrated, or displayed in such Media Material.


All other terms and conditions of this Policy remain unchanged. 
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Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022







BIPA EXCLUSION ENDORSEMENT


This endorsement modifies the insurance provided under the following:


COWBELL CYBER RISK INSURANCE POLICY – PRIME 250


SECTION III. EXCLUSIONS of the Policy is amended by adding the following:


Any actual or alleged violation of the Illinois Biometric Information Protection Act, or any
amendments to the foregoing, or related federal, state or international law related to the
collection of biometric information.


Any actual or alleged unlawful or unauthorized collection of biometric information.


All other terms and conditions of this Policy remain unchanged.
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Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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DISCLOSURE PURSUANT TO TERRORISM RISK INSURANCE ACT 
THIS ENDORSEMENT IS ATTACHED TO AND MADE PART OF YOUR POLICY IN RESPONSE TO THE 
DISCLOSURE REQUIREMENTS OF THE TERRORISM RISK INSURANCE ACT THIS ENDORSEMENT 
DOES NOT GRANT COVERAGE OR CHANGE THE TERM AND CONDITIONS OF ANY COVERAGE 
UNDER THIS POLICY.  


DISCLOSURE OF TERRORISM RISK INSURANCE ACT PREMIUM 


The portion of your annual premium that is attributable to coverage for acts of terrorism is: $_____ 


In accordance with the federal Terrorism Risk Insurance Act, the Insurer is required to provide 
the Insured with a notice disclosing the portion of the Insured’s premium, if any, attributable to 
coverage for terrorist acts certified under the Terrorism Risk Insurance Act. The portion of the 
Insured’s premium attributable to such coverage is shown in the Policy Declarations.   


The United States Government, Department of the Treasury, will pay a share of terrorism losses 
insured under the federal program. The federal share equals a percentage as follows of that 
portion of the amount of such insured losses that exceeds the applicable insurer retention. The 
federal share of terrorism losses is 80%.  


However, if aggregate insured losses attributable to terrorist acts certified under the Terrorism 
Risk Insurance Act exceed $100 billion in a calendar year, the Treasury will not make any 
payment for any portion of the amount of such losses that exceeds $100 billion. 


If aggregate insured losses attributable to terrorist acts certified under the federal Terrorism Risk 
Insurance Act exceed $100 billion in a calendar year and the Insurer have met the Insurer 
deductible under the Terrorism Risk Insurance Act, the Insurer will not be liable for the payment 
of any portion of the amount of such losses that exceeds $100 billion, and in such case insured 
losses up to that amount are subject to pro rata allocation in accordance with procedures 
established by the Secretary of the Treasury.  


All other terms and conditions of this Policy remain unchanged. 


29.55


Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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CAP ON LOSSES FROM CERTIFIED ACTS OF TERRORISM 
Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are added to the Policy: 


CERTRIFIED ACTS OF TERRORISM 


If aggregate insured losses attributable to terrorist acts certified under the federal Terrorism Risk Insurance 
Act exceed $100 billion in a calendar year and the Insurer has met the Insurer deductible under the 
Terrorism Risk Insurance Act, the Insurer will not be liable for the payment of any portion of the amount of 
such losses that exceeds $100 billion, and in such case insured losses up to that amount are subject to pro 
rata allocation in accordance with procedures established by the Secretary of the Treasury. 


Certified Act of Terrorism means an act that is certified by the Secretary of the Treasury, in accordance 
with the provisions of the federal Terrorism Risk Insurance Act, to be an act of terrorism pursuant to such 
Act. The criteria contained in the Terrorism Risk Insurance Act for a Certified Act of Terrorism includes 
the following:  


1. The act resulted in insured losses in excess of $5 million in the aggregate, attributable to all types
of insurance subject to the Terrorism Risk Insurance Act; and


2. The act is a violent act or an act that is dangerous to human life, property or infrastructure and is
committed by an individual or individuals as part of an effort to coerce the civilian population of
the United States or to influence the policy or affect the conduct of the United States Government
by coercion.


The terms and limitations of any terrorism exclusion, or the inapplicability or omission of a terrorism 
exclusion, do not serve to create coverage for First Party Loss, First Party Expense, or Liability Expense 
that is otherwise excluded under this Policy.  


All other terms and conditions of this Policy remain unchanged. 


Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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TRADE OR ECONOMIC SANCTIONS EXCLUSION ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy:  


This insurance does not provide any coverage, and the Insurer shall not make payment of any claim or 
provide any benefit hereunder, to the extent that the provision of such coverage, payment of such claim or 
provision of such benefit would expose the Insurer to a violation of any applicable trade or economic 
sanctions, laws or regulations, including but not limited, to those administered and enforced by the United 
States Treasury Department’s Office of Foreign Assets Control (OFAC).  


All other terms and conditions of this Policy remain unchanged. 


Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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SURPLUS LINES COMPLIANCE NOTICE


ISSUING CARRIER Obsidian Specialty Insurance Company 


We are pleased to enclose policy documents for this account. 


Please be advised that by binding this risk with the above 
referenced Surplus Lines Insurance Company, you agree that as 
the Surplus Lines Broker responsible for the placement of this 
insurance policy, it is your obligation to comply with all States 
Surplus Lines Laws including completion of any declarations / 
affidavits that must be filed as well as payment of any and all 
Surplus Lines taxes that must be remitted to the State(s). We will 
look to you for indemnification if controlling Surplus Lines Laws 
are violated by you as the Surplus Lines broker responsible for 
the placement. 


You further confirm that any applicable state requirement 
concerning a diligent search for coverage by admitted carriers 
has been fulfilled in accordance with state law. 


Thank you for this placement and your regulatory compliance.


NAMED INSURED: 


POLICY NUMBER: 


STATE: 


SURPLUS LINES BROKER:  


FILING STATE SURPLUS LICENSE NUMBER:  


AGENCY NAME: 


AGENCY MAILING ADDRESS:


Casco Bay Island Transit District


OBD-CB-SY5QGTSGD


ME


Brady Cohen


PRN339737


Aon


199 WATER ST , ,NEW YORK ,NY ,10038


Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022


6800 Koll Center Parkway, Suite 250, Pleasanton CA 94566
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MAINE SURPLUS LINES NOTICE


This insurance contract is issued pursuant to the Maine Insurance 
Laws by an insurer neither licensed by nor under the jurisdiction 
of the Maine Bureau of Insurance.


Policy Number: OBD-CB-SY5QGTSGD Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022


6800 Koll Center Parkway, Suite 250, Pleasanton CA 94566
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COWBELL CYBER RISK INSURANCE DECLARATIONS – PRIME 250 


Policy Number: 


Renewal of:  


Item 1.  Named Insured:


Mailing Address:


 Email Address: 


Item 2.  Policy Period:  Inception Date: ___________ Expiration Date: ___________ 
(All dates at 12:01 a.m. Standard Time at the address as stated in Item 1). 


Item 3.  Aggregate Limit of Liability:  $_________________ each Policy Period for all payments 


 under all Coverages combined. 


Item 4.  Retroactive Date: _________________ 


PLM-CB-SFCYUNZFB


N/A


Finance Authority of Maine


5 Community Dr


Augusta, ME, 04330-8087


Jonathanh@famemaine.com


03/15/2022 03/15/2023


3,000,000.00


See individual coverages below
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Section 


I.B.


Coverage Included 


(yes/no) 


Each Claim Limit 


of Liability Waiting Period 


Retroactive 


Date 


(1) Business Interruption 
Loss 


The greater of: 
________ or ____ 
hours 


 N/A 


(2) Contingent Business 
Interruption Loss 


The greater of: 
________ or ____ 
hours 


 N/A 


(3) System Failure 
Business Interruption 
Loss 


The greater of: 
________ or ____ 
hours 


 N/A 


(4) System Failure 
Contingent Business 
Interruption Loss 


The greater of: 
________ or ____ 
hours 


 N/A 


(5) Cyber Crime Loss  N/A 


(6) Bricking Costs  N/A 


(7) Criminal Reward Costs N/A  N/A 


Section 


I.A.


Coverage Included 


(yes/no) 


Each Claim 


Limit of Liability 


Deductible / 


Waiting Period 


Retroactive 


Date 


(1) Cowbell Breach Fund  N/A 


(2) Data Restoration  N/A 


(3) Extortion Costs  N/A 


(4) Business 
Impersonation Costs 


 N/A 


(5) Reputational 
Harm Expense 


___ hours 


Item 5.  Limits:  


yes $3,000,000.00 $25,000.00


yes $3,000,000.00 $25,000.00


$3,000,000.00yes $25,000.00


yes $3,000,000.00
$25,000.00 12


yes $3,000,000.00
$25,000.00 12


yes $3,000,000.00
$25,000.00 12


yes $3,000,000.00
$25,000.00 12


no N/A N/A


yes $1,000,000.00 $25,000.00


yes $1,500,000.00 12 03/15/2022


yes $100,000.00


yes $3,000,000.00 $25,000.00
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TRIA:         


Underwriting Fee: 


Surplus Lines Tax: 


Surplus Stamping Fee: 


Total:   


$_________________ 


$_________________ 


$_________________ 


$_________________ 


$_________________ 


Palomar Excess and Surplus Insurance Company NAIC # 16754


Item 8.  Premium: $ _________________ 


Section 


I.C


Coverage Included 


(yes/no) 


Each Claim 


Limit of Liability 


Deductible Retroactive 


Date 


(1) Liability Costs 


(2) PCI Costs 


(3) Regulatory Costs 


Item 6.  Territorial Scope:  Worldwide 


Item 7.  Extended Reporting Period:  


 12 Months at an additional 75% of premium 


 24 Months at an additional 125% of premium 


 36 Months at an additional 150% of premium 


  does not include commission; % of premium will not be paid to broker 


 does include commission; % of premium will be paid to broker 


£


£


yes $3,000,000.00 $25,000.00 Full Prior Acts


yes $3,000,000.00 $25,000.00 Full Prior Acts


yes $3,000,000.00 $25,000.00 Full Prior Acts


0.00


0.00


26,433.00 (includes TRIA)


261.71


300.00


26,733.00
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Item 9.  Endorsements attached: 


TITLE FORM#


Cowbell Cyber Risk Insurance Policy Declarations - Prime 250 PRIME 250SL 002 09 21


Notice to Policyholders - OFAC PN006SL 09 20


Customer Notice of Privacy Policy & Producer Compensation
Practices Disclosure


PN007SL PL 0921


Cowbell Cyber Risk Insurance Policy - Prime 250 PRIME 250SL 001 10 20


Service of Process PRIME 250SL 075 PL 09 21


California Consumer Privacy Act PRIME 250SL 004 09 20


General Data Protection Regulation PRIME 250SL 005 09 20


Utility Fraud Attack PRIME 250SL 006 09 20


Media Liability PRIME 250SL 007 09 20


BIPA Exclusion Endorsement PRIME 250SL 048 09 21


Disclosure Pursuant to Terrorism Risk Insurance Act PRIME 250SL 028 10 20


Cap on Losses From Certified Acts of Terrorism PRIME 250SL 029 10 20


Trade or Economic Sanctions Exclusion Endorsement PRIME 250SL 032 09 20


CB-Compliance CB-COMPLIANCE (09/21)


Maine Surplus Lines Notice CB-ME-NOTICE (12/20)
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Item 10. Notice:  


All notice to Insurer pursuant to Policy Section IV.C., including notice of a potential or actual 
Claim or Cyber Event, shall be: 


Emailed to: 
claims@cowbellcyber.ai 


Or 
Reported at: 
1-833-633-8666


Or 
Logged in using below URL: 
https://console.cowbellcyber.ai 


These Declarations along with the completed and signed Application and Policy form with any written 
endorsements attached hereto shall constitute the entire contract between the Insureds and Insurer. 


THIS IS A CLAIMS MADE POLICY.  PLEASE READ IT CAREFULLY. 
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SIGNATURE PAGE 


In Witness Whereof, we have caused this policy to be executed and attested, and, if required by state 
law, this policy shall not be valid unless countersigned by our authorized representative. 


Palomar Excess and Surplus Insurance Company NAIC # 16754


___________________________ 
(Jason Sears) 


Secretary 


___________________________ 
(Jon Knutzen) 


President
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NOTICE TO POLICYHOLDERS 
U.S. TREASURY DEPARTMENT’S OFFICE OF FOREIGN ASSETS 


CONTROL (OFAC) 


No coverage is provided by this Notice, nor can it be construed to replace any provisions of your policy 
(including its endorsements). If there is any conflict between this Notice and your policy (including its 
endorsements), the provisions of your policy (including its endorsements) shall prevail. 


This Notice provides information concerning possible impact on your insurance coverage due to 
directives issued by OFAC and possibly by the U.S. Department of State. Please read this Notice 
carefully. 


The Office of Foreign Assets Control (OFAC) administers and enforces economic and trade sanctions 
policy based on Presidential declarations of “national emergency”. OFAC has identified and listed 
numerous: 


• Foreign agents;


• Front organizations;


• Terrorists;


• Terrorist organizations; and


• Narcotics traffickers;
as “Specially Designated Nationals and Blocked Persons”. This list can be located on the United States 
Treasury’s website – http://www.treas.gov/ofac.  


In accordance with OFAC regulations, or any applicable regulation promulgated by the U.S. Department 
of State, if it is determined that you and any other insured, or any person or entity claiming the benefits of 
this insurance has violated U.S. sanctions law or is a Specially Designated National and Blocked Person, 
as identified by OFAC, this insurance will be considered a blocked or frozen contract and all provisions of 
this insurance are immediately subject to OFAC. When an insurance policy is considered to be such a 
blocked or frozen contract, no payments nor premium refunds may be made without authorization from 
OFAC. Other limitations on the premiums and payments also apply.  
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CUSTOMER NOTICE OF PRIVACY POLICY AND PRODUCER 
COMPENSATION PRACTICES DISCLOSURE 


Privacy Policy Disclosure 


Your privacy is important to us. We will keep the information you provide to us secure and handle it only 


as permitted by law. This notice tells you about our Privacy Policy and how we handle your information. 


“Personal information” is information that identifies you as an individual and is not otherwise available to 


the public. It includes personal financial information and personal health information. We collect personal 


information to service your application, account and claims and to support our business functions. 


We will continue to follow our Privacy Policy regarding personal information even when a business 


relationship no longer exists between us. 


Collection of Information 


We collect personal information so that we may offer quality products and services. We may obtain 


personal information from the following sources: 


• Directly from you, such as your name, address and social security number.


• Directly from us, such as your premium payment history.


• From third parties, such as companies that have your driving record or claims history.


• From medical professionals or medical records.


• From inspections or photos taken of your property.


• From consumer report agencies. Upon request, we will tell you how to get a copy of this report.


The agency that prepares the report for us may retain the report and disclose it to others as


permitted by law.


We, and the third parties we partner with, may track some of the web pages you visit through cookies, 


pixel tagging or other technologies. We currently do not process or comply with any web browser's “do 


not track" signals or similar mechanisms that request us to take steps to disable online tracking. You may 


be able to set your browser to reject cookies. Please review your browser or device’s “Help” file to learn 


the best way to modify your settings. Please note that rejecting cookies may disrupt certain functionality 


of the Website. 


Disclosure of Information 


We may disclose non-public, personal information you provide, as required to conduct our business and 


as permitted or required by law. We may share information with third parties such as: 


• Third parties who perform professional, insurance or business functions for us.


• Insurance institutions, agents or consumer reporting agencies in connection with any application,
policy or claim involving you or your policy.


• Claims adjusters, appraisers and others to defend or settle claims involving your policy.


• An insurance regulatory authority in connection with the regulation of our business, or to a law
enforcement agency, governmental authority or other authorized person or institution to protect
our legal interests, detect or prevent insurance fraud or criminal activity, or as otherwise permitted
or required by law.


• Businesses that conduct scientific or actuarial research.


• Lienholders, mortgagees, lessors or other persons having a legal or beneficial interest in your
property.
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We will not sell or share your personal financial information with anyone for purposes unrelated to our 


business functions without offering you the opportunity to “opt-out” or “opt-in” as required by law. 


We only disclose personal health information with your authorization or as otherwise allowed or required 


by law. 


Safeguards to Protect your Personal Information 


We recognize the need to prevent unauthorized access to the information we collect, including 


information held in an electronic format on our computer systems. We maintain physical, electronic and 


procedural safeguards intended to protect the confidentiality and integrity of all non-public, personal 


information. 


Internal Access to Information 


We restrict access to your non-public personal information to those employees who need to know it in 
order to provide products and services to you, and we train our employees on how to handle and protect 
that information. Our employees have access to personal information in the course of doing their jobs, 
such as: 


• underwriting policies;


• paying claims;


• developing new products; or


• advising customers of our products and services.


Consumer Reports 


In some cases, we may obtain a consumer report in connection with an application for insurance. 


Depending on the type of policy, a consumer report may include information about you or your business, 


such as: 


• character, general reputation, personal characteristics, mode of living;


• audit history, driving record (including records of any operators who will be insured under the


policy); and/or


• an appraisal of your dwelling or place of business that may include photos and comments on its


general condition.


Upon written request, we will inform you if we have ordered an investigative consumer report. You have 


the right to make a written request within a reasonable period for information concerning the nature and 


scope of the report and to be interviewed as part of its preparation. You may obtain a copy of the report 


from the reporting agency and, under certain circumstances, you may be entitled to a copy at no cost. 


Access to Information 


You have the right to request access to the personal information that we record about you, to have 


reasonable access to it and to receive a copy. To do so, contact us at: 


Palomar Excess and Surplus Insurance Company                                                                            
7979 Ivanhoe Ave., Suite 500,
La Jolla, CA 92037
privacy@plmr.com 


Please include your complete name, address, and policy number(s), and indicate specifically what you 


would like to see. If you request actual copies of your file, there may be a nominal charge. We will tell 


you to whom we have disclosed the information within the two years prior to your request. If there is not a 
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record indicating that the information was provided to another party we will tell you to whom such 


information is normally disclosed. 


There is information that that we cannot share with you. This may include information collected in order to 


evaluate a claim under an insurance policy or when the possibility of a lawsuit exists. It may also include 


medical information that we would have to forward to a licensed medical doctor of your choosing so that it 


may be property explained. 


Correction of Information 


If after reviewing your file you believe information is incorrect, please write to the consumer reporting 


agency or to us, whichever is applicable, explaining your position. The information in question will be 


investigated. If appropriate, corrections will be made to your file and the parties to whom the incorrect 


information was disclosed, if any, will be notified. However, if the investigation substantiates the 


information in the file, you will be notified of the reasons why the file will not be changed. If you are not 


satisfied with the evaluation, you have the right to place a statement in the file explaining why you believe 


the information is incorrect. We also will send a copy of your statement to the parties, if any, to whom we 


previously disclosed the information and include it in any future disclosures. 


Changes to this Policy 


We will periodically review and revise our Privacy Policy and procedures to ensure that we remain 


compliant with all state and federal requirements. If any provision of our Privacy Policy is found to be 


noncompliant, then that provision will be modified to reflect the appropriate state or federal requirement. If 


any modifications are made, all remaining provisions of this Privacy Policy will remain in effect. 


Contact 


For more detailed information about our Privacy Policy, visit our website: www.plmr.com. 


Producer Compensation Disclosure 


Our products are sold through independent agents and brokers, often referred to as “Producers”. We 


may pay Producers a fixed commission for placing and renewing business with our company. We may 


also pay an additional commission and other forms of compensation and incentives to Producers who 


place and maintain their business with us. 
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COWBELL CYBER RISK INSURANCE POLICY – PRIME 250 


WITH RESPECT TO INSURING AGREEMENT C. THIS POLICY PROVIDES COVERAGE ON A CLAIMS 


MADE AND REPORTED BASIS AND APPLIES ONLY TO CLAIMS FIRST MADE AGAINST THE 


INSURED DURING THE POLICY PERIOD OR THE OPTIONAL EXTENSION PERIOD (IF APPLICABLE) 


AND REPORTED TO THE INSURER IN ACCORDANCE WITH THE TERMS OF THIS POLICY. 


AMOUNTS INCURRED AS FIRST PARTY EXPENSE AND FIRST PARTY LOSS UNDER THIS POLICY 


WILL REDUCE AND MAY EXHAUST THE LIMIT OF LIABILITY AND ARE SUBJECT TO 


DEDUCTIBLES. 


PLEASE READ THE ENTIRE POLICY CAREFULLY. 


In consideration of the payment of premium and in reliance upon all statements made and information 
furnished to the Insurer, including the statements made in the Application, and subject to all terms, 
conditions and limitations in this Policy, the Insured and Insurer agree as follows: 


Only the Insuring Agreements with Limits shown in the Cowbell Cyber Risk Insurance Declarations apply. 


A. FIRST PARTY EXPENSE COVERAGE


The Insurer will pay on behalf of the Insured, all First Party Expense directly resulting from a Cyber 
Event which is first discovered by the Insured during the Policy Period or Extended Reporting Period (if 
applicable). 


First Party Expense means the following necessary and reasonable costs incurred by the Insured 
(whether voluntary or otherwise) with the Insurer’s consent and which consent will not be unreasonably 
withheld: 


(1) Cowbell Breach Fund which includes:
(a) Forensics;
(b) Notification;
(c) Identity Monitoring Services;
(d) Incident Response;
(e) Crisis Management;
(f) Incident Consultation;
(g) Overtime Salaries; and
(h) Healthcare Records Remediation Service.


(2) Data Restoration;


(3) Extortion Costs;
(4) Business Impersonation Costs; and


(5) Reputational Harm Expense.


B. FIRST PARTY LOSS COVERAGE


The Insurer will reimburse the Insured, all First Party Loss directly resulting from a Cyber Event which 
is first discovered by the Insured during the Policy Period or Extended Reporting Period (if applicable). 


First Party Loss means the following: 
(1) Business Interruption Loss;


(2) Contingent Business Interruption Loss;
(3) System Failure Business Interruption;
(4) System Failure Contingent Business Interruption;


SECTION I. INSURING AGREEMENTS 
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(5) Cyber Crime Loss;
(6) Bricking Costs; and
(7) Criminal Reward Costs.


First Party Loss does not include Liability Expense. 


C. LIABILITY EXPENSE COVERAGE


The Insurer will pay on behalf of the Insured, all Liability Expense for a Claim first made and reported to 
the Insurer during the Policy Period or Extended Reporting Period (if applicable) directly resulting from a 
Cyber Event which is first discovered by the Insured during the Policy Period. 


Liability Expense means: 


(1) Liability Costs
(a) Defense Expenses;
(b) Monetary damages the Insured becomes legally obligated to pay including pre- 


judgment interest, post judgment interests, judgments or settlements;
(c) Punitive, exemplary, or multiplied damages but only to the extent such damages


are insurable under the applicable law most favorable to the insurability of such
damages;


(2) PCI Costs; and


(3) Regulatory Costs.


Liability Expense does not include: (1) First Party Expense; (2) First Party Loss; (3) taxes, the return or 
repayment of fees, deposits, commissions, royalties, future profits or charges for goods or services; (4) the 
costs incurred in the recall, re-performance or correction of services, content, goods or activities; costs to 
comply with injunctive or other non-monetary relief, including specific performance or any agreement to 
provide such relief; (5) liquidated damages pursuant to a contract, to the extent such amount exceeds the 
amount for which the Insured Organization would have been liable in the absence of such contract; or (6) 
matters which are uninsurable pursuant to the applicable law to which this Policy is construed. 


A. Application means the application accepted for the issuance of this Policy by the Insurer,
including any and all materials and information submitted to the Insurer in connection with such
application.


B. Bricking Costs means the reasonable and necessary costs, subject to the Insurer’s prior
consent, to replace, remediate or improve the Insured’s Computer System. Such costs must be
incurred as a direct result of a Network Security Incident and must be in excess of expense the
Insured would have incurred had there been no Network Security Incident.


C. Business Impersonation means the fraudulent communications (including but not limited to
communications transmitted by website, email or phone call) from a third party designed to
impersonate the Insured Organization or an individual Insured, with the goal of deceiving any
individual, or any vendor or supplier of the Insured Organization, into sharing credentials or
Protected Information with such third party.


D. Business Impersonation Costs means the costs to inform potentially impacted individuals,


vendors or suppliers of a Business Impersonation.


E. Business Interruption Loss means Income Loss and Extra Expense incurred by the Insured
Organization during the Period of Recovery which exceeds the Waiting Period, due to an
Interruption of Service as a result of a Network Security Incident.


SECTION II. DEFINITIONS 
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F. Claim means any: (1) written demand for Money or non-monetary relief, written demand for
arbitration or written request to toll or waive a statute of limitations received by the Insured; (2)
civil proceeding in a court of law or equity, including any appeal therefrom, which is commenced
by the filing of a complaint, motion for judgment or similar pleading, against the Insured; (3)
administrative or regulatory investigation, inquiry, suit, proceeding, prosecution or governmental
actions against the Insured solely with respect to a Privacy Incident; (4) an arbitration or other
alternative dispute resolution proceeding against the Insured for monetary damages or non- 
monetary or injunctive relief, commenced by the Insured’s receipt of a request or demand for
such proceeding, including any appeal thereof; or (5) written notice received by the Insured for
PCI Costs from a third party, with whom the Insured Organization has entered into a Payment
Card Services Agreement, as a result of actual or alleged non-compliance with the PCI DSS.


G. Client means any person or entity with whom Insured has entered into a written contract to
provide services or deliverables.


H. Computer System means:
(1) Computer hardware;
(2) Software;
(3) Firmware and associated input and output devices;
(4) Mobile and wireless devices;
(5) Data storage devices;
(6) Networking equipment;
(7) Storage area network;
(8) Backup facilities; and


Computer System also means any of the foregoing that are: 
(a) part of an Industrial Control System (ICS), which are controls, systems and


instrumentation used to operate or automate industrial processes; or
(b) operated by and either owned by or leased to the Insured Organization; or
(c) systems operated by a third-party service provider and used for the purpose of


providing hosted computer application services, including cloud services, to the
Insured Organization or for processing, maintaining, hosting or storing the Insured
Organization’s Electronic Data, pursuant to written contract with the Insured
Organization for such services.


I. Contingent Business Interruption Loss means Income Loss and Extra Expense incurred by
the Insured Organization resulting from an Interruption of Service of a Service Provider’s
Computer System, but only if such Interruption of Service would have been covered under this
Policy if such Service Provider had been Insured, applying the same terms and conditions
herein.


J. Criminal Reward Costs means any amount offered by the Insured for information that leads to
the arrest and conviction of any individual(s) committing or trying to commit any illegal act related
to any coverage under this Policy. Criminal Reward Costs does not include, and this Policy will
not cover, any amount offered and paid for information provided by the Insured, the Insured’s
auditors, whether internal or external, any individual hired or retained to investigate the
aforementioned illegal acts, or any other individuals with responsibilities for the supervision or
management of the aforementioned individuals.


K. Crisis Management means public relations or crisis communication services for the purpose of
protecting or restoring the reputation of, or mitigating financial harm to, an Insured.


L. Cyber Crime Incident means:
(1) Telecommunications Hack;
(2) Social Engineering Attack;
(3) Reverse Social Engineering Attack; or
(4) Transfer of Funds Loss
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M. Cyber Crime Loss means:


(1) charges incurred by the Insured from its telecommunications provider, directly
resulting from a Telecommunications Hack; and


(2) loss of Money or Digital Currency directly resulting from any of the following:
(a) Social Engineering Attack;
(b) Reverse Social Engineering Attack; or
(c) Transfer of Funds Loss.


Cyber Crime Loss does not include any amounts reimbursed or reversed by a financial 
institution. 


N. Cyber Event means:
(a) Privacy Incident;
(b) Network Security Incident; or
(c) Cyber Crime Incident.


With respect to I.C.I. Liability Costs, Cyber Event also means Media Incident. 


O. Cyberterrorism means the use of information technology to execute attacks or threats by any
person or group, whether acting alone, or on behalf of, or in connection with, any individual,
organization, or government, with the intention to:


(1) cause harm;


(2) intimidate any person or entity; or
(3) cause destruction or harm to critical infrastructure or data, in furtherance of financial,


social, ideological, religious, or political objectives;


which results in a threat or harm to Your Network Security. 


P. Data Restoration means replacement, restoration, recreation or recovery of data residing on an
Insured’s Computer System which is compromised as a direct result of a Network Security
Incident. If such data is unable to be replaced, restored, recreated or recovered, then Data
Restoration is limited to the costs to make this determination.


Q. Defense Expenses means reasonable and necessary costs, charges, fees (including but not
limited to attorneys' fees, legal fees, and experts' fees) and expenses (except for wages, salaries,
fees, bonuses or stock options, or any other form of compensation of the Insured or the directors,
officers or employees of the Insured) incurred by or on behalf of the Insured in defending or
investigating Claims under this Policy, as well as the premium for any appeal, attachment or
similar bonds, provided that the Insurer shall have no obligation to apply for or furnish such bonds.
Defense Expenses do not include First Party Loss or First Party Expense.


R. Denial of Service Attack means a malicious attack that is designed to slow or completely
interrupt access to a Computer System or website.


S. Digital Currency means a type of digital currency that:


(1) requires cryptographic techniques to regulate the generation of units of currency and
verify the transfer thereof;


(2) is both stored and transferred electronically; and
(3) operates independently of a central bank or other central authority.


T. Electronic Data means information that exists in electronic form, including electronic Personally
Identifiable Information and electronic Protected Information. Electronic Data does not
include Software or Digital Currency.







PRIME 250SL 001 10 20 Page 5 of 21 


U. Extortion Costs means:


(1) expenses to investigate the cause of an Extortion Threat and to
discover if any Privacy Incident has occurred; and 


(2) payment amounts, including the actual costs to execute such payment
amount (whether in Digital Currency or traditional currency) in response to an Extortion 
Threat. 


V. Extortion Threat means a credible threat or series of threats to cause a Privacy Incident or
Network Security Incident.


W. Extra Expense means the actual costs incurred by the Insured in excess of its normal operating
expenses to reduce or avoid Income Loss provided they are in excess of expenses the Insured
would have incurred had there been no System Failure or Network Security Incident.


Extra Expense does not include: (1) Data Restoration; (2) the costs to replace, remediate or
improve the Computer System other than the coverage provided in First Party Loss and First
Party Expense; (3) Bricking Costs; (4) costs to identify or remove software program errors, or
to establish, implement or improve network or data security practices, policies or procedures; (5)
costs or expenses that exceed the amount of Income Loss that is thereby reduced or avoided;
and (6) consequential or liquidated damages, fines, interest, or penalties of any nature, however
denominated, arising by contract.


Extra Expense does not mean and will not include costs for better computer systems or services
than the Insured had before a System Failure or Network Security Incident, including upgrades,
enhancements and improvements.


However, this will not apply if the cost for a more current or secure version of a Computer System
is:


1. no more than 25% greater than the cost that would have been incurred to repair or replace
the Computer System the Insured had before a Network Security Incident; or


2. substantially equivalent to (or less than) the cost to repair or replace the Computer System
the Insured had before a System Failure took place.


Under no circumstances will the Insurer pay costs of acquiring or installing Computer Systems 
which did not form a part of the Insured’s Computer Systems immediately prior to the 
Network Security Incident. 


X. First Party Expense. See Policy Section I, A.


Y. First Party Loss. See Policy Section I, B.


Z. Forensics means the reasonable investigation and analysis charged by third-party service
providers of the Computer System to determine the cause, extent, and scope of a Privacy
Incident or Network Security Incident. Forensics does not include Incident Response.


AA. GDPR means the General Data Protection Regulation (Regulation (EU) 2016/679) and any 


amendment thereto. The GDPR shall also include any state, provincial, territorial, local, or federal 
regulations enacted in furtherance of or pursuant to implementation of the General Data 
Protection Regulation (Regulation (EU) 2016/679) and any amendment thereto. 


BB. GDPR Proceeding means a formal investigation of or an administrative adjudication proceeding 


against an Insured concerning the GDPR by an administrative or regulatory agency, including an 
appeal thereof, commenced by the Insured’s receipt of a subpoena, investigative demand, 
complaint, or similar document. 


CC. Healthcare Records Remediation Service means the following services:


(1) Conducting credit and non-credit investigations to identify fraudulent use of protected


health information;
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(2) Establishing a hotline for the Insured’s potentially affected individuals in compliance


with the Health Information Technology for Economic and Clinical Health Act (HITECH)


(U.S.) requirements or the requirements of any similar Canadian federal, provincial or


territorial law, act, statute or regulation; and


(3) Conducting healthcare identity restoration services for Insured’s potentially affected


individuals.


DD. Identity Monitoring Services means credit monitoring, identity monitoring or identity restoration


services and identification theft insurance (provided we shall have no obligation to furnish such
insurance), for a period of up to two years (or more if required by law) for individuals whose 
Protected Information was or may have been impacted as a direct result of a Privacy Incident. 


EE. Incident Consultation means necessary and reasonable costs charged by a law firm, forensics 


and/or public relations firm designated by the Insurer to provide immediate consultative services 
following the Insured’s discovery of an actual or suspected Privacy Incident or Network 
Security Incident. Incident Consultation does not include Incident Response. 


FF. Incident Response means the costs and expenses charged by the law firm, forensics and/or 


public relations firm, designated by the Insurer to coordinate the investigation and response 
efforts following a Privacy Incident or Network Security Incident, and including those costs 
and expenses required to comply with Privacy and Security Regulations concerning such 
Privacy Incident or Network Security Incident. 


GG. Income Loss means the Insured Organization’s measurable net profit before income taxes that 


the Insured Organization would have earned had no intervening event taken place, or the net 
loss before income taxes the Insured Organization is unable to avoid, during the Period of 
Recovery. 


HH. Insured means the Insured Organization as well as any past, present or future: director, officer, 


board member, trustee, owner, partner, principal, manager, and employee (including full time, 
part time, temporary, leased, seasonal, independent contractor and volunteer) but only for acts 
performed within the scope of their duties on behalf of the Insured Organization. 


II. Insured Organization means Named Insured and any Subsidiary.


JJ. Insurer means the entity issuing this Policy listed on the Declarations. 


KK. Interrelated Incident means any Privacy Incidents, Network Security Incidents, Cyber Crime 


Incidents or Media Incidents that have as a common nexus any: (1) fact, circumstance, 
situation, event, transaction or cause; or (2) series of causally connected facts, circumstances, 
situations, events, transactions or causes. 


LL. Interruption of Service means the actual and measurable interruption or degradation in


performance of the Insured’s Computer System. Interruption of Services also means a
voluntary shutdown of the Insured’s Computer System when such action is taken to minimize, 
avoid or reduce Unauthorized Access or Unauthorized Use. 


MM. Liability Expense. See Policy Section I, C.


NN. Money means currency, coins or bank notes in current use and having face value; and traveler’s 
checks, registered checks, or money orders held for sale to the public. 


OO. Media Incident means any actual or alleged: 


(1) Defamation, slander, libel, or product disparagement alleged by a person or organization
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that claims to have been defamed, slandered or libeled, or by a person or organization 
that claims that his, her or its products have been disparaged; 


(2) Appropriation of name or likeness or publicity that places a person in a false light; or public
disclosure of private facts;


(3) Infringement of title, slogan, trademark, trade name, trade dress, service mark or service
name;


(4) Copyright infringement, plagiarism, or misappropriation of information or ideas; or


(5) Improper deep linking or framing;


directly resulting from publication of content on the Insured Organization’s website, in its printed 
material, or posted by or on behalf of the Insured on any social media site. 


Media Incident shall not include false advertising or labeling on the Insured’s products or services. 


PP. Named Insured means the legal entity stated in Item 1. of the Declarations. 


QQ. Negative Publicity Event means a communication via any medium, including but not limited to 


television, print, radio, electronic, or digital form regarding previously non-public information 
specifically arising from an actual or alleged Privacy Incident, Network Security Incident, 
Media Incident, or Cyber Crime Incident that threatens to, or actually does, negatively and 
material harm the Insured’s reputation. 


RR. Negative Publicity Event Waiting Period means the corresponding amount of hours, as  shown 


in Section 1.A. Item 5. of the Declarations applicable to the Reputational Harm Expense, 
beginning with the time that a Negative Publicity Event is first discovered. 


SS. Network Security Incident means the Insured’s actual or alleged failure to prevent: (1) 


Unauthorized Access to or Unauthorized Use of the Computer System or Third-Party 
Network; (2) a Denial of Service Attack upon or directed at the Computer System or Third- 
Party Network; or (3) malicious code or computer virus created or transmitted by or introduced 
into the Computer System or Third-Party Network that does or could destroy, alter, 
manipulate, or degrade the integrity or performance of a Computer System. 


TT. Notification means sending notice and providing call center services for individuals whose 
Protected Information was or may have been impacted as a direct result of a Privacy Incident. 


UU. Overtime Salaries means the reasonable overtime salaries paid to employees of the Insured 
assigned to handle inquiries from the parties affected by a Cyber Event. 


VV. Payment Card Services Agreement means a written agreement between the Insured


Organization and a financial institution, a payment card company or payment card processor
which enables the Insured Organization to accept credit, debit, prepaid or other payment cards 
as payment for goods or services provided by the Insured Organization. 


WW. PCI Costs means amounts the Insured Organization is legally obligated to pay under a 


Payment Card Services Agreement including: (1) monetary assessments; (2) fines; (3) 
penalties; (4) chargebacks; (5) reimbursements; (6) fraud recoveries; (7) forensic investigation, 
including any PCI forensic investigator; and (8) costs or expenses incurred in connection with a 
PCI DSS compliance audit. PCI Costs will not include any amount levied against the Insured for 
non-compliance with PCI DSS that continues after the Insured has notice of such non-
compliance or costs or expenses incurred to update or improve privacy or network security 
controls, policies, or procedures to a level beyond that which existed prior to the event giving 
rise to PCI Costs or to be compliant with applicable Payment Card Industry Data Security 
Standards. 







XX. PCI DSS means the Payment Card Industry Data Security Standards now in effect or as
amended.


YY. Period of Indemnity means the period of time beginning at the conclusion of the Negative 
Publicity Event Waiting Period and ending at the earlier: 


(1) the date that the Insured discontinues to suffer a loss of net income; or
(2) six months after the conclusion of the Negative Publicity Event Waiting Period


and not limited by the expiration of the Policy Period


ZZ. Period of Recovery is the continuous period of time that begins at the time of Interruption of 


Service of the Computer System and ends when the Computer System is reasonably 
restored or repaired, or in the exercise of due diligence and dispatch could have been restored, 
to the same functionality and level of service that existed prior to the interruption degradation, or 
suspension. In no event will the Period of Recovery exceed one hundred eighty 
(180) days.


AAA. Personally Identifiable Information means: 


(1) any information from which an individual may be uniquely and reliably identified or
contacted, including but not limited to an individual’s name, telephone number, email
address, social insurance number, social security number, medical or healthcare data or
other protected health information, biometric record, driver license number, state,
provincial, or territorial identification number, account number, credit card number, debit
card number, or access code or password that would permit access to that individual’s
financial account;


(2) any other non-public personal information as defined in Privacy and Security
Regulations.


BBB. Privacy Incident means: 


(1) any actual or alleged failure by:
(a) the Insured;
(b) a third party for whom the Insured is legally responsible; or
(c) a Service Provider under written contract with the Insured to process, store or


maintain Protected Information on behalf of the Insured
to prevent Unauthorized Access, Unauthorized Use, acquisition, manipulation, loss, theft or 
misappropriation of Protected Information. Privacy Incident also means the violation of the 
Insured Organization’s privacy policy unintentionally committed by the Insured; 


(2) a violation of any Privacy and Security Regulations; and
(3) the unauthorized or wrongful collection, retention or use of Personally Identifiable


Information by the Insured.


CCC. Privacy and Security Regulations means any local, state, federal, and foreign identity theft and


privacy protection laws, legislation, statutes, or regulations that requests (1) notice to persons
whose Personally Identifiable Information was, or reasonably considered likely to have been, 
accessed or acquired by an unauthorized person; or (2) notice to regulatory agencies of such 
incident. 


Privacy and Security Regulation does not include the GDPR. 


DDD. Professional Services means those acts or services requiring specialized knowledge, skill, or


professional judgment that the Insured renders to others pursuant to a written agreement and
for a fee or other consideration.


EEE. Property Damage means physical damage to, loss or destruction of tangible property, including 
the loss of use of such property. 


FFF. Protected Information means the following in any format: (1) any non-public Personally 
Identifiable Information (including but not limited to personal health information), whether in 
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electronic form, paper or otherwise as defined in any Privacy and Security Regulations; and 
(2) any confidential or proprietary information of a third party provided to the Insured and
protected under a previously executed confidentiality agreement for which the Insured is legally
responsible to maintain in confidence.


GGG. Policy means this policy (including the Declarations, Application and any information provided 
therewith) and any written endorsements attached hereto. 


HHH. Policy Period means the period of time from the inception date of this Policy shown in the 
Declarations specified in Item 2. of the Declarations to the expiration date shown in the 
Declarations, or its earlier cancellation or termination date. 


III. Regulatory Costs means:
(1) amounts paid to a consumer redress fund;


(2) fines; or
(3) penalties


imposed by a federal, state or foreign governmental entity in such entity’s regulatory or official 
capacity, due to a Privacy Incident. 


JJJ. Reputational Harm Expense 


(1) means Income Loss the Insured sustains during the Period of Indemnity that directly
results from a Negative Publicity Event. For purposes of this coverage, Income Loss
means the net profit before income taxes that the Insured is prevented from earning or the
additional net loss before income taxes that the Insured incurs, due to:


(a) Termination of the Insured’s service contracts with one or more of the Insured’s


Clients;
(b) Reduction in the value of the Insured’s business and brands; or


(c) Both (1) and (2) of this definition


arising directly from a Privacy Incident, Network Security Incident, or Cyber Crime 
Incident. 


(2) does not include any:
(a) contractual penalty;
(b) expense incurred to identify or remediate Software program errors or


vulnerabilities;


(c) Liability Expense:


(d) cost resulting from an actual interruption or suspension of an Insured’s business
directly cause by a Privacy Incident, Network Security Incident, System
Failure or Media Incident;


(e) legal cost or expense;
(f) loss arising out of liability to any third party;
(g) fee or expense for the services of a public relations firm, crisis management firm


or law firm to advise an Insured on minimizing the harm to an Insured’s brand or
reputation, or restoring public confidence in an Insured;


(h) other consequential loss or damage; or
(i) Claim, Privacy  Incident, Network  Security Incident  or  Media  Incident


covered under I.A.1. to I.A.4 of the Declarations.


KKK. Reverse Social Engineering Attack, also known as invoice manipulation, means the intentional 


use of the Computer System to mislead or deceive the Insured’s Client or Vendor, through 
misrepresentation of a material fact which is relied upon, believing it to be genuine, and which 
results in the Insured’s Client or Vendor transferring Money or Securities, or Digital 
Currency intended for the Insured to another person or entity. 


LLL. Securities means negotiable and nonnegotiable instruments or contracts representing either
Money or Property.







PRIME 250SL 001 10 20 Page 10 of 21 


MMM. Service Provider means a business the Insured does not own, operate, or control, but that


the Insured hire for a fee pursuant to a written contract to perform services related to the
conduct of the Insured’s business, including but not limited to:


(1) Maintaining, managing, or controlling Computer Systems;


(2) Hosting or facilitating the Insured’s internet website; or
(3) Providing administrative functions, human relations, marketing or other outsourced


services to the Insured.


Service Provider’s Computer System means the Computer System owned or operated by the 
Service Provider performing these functions designated in (1) through (3) above. 


NNN. Social Engineering Attack means the manipulation or deception, by an unauthorized third 


party, of a director, officer, board member, trustee, owner, partner, principal, manager, or 
employee (including full time, part time, temporary, leased, seasonal, independent contractor 
and volunteer) of the Insured Organization, who is authorized to request or make payments 
on behalf of the Insured Organization. The manipulation or deception must be accomplished 
by the transmission of fraudulent communications by the unauthorized third party, and cause 
the director, officer, board member, trustee, owner, partner, principal, manager, or employee 
(including full time, part time, temporary, leased, seasonal, independent contractor and 
volunteer) to transfer, pay or deliver the Insured Organization’s Money to an unintended third- 
party recipient. 


OOO. Software means operations and applications, codes and programs by which Electronic Data 


are electronically collected, transmitted, processed, stored, or received. Software does not 
include Electronic Data. 


PPP. Subsidiary means any entity while the Named Insured: (1) owns more than 50% of such entity’s 


outstanding voting securities, partnership or membership units; (2) has the right to elect or 
appoint a majority of such entity’s directors, officers, managers or trustees; or (3) has sole 
control over such entity’s management structure pursuant to a written contract. Subsidiary 
also means any entity that is acquired by the Insured Organization during the Policy Period 
and whose record count or annual revenues do not exceed 15% of the Insured Organization. 


QQQ. System Failure means: 


(1) an accidental, unintentional, or negligent act or an error or omission committed by the
Insured or the Service Provider in the course of:


(a) data processing, programming, maintenance, service, conversion, modifying,
handling, developing, or maintaining Electronic Data or Software; or


(b) operating, maintaining, or repair of Computer Systems, including the
collection, compilation, processing, warehousing, mining, storage, or
management of data; and


(2) the physical theft of hardware, or components thereof, controlled by the Insured on
which Electronic Data is stored, by a person other than an Insured, from premises
occupied and controlled by the Insured.


RRR. System Failure Business Interruption means the Insurer shall pay the Insured for Business 


Interruption Loss the Insured sustains and reimburse the Insured for any related Extra 
Expense the Insured incurs during the Period of Recovery which exceeds the Waiting 
Period due to a System Failure that directly results in an Interruption of Service that first 
occurs during the Policy Period. 


SSS. System Failure Contingent Business Interruption means we shall pay the Insured for 


Business Interruption Loss the Insured sustains and reimburse the Insured for any related 
Extra Expense the Insured incurs during the Period of Recovery which exceeds the Waiting 
Period due to a System Failure of a Service Provider’s Computer System that directly 
results in an Interruption of Service that first occurs during the Policy Period but only if such 
Interruption of Service would have been covered under this Policy if such Service Provider 
had been the Insured, applying the same 
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terms and conditions herein. 


TTT. Telecommunications Hack means the unauthorized infiltration and manipulation by a third party 
of the Insured’s telephone or fax system in connection with its normal business activities. 


UUU. Third-Party Network means computer hardware, Software and networking equipment owned, 


leased or operated by an entity or individual, other than an Insured, and who is operating under 
written contract with the Insured Organization to provide business process outsourcing 
services or information technology services in support of the Insured Organization’s business 
operations. 


VVV. Transfer of Funds Loss means loss of funds directly resulting from the transmission of


fraudulent instructions to a financial institution which direct that financial institution, to initiate
an electronic funds transfer from the Insured’s account, or otherwise debit the Insured’s 
account. 


WWW.Unauthorized Access means the gaining of access to a Computer System by an 
unauthorized person or persons, or by an authorized person or persons in an unauthorized 
manner. 


XXX. Unauthorized Use means the use of a Computer System by an unauthorized person or persons 
or by an authorized person or persons in an unauthorized manner.


YYY. Vendor means any person or entity with whom the Insured Organization has entered into a 


written contract to provide services to the Insured Organization and is not owned, operated, 
or controlled by the Insured Organization. 


ZZZ. Voice computer system means a Computer System which provides a capability used for the 
direction or routing of telephone calls in a voice communication network. 


AAAA. Waiting Period means the number of consecutive hours specified in Item 5. of the Declarations 


that immediately follows the Interruption of Services related to the Insured’s Computer 
System or a Third-Party Network and will apply to each Period of Recovery. 


BBBB. Your Network Security means the use of hardware, Software, firmware and written security 


policies and procedures by the Insured, or by others on the Insured’s behalf, to protect against 
Unauthorized Access to, or the Unauthorized Use of, your Computer System including the 
use of the Insured’s Computer System in a Denial of Service Attack. 


The Insurer will not make any payment for any First Party Loss, First Party Expense, or Liability 
Expense based upon, arising out of, directly or indirectly resulting from, or in the consequence of: 


A. Conduct Any actual or alleged dishonest, fraudulent, criminal, or malicious, act, error 
or omission or willful violation of any statute or regulation by or with the 
knowledge of (1) the Owner, (2) President, (3) Chief Executive Officer, (4) 
Chief Operating Officer, (5) Chief Financial Officer, (6) Chief Information 
Officer, (7) Chief Technology Officer, (8) Chief Security Officer,(9) Chief 
Privacy Officer, (10) General Counsel, (11) Partner, (12) Director of Risk 
Management or any individual in a position functionally equivalent to any of 
the aforementioned 12 positions of the Insured Organization; provided, 
however, that this exclusion will not apply to Defense Expenses until there 


SECTION III. EXCLUSIONS 
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is an admission, plea of no contest, a final non-appealable adjudication, 
binding arbitration or judgment in a proceeding establishing such conduct. 


B. War War or Civil Unrest based upon, arising out of, or attributable to: (1) war, 
including undeclared or civil war, or action by a military force, including 
action in hindering or defending against an actual or expected attack, by any 
government or sovereign, or other authority using military personnel or other 
agents; or (2) insurrection, rebellion, revolution, riot, usurped power, or 
action taken by governmental authority using military personnel in hindering 
or defending against any of these, however, this exclusion does not apply to 
Cyberterrorism. 


C. Unlawful Profit Any actual or alleged remuneration, profit or other advantage to which the 
Insured is not legally entitled. 


D. Property Damage
and Bodily Injury


Any actual or alleged (1) Property Damage or; (2) Bodily Injury, physical 
injury, sickness, pain, suffering, disease or death of any person. Bodily 
Injury means mental anguish, emotional distress, pain and suffering, 
whether or not resulting from injury to the body, sickness, disease or death 
of any natural person, however, this exclusion does not apply to mental 
anguish, emotional distress, pain and suffering, or shock resulting from a 
Privacy Incident. 


E. Theft Any actual or alleged loss, transfer or theft of monies, Securities or the 
value of tangible properties; provided however, this exclusion will not apply 
to an otherwise covered Cyber Crime Loss or Transfer of Funds Loss. 


F. Force Majeure Any actual or alleged fire, smoke, explosion, lightning, wind, water, flood, 
earthquake, volcanic eruption, tidal wave, landslide, hail, act of God, 
epidemic, nature, or any other physical event. 


G. Pollution Any actual or alleged discharge, dispersal, release or escape of toxic 
chemicals, liquids or gases, waste materials, pollutants or any other 
contaminants. 


H. Outage Any actual or alleged electrical or mechanical failure including 
telecommunications, Internet service telecommunications, Internet service, 
satellite, cable, electricity, gas, water or other utility service providers not 
under the Insured Organization’s operational control, whether or not there 
is another cause of loss which may have contributed concurrently or in any 
sequence to a loss. For the avoidance of doubt, this exclusion will not apply 
to any failure or outage in, or disruption of, power, utility services, satellites, 
or telecommunications external services under the direct operational control 
of the Insured. 


I. ERISA/SEC Any actual or alleged violations of the Employee Retirement Income Security 
Act of 1974, the Securities Act of 1933, the Securities Exchange Act of 1934, 
any amendments thereto or any rules or regulations promulgated in 
connection therewith, or any derivative suit. 


J. Intellectual
Property


Any actual or alleged violation or infringement of any intellectual property 
right or obligation, including: 


1. infringement of copyright of software, firmware, or hardware;
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2. misappropriation, misuse, infringement, or violation of any patent or
trade secret;


3. distribution or sale of, or offer to distribute to sell, any
goods, products, or services; or


4. other use of any goods, products, or services that infringes or
violates any intellectual property law or right relating to the
appearance, design, or function of any goods, products, or services;


however, this exclusion will not apply to an otherwise covered Media 
Incident provided that, this exception to exclusion J. Intellectual Property will 
not apply to any violation or infringement of any intellectual property right or 
obligation described in items 1. and 2. above. 


K. Reduced Value
of Data


Any actual or alleged reduction in economic or market value of any data. 


L. Consumer
Protection


Any actual or alleged unsolicited communications including fax, email, and 
text), false advertising, deceptive trade practices, restraint of trade, unfair 
competition or antitrust violations, including any as a violation of the Truth in 
Lending Act, Fair Debt Collection Practices Act, Telephone Consumer 
Protection Act, Fair Credit Reporting Act, Federal Trade Commission Act, 
Sherman Anti-Trust Act, the Clayton Act, or any amendments to the 
foregoing, or related state laws or anti-spam statutes or those concerning a 
person’s right to seclusion, provided, however, this exclusion does not apply 
if such unsolicited electronic dissemination of faxes, electronic mail or other 
communications to multiple actual or prospective customers by the Insured 
or any other third party was caused by a Network Security Incident. 


M. Employment
Discrimination


Any actual or alleged employment practice violation or a Claim by or on 
behalf of any Insured; provided, however, that this exclusion will not apply to 
an otherwise covered Claim arising out of a Privacy Incident. 


N. Prior Knowledge Any: (1) Claim, Privacy Incident, Network Security Incident, Cyber 
Crime Incident, Media Incident, Interrelated Incident, fact, circumstance, 
transaction or event which has been the subject of any written notice given 
under any other policy before the inception date of this Policy; (2) prior or 
pending litigation, regulatory or administrative proceeding or any Claim of 
which the Insured had knowledge or received notice prior to the inception 
date of this Policy or, if this Policy is a renewal of another policy issued by 
the Insurer, the first such insurance policy issued to the Named Insured by 
the Insurer and continuously renewed until the inception date of this Policy; 
or (3) any matter that prior to the inception date of this Policy, or if this 
Policy is a renewal of another policy issued by the Insurer, the first such 
insurance policy issued to the Named Insured by the Insurer and 
continuously renewed until the inception date of this Policy, the Insured 
knew or reasonably should have known could lead to a Claim, First Party 
Loss, First Party Expense or Liability Expense. 


O. Governmental Acts Any: (1) action by a public or governmental entity, including the seizure or
destruction of the Insured’s Computer System or (2) a government 
required closure. 
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P. Games of Chance


Q. Breach of Contract


R. Breach of Warranty


S. Insured vs. Insured


T. Product or Service
Failure


Any contest, game of chance or skill, gambling, lottery, or promotional game, 
including tickets or coupons or over-redemption related thereto. 


Any contractual liability or obligation or any breach of any contract, warranty, 
guarantee or prime, including any liability of others assumed by any 
Insured; provided, however, this exclusion shall not apply: 


1) if such liability would have attached to the Insured even in the
absence of such contract, warranty, guarantee or promise;


2) to any obligation to maintain the confidentiality or security of
Personally Identifiable Information or Protected Information,
solely if such liability arises out of a Privacy Incident or Network
Security Incident; or


3) to any obligation to comply with the Payment Card Industry Data
Security Standard under a merchant services agreement or similar
contract.


Any actual or alleged: 
1) breach of any warranty, guarantee, or prime of fitness or suitability,


whether express, implied, constructive, oral or written;
2) inaccurate, inadequate, or incomplete description of the price of your


goods, products or services; or
3) failure of any good, product or service to conform with an advertised


quality or performance,
provided, however, that this exclusion does not apply to any: 


a) Liability Expenses resulting from any Claim made against any
Insured;


b) First Party Expense you incur resulting from a Cyber Event


c) other amount claimed under any other Coverage that would exist
even in the absence of such warranty, guarantee, or promise.


Any Claim made by or on behalf of, or at the behest of, or for the benefit of, 
any Insured against any other Insured. This exclusion shall not apply to any 
Claim brought by: 


1) any Insured in his or her capacity:


a) as your customer or Client; or


b) as your employee or independent contractor for a Privacy
Incident relating to the theft, loss, unauthorized access, or
unauthorized disclosure of such employee’s or independent
contractor’s Personally Identifiable Information; or


2) any entity other than you if any Insured served as a director or officer
of such entity at the time the Cyber Event took place.


Any: 
(1) failure of the Insured’s products, including Software, to perform the
function, or serve the purpose, intended by any third party or any Insured; or
(2) the rendering of or failure to render Professional Services,


however, this exclusion shall not apply to any obligation to maintain the 
confidentiality or security of Personally Identifiable Information or 
Protected Information, solely if such liability arises out of a Cyber Event. 


A. Limit of Insurance and Deductible


SECTION IV. GENERAL TERMS AND CONDITIONS 
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(1) The aggregate limit of liability as indicated in Item 3. of the Declarations is the maximum the
Insurer is obligated to pay for all First Party Loss and First Party Expense, covered by this
Policy. The aggregate limit of liability as indicated in Item 3. of the Declarations is the maximum
the Insurer is obligated to pay for all Liability Expense covered by this Policy.


(2) The Insurer will only be liable for those amounts payable under this Policy which are in excess
of the applicable Deductible(s). Such Deductibles must be paid by the Insured and cannot be
insured.


(3) In the event more than one Deductible/Waiting Period applies to any Claim, First Party Loss,
First Party Expense, or Liability Expense the maximum total Deductible/Waiting Period
applicable to such Claim, First Party Loss, First Party Expense, or Liability Expense shall be
the largest of such applicable Deductible/Waiting Period.


(4) With respect to the Declarations Section II.B.1. to II.B.4., the applicable Retention/Waiting Period
is the greater of:


(a) the applicable dollar Retention amount; or
(b) the Waiting Period


set forth in Item 5. of the Declarations for the respective Insuring Agreement. Business 
Interruption Loss, Contingent Business Interruption Loss, and Extra Expense applicable 
to the Retention/Waiting Period shall be computed as the start of the Interruption of Service. 


(5) With respect to the Insuring Agreement I.A.5., the Insurer shall pay only Reputational Harm
Expense in excess of the Negative Publicity Event Waiting Period listed under Item 5.I.A.(5).


B. Defense and Settlement


The Insurer has the right and duty to defend, and the right to select counsel to defend an Insured
against any Claim, even if the allegations of the Claim are groundless, false or fraudulent. The
Insurer’s duty to defend will cease upon of the exhaustion of the Liability Expense aggregate
limit of liability as indicated in Item 5.I.C.(1). of the Declarations. The Insured agrees not to make
any payment, participate in any settlement, admit liability, assume obligation or incur any First
Party Loss, First Party Expense, or Liability Expense without the prior written consent of the
Insurer, which consent will not be unreasonably withheld. The Insured must provide the Insurer
with full assistance and cooperation and must provide all information deemed necessary to
investigate any Privacy Incident, Network Security Incident or Media Incident, settle any
Claim, or pay any First Party Loss, First Party Expense, or Liability Expense.


If the  Insured  refuses  to  consent  to  any  settlement  or  compromise  recommended  by the
Insurer and acceptable to the claimant, the Insurer’s liability for such Claim will not


exceed:


1. the amount for which such Claim could have been settled plus Defense
Expenses incurred up to the time and date the Insured refused to settle such
Claim; and


2. fifty percent (50%) of Liability Expenses incurred after such settlement was
refused by the Insured,


in excess of the amount such Claim could have settled under such settlement.  The remaining 
Liability  Expenses  shall  be  borne  by,  or  on  behalf  of,  the  Insured  at  its  own  risk. 


C. Notice
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1. Notice to Insurer


As a condition precedent to coverage under this Policy 


(a) the Insured must provide written notice to the Insurer of any Privacy Incident,
Network Security Incident or Cyber Crime Incident as soon as possible after
the Insured is made aware of such Privacy Incident, Network Security
Incident or Cyber Crime Incident but in no event more than ninety (90) days
after the Privacy Incident, Network Security Incident or Cyber Crime Incident
is discovered by the Insured. The Insured will not incur any First Party Loss
and First Party Expense without the Insurer’s consent; and


(b) the Insured must provide written notice to the Insurer of any Claim as soon as
possible after the Insured is made aware of such Claim but no later than ninety
(90) days after the end of the Policy Period or end of the Extended Reporting
Period (if applicable). The Insured will not incur any Liability Expense without
the Insurer’s consent.


2. Notice of Circumstance


If, during the Policy Period or Extended Reporting Period (if applicable) any Insured first 
becomes aware of a Privacy Incident, Network Security Incident or Media Incident which may 
reasonably give rise to a future Claim under this Policy and gives written notice to the Insurer 
of: 


a) the nature of the Privacy Incident, Network Security Incident or Media Incident;
b) the parties involved;
c) the injury or damages that has or may result therefrom; and
d) the circumstances by which the Insured first became aware thereof;


then any Claim arising out of an Interrelated incident that involves a Privacy Incident, Network 
Security Incident or Media Incident that is subsequently made against the Insured will be 
related back to and be deemed to have been made at the time any Insured gave such written 
notice of circumstances to the Insurer. 


The Insured will provide written notice to the Insurer either to the mailing or email address set 
forth in Item 10. of the Declarations. Communication or assistance in connection with any Incident 
Consultation DOES NOT constitute Notice to Insurer or Notice of Circumstance under this 
Policy. 


D. Proof of Loss


Requests for payment or reimbursement of First Party Loss and First Party Expense, incurred
by the Insured will be accompanied by a proof of such First Party Loss and First Party
Expense. Such proof of loss must include, in detail, how the costs were calculated, what
assumptions have been made and will include any applicable reports, books of accounts, bills,
invoices and other vouchers or proofs of payment made by the Insured in relation to such First
Party Loss and First Party Expense. Furthermore, the Insured will cooperate with, and provide
any additional information reasonably requested by, the Insurer in its investigation of First Party
Loss and First Party Expense, including but not limited to the exercise of the Insurer’s right to
investigate and audit the proof of loss and inspect the records of an Insured.


Business Interruption Loss or Contingent Business Interruption Loss will be determined by
taking full account and due consideration of an Insured’s proof of loss in addition to business
conditions affecting the Insured Organization’s net profit, including net profit gained during the
same period in the prior year, had the Network Security Incident not occurred. Under no
circumstances will the determination include a potential increase in net profit the Insured may
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have earned as a result of an increase in the volume of the Insured Organization’s business 
due to potential favorable business conditions. 


The Insured may examine any Insured under oath, while not in the presence of any other Insured 
and at such times as may be reasonably required, about any matter relating to this insurance or 
the Claim, including an Insured’s books and records. In the event of an examination, an 
Insured’s answers must be signed. 


E. Extended Reporting Period


1. Automatic Extended Reporting Period


If this Policy is cancelled or non-renewed for any reason other than non-payment of premium, the 
Named Insured will have an automatic Extended Reporting Period, for a period of sixty (60) days 
after the end of the Policy Period. 


2. Additional Extended Reporting Period


If this Policy is cancelled or non-renewed for any reason other than non-payment of premium, 
provided the Insured does not obtain replacement coverage as of the effective date of such 
cancellation or non-renewal, the Named Insured will have the right to purchase an Additional 
Extended Reporting Period within sixty (60) days after the end of the Policy Period. Such 
Additional Extended Reporting period will be for a period of: 


a. 12 months after the end of the Automatic Extended Reporting Period and
will be subject to an additional premium of 75% of the annualized
premium;


b. 24 months after the end of the Automatic Extended Reporting Period and
will be subject to an additional premium of 125% of the annualized
premium; or


c. 36 months after the end of the Automatic Extended Reporting Period and
will be subject to an additional premium of 150% of the annualized
premium.


The Additional Extended Reporting Period is non-cancelable and the additional premium for the 
Additional Extended Reporting Period will be fully earned at the time of purchase. 


The Additional Extended Reporting Period does not increase or reinstate any limits of insurance 
and does not provide coverage for First Party Loss, First Party Expense, or Liability Expense 
from any Privacy Incident, Network Security Incident, Cyber Crime Incident or Media 
Incident which first takes place after the end of the Policy Period. A change in terms, conditions, 
exclusions or premiums of this Policy will not be considered a non-renewal for purposes of 
triggering the Named Insured’s right to purchase an Additional Extended Reporting Period. 


F. Cancellation and Non-Renewal


1. Cancellation


a. The Named Insured may cancel this Policy by surrender of this Policy to the Insurer or
by giving prior written notice to the Insurer stating such cancellation shall take effect.


b. This Policy may not be canceled by the Insurer except for one or more of the following
reasons:


i. non payment of premium; or


ii. fraud or material misrepresentation affecting this Policy.
c. Written Notice of cancellation shall be mailed or delivered by the Insurer to the Named


Insured at least:
i. 15 days prior to the effective date of cancellation, if this Policy is cancelled for
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nonpayment of premium; or 
ii. 60 days prior to the effective date of cancellation, if this Policy is cancelled for


any reason other than nonpayment of premium.
d. In the event of cancellation, the Insurer shall refund the unearned premium pro rata.


2. Nonrenewal


If the Insurer elects not to renewal this Policy, the Insurer shall mail to the Named Insured 
written notice thereof at least 60 days prior to the expiration of the Policy Period unless: 


a. the reason for the nonrenewal is due to the nonpayment of premium; or
b. the Named Insured has abstained replacement coverage with another insurance


company.
The Insurer’s offer of renewal terms and conditions or premium different than those in effect prior 
to the renewal shall not constitute an election by the Insurer not to renew this Policy. 


3. Notice
The Insurer shall send all notices required under this Subsection IV.F.1. by certified mail or
registered mail to the Named Insured at the address in Item 1. of the Declarations, and by mail
or electronic mail to the Named Insured’s authorized agent or broker, if any. Proof of mailing
shall be sufficient proof of notice.


G. Spouses, Domestic Partners, Estates and Legal Representatives


Coverage under this Policy will extend to any Claim resulting from any Privacy Incident,
Network Security Incident or Media Incident made against the lawful spouse or domestic
partner of an Insured as well as the estate, heir or legal representative of an Insured who is
deceased or legally incompetent, insolvent or bankrupt; however, no coverage is provided for any
act, error or omission of said spouse, domestic partner, estate, heir or legal representative. It is
further understood that all terms and conditions of this Policy apply to such Claim made against
an Insured’s spouse, domestic partner, estate, heir or legal representative.


H. Application, Representations and Severability


The Insured represents that the particulars and statements contained in the Application are true,
complete and accurate. The Insured issued this Policy in reliance upon the truth of those
representations and such particulars and statements by the Insured, which are deemed to be
incorporated into and constitute part of this Policy, are the basis of this Policy. In the event there
is any material misrepresentation, untruth or other omission in connection with any of the
statements of facts in the Application then this Policy will be void with respect to: (1) any Insured
who knew of such misrepresentation, untruth or omission; and (2) the Insured Organization but
only if the Owner, President, Chief Executive Officer, Chief Operating Officer, Chief Financial
Officer, Chief Information Officer, Chief Technology Officer, Chief Security Officer, Chief Privacy
Officer, General Counsel, Partner, Director of Risk Management, or any individual in a position
functionally equivalent to any of those aforementioned positions of the Insured Organization
knew of such misrepresentation, untruth or omission.


I. Subrogation


In the event of any payment under this Policy, and there is the ability to recover against any third
party, it is agreed that the Insured tenders its rights of recovery to the Insurer. The Insured also
agrees to assist the Insurer in exercising such rights. If prior to the Privacy Incident, Network
Incident, Cyber Crime Incident or Media Incident connected with such payment, the Insured
has agreed in writing to waive such rights of recovery against a third party, then the Insurer will
not, and will not have an obligation to, pursue its rights of recovery against said third party.
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J. Other Insurance


First Party Loss and First Party Expense covered by this Policy is also covered by any other
valid and collectible policy with an applicable sublimit that is lower than the available limit under
this Policy, then this Policy will apply as the primary policy.


If any Claim covered by this Policy is also covered by any other valid and collectible policy, then
this Policy will only apply to the Liability Expense in excess of the amount of any deductible,
retention or limit of insurance under such other policy whether such other policy is stated to be
primary, contributory, excess, contingent or otherwise, unless such other policy is written
specifically excess of this Policy.


K. Territory


The coverage provided under this Policy applies worldwide. However, coverage provided under
this Policy does not apply to the extent that trade or economic sanctions or other similar laws or
regulations prohibit the Insurer from providing coverage or payment of Claims.


L. Currency


All First Party Loss, First Party Expense, Liability Expense, premium, limits of liability,
retention and any other amounts under this Policy are expressed and payable in the currency of
the United States of America. If any settlement, judgement, First Party Loss, First Party
Expense, Liability Expense or any other amounts under this Policy are incurred, stated,
determined or adjudicated in a currency other than United States dollars then payment shall be
made in United States dollars at the rate of exchange published in the Wall Street Journal on the
date the Insurer is obligated to pay such amount.


M. Material Changes


1. Acquisition or Formation of Subsidiary


a. If during the Policy Period, the Named Insured acquires or forms any
Subsidiary, then the coverage of this Policy shall automatically apply to such
acquired or formed organization from the data of such acquisition or formation,
unless the annual revenue of such acquired or formed organization immediately
preceding such acquisition or formation is more than 20% of the consolidated
annual revenue of the Named Insured’s revenues immediately preceding such
acquisition or formation.


b. if, during the Policy Period, the Named Insured acquires or forms any
Subsidiary and the annual revenue of such acquired or formed organization
immediately preceding such acquisition or formation is more than 20% of the
consolidated annual revenue of the Named Insured’s revenues immediately
preceding such acquisition or formation, coverage for such acquired or formed
organization shall apply from the date of such acquisition or formation and be
conditioned upon:


i. the Named Insured notifying the Insurer in writing within 90 days of the
acquisition or formation of such organization;


ii. our receiving full information including an application as the Insurer
deems necessary;


iii. the Named Insured’s agreement to any modification, premium
adjustment, or both modification and premium adjustment, to this Policy
that we may require with respect to such organization;


iv. the Insurer’s agreement in writing to provide such coverage; and
v. the Named Insured’s payment of any additional premium when due.
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c. Coverage under this Policy for any Subsidiary formed or acquired during the
Policy Period shall apply only with respect to a Privacy Incident, Network
Security Incident, Cyber Crime Incident or Media Incident that first took place
prior to the effective date of such merger, acquisition or appointment.


2. Cessation of Subsidiaries


If any organization ceases to be a Subsidiary, no coverage shall be provided under this
Policy with respect to any such organization for any:


a. Privacy Incident, Network Security Incident, Cyber Crime Incident or Media
Incident involving such organization


b. amount claims under any Coverage incurred or sustained by any such
organization or persons,


after the date such organization ceased to be a Subsidiary. 


3. Acquisition or Bankruptcy of the Named Insured


If during the Policy Period any of the following occurs: 
a) the acquisition by any person or entity or affiliated group of persons or entities of


50% or more of the Named Insured’s issued and outstanding voting securities
representing the present right to vote for the election of the Named Insured’s
directors;


b) the acquisition, divestiture, or sale of more than 50% of your assets or liabilities
(as reflected in the Named Insured’s most recent financial statement) by or to
any person or entity or affiliated group of persons or entities;


c) the appointment of a receiver, conservator, trustee, liquidator, rehabilitator, or
any similar official for or with respect to the Named Insured; or


d) the Named Insured’s merger with or consolidation into any other entity such that
the Named Insured is not the surviving entity,
then such coverage as existed under this Policy before such event shall continue


in full force and effect for any Privacy Incident, Network Security Incident, Cyber 
Crime Incident or Media Incident occurring before any of the events shown in IV.M.3.a., 
IV.M.3.b., IV.M.3.c., IV.M.3.d.. However, solely with respect to the events as shown in
IV.M.3.a., IV.M.3.b., IV.M.3.d., coverage shall cease with respect to any Privacy
Incident, Network Security Incident, Cyber Crime Incident or Media Incident
occurring after such event.


The occurrence of an event as shown in IV.M.3.a., IV.M.3.b., IV.M.3.c., IV.M.3.d. shall 
not affect the Insured’s right to purchase an Extended Reporting Period unless all 
premium due for the remainder of the Policy Period has not been fully paid within 30 
days of the effective date of such event, in which case the Insured shall have no right to 
purchase the Extended Reporting Period. 


N. Assignment


Assignment of interest under this Policy will not bind the Insurer unless its consent is endorsed
hereon.


O. Conformity to Law


Any terms of this Policy in conflict with the terms of any applicable laws are hereby amended to
conform to such laws.


P. Legal Action Against the Insurer and Bankruptcy


No action may be taken against the Insurer unless, as a condition precedent thereto, there has
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been full compliance with all the terms of this Policy and the amount of an Insured’s obligation 
to pay has been finally determined either by judgment against an Insured after adjudicatory 
proceedings, or by written agreement of the Named Insured, the claimant and the Insurer. No 
legal action can be brought under this Policy against anyone other than by the Named Insured. 


Bankruptcy or insolvency of any Insured or the estate of any Insured will not relieve the Insurer 
of its obligations under this Policy. 


Q. Alternative Dispute Resolution (ADR)


The Insurer and the Named Insured shall submit any dispute or controversy arising out of or
relating to this Policy to non-binding mediation. Unless otherwise agreed by the parties, such
non-binding mediation shall be administered by the American Arbitration Association in
accordance with its then-prevailing Commercial Mediation Rules.


If the dispute is not resolved in the mediation, then either party to the mediation may thereafter
commence a judicial proceeding against the other party with respect to such dispute, provided
that neither party may commerce such a judicial proceeding prior to 90 days following
termination of the mediation.


The parties to the mediation shall share equally the fees and expenses of the mediator as well
as other common expenses of the mediation process.


R. Representative of the Insured


By acceptance of this Policy, the Named Insured will be designated to act on behalf of all
Insureds for all purposes including the giving and receiving of all notices and correspondence,
the cancellation or non-renewal of this Policy, the payment of premiums and the receipt of any
return premiums that may be due under this Policy.


S. Entire Agreement


This Policy constitutes the entire agreement between the parties. The terms, conditions and
limitations of this Policy can be waived or changed only by written endorsement. No change to
this Policy can be made except by written endorsement to this Policy signed by an authorized
representative of the Insured. Headings used in this Policy are for convenience and do not
expand or interpret the Policy terms.
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SERVICE OF PROCESS ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 


changes are made to the Policy: 


I. In any cause of action arising under this Policy, or certificate, cover note, or other


confirmation of this insurance issued by the Insured’s surplus lines agent, Insurer will, at the


Insured’s request, submit to the jurisdiction of a court of competent jurisdiction within the


United States as required by applicable law. Nothing herein constitutes or should be


understood to constitute a waiver of Insurer’s rights to commence an action in any court of


competent jurisdiction in the United States, to remove an action to a United States District


Court, or to seek a transfer of a case to another court as permitted by the laws of the United


States or of any state in the United States. In any suit instituted against Insurer upon this


Policy, Insurer will abide by the final decision of such court or of any appellate court in the


event of appeal.


II. All lawful process may be served in any action, suit or proceeding instituted by, or on behalf


of, the Insured or any beneficiary under this policy, against Insurer arising out of this Policy,


upon:


Palomar Excess and Surplus Insurance Company
General Counsel 


7979 Ivanhoe Ave., Suite 500,         
La Jolla, CA 92037 


III. Pursuant to any law of any state, the District of Columbia or territory of the United States


which makes provision therefore, Insurer hereby designates the Superintendent,


Commissioner or Director of Insurance or other applicable individual specified for that


purpose in the applicable statute or regulation, or his successor or successors in office, as


attorney or agent for receipt of lawful service of process as Insurer’s true and lawful attorney


upon whom may be served any lawful process in any action, suit or proceeding instituted by


or on behalf of the Insured or any beneficiary hereunder arising out of this Policy, and


Insurer hereby designates the above-named as the person to whom the said individual, the


surplus lines producer, or any applicable state surplus lines association or stamping office, is


authorized to mail such process or a true copy thereof. The service of process as set forth


above and below is cumulative to any other methods which may be provided by law for


service of process upon Insurer.


IV. THE INSURER HEREBY MODIFIES THE LANGUAGE IN THE ENDORSEMENT ABOVE IN


EACH APPLICABLE STATE AS SET FORTH BELOW TO COMPLY WITH THE


DISCLOSURES AND REQUIREMENTS OF THAT STATE:


A. Alaska.  Insurer may be sued upon a cause of action arising in Alaska under this Policy,


pursuant to the procedures set forth in AS 21.33.  Further, by assuming surplus lines insurance,


Insurer subjects itself to Chapter 31 of the Alaska Insurance Code.


B. Arizona.  By issuing or delivering a surplus lines policy through a surplus lines broker in Arizona,


Insurer is conclusively deemed to have irrevocably appointed the Arizona Director of Insurance


as our agent for acceptance of service of all legal process issued in Arizona in any action or
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proceeding under or arising out of such policy, and service of the process on the director is lawful 


personal service on Insurer. 


C. Arkansas.  Insurer may be sued upon a cause of action arising in Arkansas under this Policy,


pursuant to the procedures set forth in Ark. Code Ann. § 23-65-203.


D. California.  Insurer may be sued upon any cause of action arising in California under this Policy,


or any evidence of such insurance issued or delivered by the surplus line broker, pursuant to the


procedures set forth in Cal. Ins. Code §§ 1610 to 1620, inclusive. Further, by assuming surplus


line insurance, Insurer subjects itself to Chapter 6 of the California Insurance Code.


E. Colorado.  In any cause of action arising under this Policy, Insurer may be sued in the district


court of the county in which the cause of action arose.  Service of legal process may be made in


any such action by service upon the Commissioner of the Department of Insurance of Colorado


as provided in Colo. Rev. Stat. Ann. § 10-5-114.  The commissioner shall forthwith mail a copy of


the process served to the person designated in Section II of this Endorsement, by prepaid


registered mail with return receipt requested. Insurer shall have forty (40) days from the date of


service upon the Commissioner within which to plead, answer, or otherwise defend the action.


Upon service of process upon the commissioner in accordance with Colo. Rev. Stat. Ann. § 10-5-


114, the court shall be deemed to have jurisdiction in personam over Insurer.


F. Delaware.  Insurer shall be sued upon any cause of action arising in Delware under any contract


issued by Insurer as a surplus line contract pursuant to Delaware surplus lines law, in the


Superior Court of Delaware.  Service of legal process against Insurer may be made in any such


action by service of two (2) copies upon the Commissioner of the Department of Insurance of


Delaware and payment of the service of process fee as specified in Del. Code Ann tit. 18 § 701.


The Commissioner shall in like manner mail a copy of the process served to the person


designated in Section II of this Endorsement. Upon service of process upon the Commissioner in


accordance with Del. Code Ann. tit. 18, § 1934, the court shall be deemed to have jurisdiction in


personam over Insurer.


G. Georgia.  Insurer hereby designates the Georgia Insurance Commissioner as Insurer’s true and


lawful attorney, upon whom may be served all lawful process in any action, suit or proceeding


arising out of any insurance Insurer writes delivered pursuant to Georgia. Code Ann. §§ 33-5-20


through 33-5-35, inclusive.


H. Hawaii. Insurer may be sued upon any cause of action arising in Hawaii under this Policy, or


any evidence of such insurance issued or delivered by the surplus line broker, pursuant to the


procedures set forth in Hawaii Rev. Stat. § 431:2. Further, by assuming surplus line insurance,


Insurer subjects itself to Chapter 8 of the Hawaii Insurance Code.


I. Idaho.  Insurer shall be sued upon any cause of action arising in Idaho under any contract


issued by Insurer as a surplus line contract pursuant to Idaho surplus lines law, in the district


court of the county in which the cause of action arose.  Service of legal process against Insurer


may be made in any such action by service upon the Director of the Department of Insurance of


Idaho as provided in Idaho Code Ann. § 41-334(1). The director shall forthwith mail a copy of the


process served to the person designated in Section II of this Endorsement, by prepaid registered


mail with return receipt requested. Insurer shall have thirty (30) days from the date of service


upon the director within which to plead, answer, or otherwise defend the action. Upon service of


process upon the director in accordance with Idaho Code Ann. § 41-1231 the court shall be


deemed to have jurisdiction in personam over Insurer.
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J. Illinois.  Insurer hereby designates the Illinois Director of Insurance and his successors in office


as Insurer’s true and lawful attorney, upon whom may be served all lawful process in any action,


suit or proceeding arising out of any insurance Insurer writes delivered pursuant to 215 Ill. Comp.


Stat. § 5/445.


K. Iowa.  Insurer may be sued upon a cause of action arising in Iowa under a surplus lines


insurance policy or contract placed by Insurer or upon evidence of insurance placed by Insurer


and issued or delivered in Iowa by a surplus lines insurance producer.  Any service of legal


process against Insurer may be made in any such action by service upon the person designated


in Section II of this endorsement.


L. Kentucky.  Insurer shall be sued upon any cause of action arising in Kentucky under any


contract issued by Insurer as a surplus lines contract pursuant to subtitle 10 of the Kentucky


Insurance Code, in the Circuit Court of the county in which the cause of action arose. Any service


of legal process against Insurer may be made in any such action by service upon the Secretary


of State of the State of Kentucky as provided in Ky. Rev. Stat. Ann. § 304.3- 230(5).  The


Secretary of State shall mail process to the person designated in Section II of this endorsement.


M. Louisiana.  Insurer shall be sued, upon any cause of action arising in Louisiana under any


contract issued by Insurer as a surplus lines contract pursuant to Chapter 2, Part 1, Subpart O of


the Louisiana Insurance Code, in the district court of the parish in which the cause of action


arose.  Service of legal process against Insurer may be made in any such action by service upon


the secretary of state of Louisiana or some other person in his office whom he may designate


during his absence.  The secretary of state shall forthwith mail the documents of process served,


or a true copy thereof, to the person designated in Section II of this Endorsement by registered or


certified mail or by commercial courier as defined in La. Rev. Stat. Ann. tit. § 13:3204(D).  Insurer


shall have forty (40) days from the date of service upon the secretary of state within which to


plead, answer, or otherwise defend the action. Upon service of process upon the secretary of


state in accordance with this provision, the court shall be deemed to have jurisdiction in


personam over Insurer.


N. Maine.  Insurer shall be sued, upon any cause of action arising in Maine under any contract


issued by Insurer as a surplus lines contract pursuant to Title 24-a, Chapter 19, Section 2019 of


the Maine Insurance Code, in the Superior Court.  Service of legal process against the Insurer


may be made in any such action by service of 2 copies upon the person designated in Section II


of this endorsement. Upon service of process in accordance with this provision, the court is


deemed to have jurisdiction in personam of Insurer.


O. Michigan.  Insurer hereby appoints the Michigan Insurance Commissioner as Insurer’s resident


agent for the purposes of service of process in Michigan.


P. Mississippi.  Insurer may be sued upon any cause of action arising in Mississippi under any


contract issued by it as authorized by the Mississippi Insurance Code, in a court of competent


jurisdiction in any county in which the plaintiff may reside, or in which the cause of action arose.


Insurer hereby authorizes service of citation or other legal process upon the Mississippi


Commissioner of Insurance, who shall mail citation or other document or process required to the


person identified in Section II of the endorsement for the purpose by registered mail or certified


mail with return receipt requested.


Q. Missouri.  Insurer may be sued upon any cause of action arising in Missouri under any surplus


lines insurance contract made by Insurer or evidence of insurance issued or delivered by the


surplus lines licensee pursuant to the procedure provided in Mo. Ann. Stat. §§375.256-375.266.
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Insurer hereby appoints the director of the department of commerce and insurance of the state of 


Missouri, and his successor or successors in office upon whom may be served all lawful process 


in any action, suit, or proceeding instituted in any county in this state, by or on behalf of Insured 


or beneficiary arising out of any contract of insurance, who shall mail process to the person 


indicated in Section II of this endorsement.  


R. Nevada.  Insurer may be sued in a district court of Nevada under any insurance contract entered


into by it under Title 57, Chapter 685.a of the Nevada Insurance Code.  Service of legal process


against Insurer may be made in any such action by service of two copies thereof upon the


Commissioner or an authorized representative of the Commissioner and payment of the fee


specified in NRS 680B.010. The Commissioner or an authorized representative of the


Commissioner shall forthwith mail a copy of the process served to the person indicated in Section


II of this endorsement for the purpose by prepaid registered or certified mail with return receipt


requested. For the purposes of this provision, “process” includes only a summons, or the initial


documents served in an action. The Commissioner or an authorized representative of the


Commissioner is not required to serve any documents after the initial service of process.  Insurer


has 40 days from the date of service of the summons and complaint upon the Commissioner or


an authorized representative of the Commissioner within which to plead, answer or defend any


such suit.  Upon service of process upon the Commissioner or an authorized representative of


the Commissioner and its mailing in accordance with this provision, the court shall be deemed to


have jurisdiction in personam of Insurer.


S. New Mexico.  Insurer shall be sued, upon any cause of action arising in New Mexico under any


surplus line insurance policy issued by it, in the district court of the county in which the cause of


action arose.  Service of legal process against Insurer may be made in any such action by


service upon the superintendent as provided for in Section 99 of the New Mexico Insurance


Code.  The superintendent shall forward legal process served upon him to the person designated


in Section II of this endorsement.


T. New York.  Insurer designates the New York superintendent or his successors in office the


Insurer's true and lawful attorney upon whom may be served all lawful process in any


proceeding instituted by or on behalf of Insured or a beneficiary arising out of any contract


effectuated in accordance with (i) subsection (b) or (c) of Section 2117 or (ii) Section 2105 of


Chapter 28 of the New York Code of Insurance.


U. North Carolina.  In any cause of action arising under this Policy, Insurer may be sued in North


Carolina. For any action commenced in North Carolina, service of process on Insurer shall be


made pursuant to the procedures in N.C.G.S.A 58-16-30. Insurer hereby designates the North


Carolina Insurance Commissioner as the true and lawful person upon whom any lawful process


may be served in any action, suit or proceeding instituted by or on behalf of the Named Insured.


V. Oklahoma. Insurer hereby designates the Oklahoma Insurance Commissioner as Insurer’s true


and lawful attorney, upon whom may be served all lawful process in any action, suit or


proceeding arising out of any insurance Insurer writes delivered pursuant to Okla. Stat. Ann. tit.


36 §§1100 through 1120.


W. Oregon. Insurer may be sued upon any cause of action arising in Oregon under this Policy, or


any evidence of such insurance issued or delivered by the surplus line broker, pursuant to the


procedures set forth in ORS 735.490. Further, by assuming surplus line insurance, Insurer


subjects itself to ORS 735.400 to 735.495.
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X. Pennsylvania.  In any cause of action arising under this policy or evidence of insurance issued or


delivered by a surplus lines licensee, Insurer may be sued in the Commonwealth of


Pennsylvania.  For any action commenced in the Commonwealth of Pennsylvania, any service of


process on Insurer shall be made pursuant to the procedures provided by 42 Pa.C.S. Ch. 53


Subch. B (relating to interstate and international procedure). Insurer is deemed thereby to have


subjected ourselves to accepting service of process under 42 Pa.C.S. Ch. 53 Subch. B.  Insurer


hereby designates the Pennsylvania Insurance Commissioner as the true and lawful person upon


whom any lawful process may be served in any action, suit or proceeding instituted by or on


behalf of the Named Insured.


Y. Puerto Rico.  In any action brought in Puerto Rico under an insurance contract issued as a


surplus line pursuant to Title 26, Subtitle 1, Chapter 10, by Insurer, duplicate copies of legal


process shall be served upon the Commissioner of Insurance of the Commonwealth of Puerto


Rico. The Commissioner shall forthwith mail one copy of the process so served to the person


designated in Section II of this Endorsement, by registered mail with return receipt requested.


Upon service of process upon the Commissioner and such mailing of process, the court shall be


deemed to have jurisdiction in personam over Insurer. Insurer shall have forty-five days after


such date of mailing within which to plead, answer, or otherwise defend the action. At time of


such service of process the plaintiff shall pay to the Commissioner three dollars, taxable as costs


in the action.


Z. South Dakota.  Any cause of action against Insurer arising in South Dakota on a surplus line


contract shall be brought in the circuit court for the county in which the cause of action arose.


Service of legal process against Insurer may be made in any such action by service upon the


South Dakota director of the Division of Insurance as provided in S.D. Codified Laws § 58-6-39.


The director shall forthwith mail a copy of the process served, to the person designated in Section


II of this Endorsement, by prepaid registered or certified mail with return receipt requested.


Insurer shall have thirty days from the date of service upon the director within which to plead,


answer, or otherwise defend the action. Upon service of process upon the director in accordance


with S.D. Codified Laws § 58-6-38, the court shall be deemed to have jurisdiction in personam


over Insurer. By issuing a surplus lines policy, Insurer is deemed thereby to have authorized


service of process against Insurer in the manner and to the effect as provided in S.D. Codified


Laws § 58-6-37.


AA. Tennessee.  Insurer may be sued upon any cause of action arising in Tennessee under any 


surplus lines insurance contract issued by Insurer or certificate, cover note or other confirmation 


of the insurance issued by the surplus lines agent, pursuant to the same procedure as is provided 


for unauthorized insurers in Title 56, Chapter 2, Part 6 and Tenn. Code Ann. § 56-7-105(b) of the 


of Tennessee Insurance Law. By assuming a surplus lines insurance risk pursuant to Title 56, 


Chapter 14, Part 1, Insurer is deemed to have subjected ourselves to the requirements of Tenn. 


Code Ann. § 56-14-112. 


BB. Texas.  Insurer may be sued on any cause of action arising in Texas under any surplus lines 


insurance contract issued by Insurer or under any certificate, cover note, or other confirmation of 


that insurance issued by the surplus lines agent, under the same procedure as is provided for 


unauthorized insurers in Sections 7.1404, 7.1410, and 7.1411 of Title 28 of the Texas 


Administrative Code (relating to Service of Process Procedure for Domestic Insurers Approved 


To Operate under the Insurance Code, Article 1.28, Foreign and Alien Insurance Companies, 


Risk Retention Groups, Purchasing Groups, Third Party Administrators, Unauthorized Persons or 


Insurers, Organizations Formed under the Insurance Code, Article 3.71, and Surplus Lines 


Insurers; Service of Process on Commissioner on Behalf of Unauthorized Persons or Insurers; 


and Service of Process, Notice, Order, or Pleading on Secretary of State on Behalf of 
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Unauthorized Persons and Insurers).  By assuming a surplus lines risk under Chapter 981 of the 


Texas Insurance Code, Insurer is subject to Tex. Ins. Code Ann. § 804.106. Any act of engaging 


in the business of insurance by Insurer, an eligible surplus lines insurer, constitutes the 


irrevocable appointment by Insurer of the Texas Secretary of State as agent for service of 


process arising from our engagement of the business of insurance in Texas, other than service of 


process for an action or proceeding by the department or state, and signifies our agreement that 


service under Tex. Ins. Code Ann. § 804.106 has the same effect as personal service on Insurer 


or our successor in interest. The plaintiff shall supply the address provided in Section II of this 


Endorsement in any citation served under Tex. Ins. Code Ann. § 804.106. Service of process as 


set forth in this Endorsement is in addition to any other method provided by law for service of 


process on a surplus lines insurer, including the method provided by Chapter 804, Subchapter C 


of the Texas Insurance Code. 


CC. Washington.  For any cause of action arising in Washington under any contract issued as a


surplus line contract under Chapter 48.15 of the Washington Insurance Code, Insurer must be


sued in the superior court of the county in which the cause of action arose.  By issuing a policy


under Chapter 48.15, Insurer has authorized service of process against Insurer in the manner


prescribed under Wash. Rev. Code § 48.02.200. Insurer hereby designates the Washington


Commissioner of Insurance as the person upon whom such service of process may be made.


DD. West Virginia. Insurer may be sued upon any cause of action arising in West Virginia under any


surplus lines insurance contract made by Insurer or evidence of insurance issued or delivered by


the surplus lines licensee pursuant to the procedure provided in W. VA. Code § 33-12C-10.


EE. Wyoming. Insurer shall be sued, upon any cause of action arising in Wyoming under any 


contract issued by Insurer as a surplus lines contract pursuant to Title 26, Chapter 11 of the 


Wyoming Insurance Code, in the district court of the county in which the cause of action arises.  


Service of legal process against the Insurer may be served upon the commissioner as provided 


in Wyo Stat. Ann. § 26-3-122. The commissioner shall immediately mail a copy of the process to 


the person designated in Section II of this endorsement. Upon service of process in accordance 


with this provision, the court is deemed to have jurisdiction in personam of Insurer. 


All other terms and conditions of this Policy remain unchanged. 
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CALIFORNIA CONSUMER PRIVACY ACT (CCPA) ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy: 


A. SECTION I.C. LIABILITY EXPENSE COVERAGE is amended by the addition of the
following under Liability Expense:


(4) California Consumer Privacy Act (CCPA) Costs


B. SECTION II. DEFINITIONS of the Policy is amended by the removal and replacement of Section
II.AAA with the following:


AAA. Personally Identifiable Information means: 
(1) any information from which an individual may be uniquely and reliably identified or


contacted, including but not limited to an individual’s name, telephone number, email
address, social insurance number, social security number, medical or healthcare data
or other protected health information, biometric record, driver license number, state,
provincial, or territorial identification number, account number, credit card number,
debit card number, or access code or password that would permit access to that
individual’s financial account;


(2) any other non-public personal information as defined in Privacy and Security
Regulations;


(3) all personal data as defined by the CCPA in connection with a CCPA Proceeding; and


(4) with the exception of personal data as defined by the CCPA, does not include
information lawfully available to the general public for any reason, including but not
limited to information from federal, state, provincial, territorial, municipal, or other local
government records.


C. SECTION II. DEFINITIONS of the Policy is amended by the addition of the following definitions:


California Consumer Privacy Act (CCPA) Costs means amounts the Insured is legally obligated
to pay in responding to a CCPA Proceeding that directly results from a Privacy Incident or a
Network Security Incident that takes place during the Policy Period or Extended Reporting
Period.


CCPA means the California Consumer Privacy Act (Section 1798.100 of California Civil Code)
and any amendment thereto. CCPA shall also include any state, provincial, territorial, local, or
federal regulations enacted in furtherance of or pursuant to implementation of the California
Consumer Privacy Act and any modifications and amendment thereto.


CCPA Proceeding means a formal investigation of or an administrative adjudication proceeding
against an Insured concerning CCPA by an administrative or regulatory agency, including an
appeal thereof, commenced by the Insured’s receipt of a subpoena, investigative demand,
complaint, or similar document.


D. Item 5. of this Policy’s Declarations is amended by the addition of the following:


Coverage Included (yes/no) Each Claim 


Limit of Liability 


Deductible / 


Waiting Period 


Retroactive Date 


CCPA Costs Yes 
$3,000,000.00 $25,000.00 Full Prior Acts


Policy Number: PLM-CB-SFCYUNZFB Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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All other terms and conditions of this Policy remain unchanged. 







GENERAL DATA PROTECTION REGULATION (GDPR) ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy: 


A. SECTION I.C. LIABILITY EXPENSE COVERAGE is amended by the addition of the following
under Liability Expense:


(4) General Data Protection Regulation (GRPR) Costs


B. SECTION II. DEFINITIONS of the Policy is amended by the removal and replacement of II.AAA
with the following:


AAA. Personally Identifiable Information means:


(1) any information from which an individual may be uniquely and reliably identified or
contacted, including but not limited to an individual’s name, telephone number, email
address, social insurance number, social security number, medical or healthcare data
or other protected health information, biometric record, driver license number, state,
provincial, or territorial identification number, account number, credit card number,
debit card number, or access code or password that would permit access to that
individual’s financial account;


(2) any other non-public personal information as defined in Privacy and Security
Regulations; and


(3) all “personal data” as defined by the GDPR; and


(4) with the exception of “personal data” as defined by the GDPR, does not include
information lawfully available to the general public for any reason, including but not
limited to information from federal, state, provincial, territorial, municipal, or other local
government records.


C. SECTION II. DEFINITIONS of the Policy is amended by the addition of the following definitions:


General Data Protection Regulation (GRPR) Costs means amounts the Insured is legally
obligated to pay in responding to a GDPR Proceeding that directly results from a Privacy Incident
or a Network Security Incident that takes place during the Policy Period or Extended Reporting
Period.


D. Item 5. of this Policy’s Declarations is amended by the addition of the following:


Coverage Included 


(yes/no) 


Each Claim 


Limit of Liability 


Deductible / 


Waiting Period 


Retroactive 


Date 


GDPR Costs Yes 


All other terms and conditions of this Policy remain unchanged. 
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$3,000,000.00 $25,000.00 Full Prior Acts


Policy Number: PLM-CB-SFCYUNZFB Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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UTILITY FRAUD ATTACK 
Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy: 


A. The following limit and deductible applies solely to the coverage provided in this endorsement:


Coverage Each Claim Limit of 
Liability 


Deductible / 
Waiting Period 


Utility Fraud Attack 


B. SECTION II. DEFINITIONS, Items L. and M. of the Policy are deleted in their entirety
and replaced with the following:


L. Cyber Crime Incident means:
(1) Telecommunications Hack;
(2) Social Engineering Attack;
(3) Reverse Social Engineering Attack;
(4) Transfer of Funds Loss; or
(5) Utility Fraud Attack.


M. Cyber Crime Loss means:
(1) charges incurred by the Insured from its telecommunications provider, directly


resulting from a Telecommunications Hack; and
(2) loss of funds directly resulting from any of the following:


(a) Social Engineering Attack;
(b) Reverse Social Engineering Attack;
(c) Transfer of Funds Loss; or
(d) Utility Fraud Attack.


Cyber Crime Loss does not include any amounts reimbursed or reversed by a financial 
institution. 


C. SECTION II. DEFINITIONS of the Policy is amended by the addition of the following
definitions:


Utility Fraud Attack means additional amounts incurred by the manipulation or deception, by an
unauthorized third party for its use of the Insured Organization’s natural gas, oil, or internet (the
“Utilities”); provided, however, that such additional costs for the Utilities are:


(1) incurred pursuant to a written contract between the Insured Organization and the
respective utility provider, which was executed before the Utility Fraud Attack first
occurred;


(2) billed to the Insured Organization by statements issued by the respective
utility provider, which include usage or consumption information;


(3) not charged to the Insured Organization at a flat fee that does not scale with the rate
or use of the respective utility; and


(4) incurred pursuant to statements issued by the respective utility provider and due for
payment during the Policy Period.


$100,000.00 $25,000.00


Policy Number: PLM-CB-SFCYUNZFB Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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All other terms and conditions of this Policy remain unchanged. 







MEDIA LIABILITY ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy: 


A. SECTION II. DEFINITIONS of the Policy is amended by the removal and replacement of II.OO.
with the following:


OO. Media Incident means any actual or alleged:


(1) Defamation, slander, libel, or product disparagement alleged by a person or organization
that claims to have been defamed, slandered or libeled, or by a person or organization
that claims that his, her or its products have been disparaged;


(2) Appropriation of name or likeness or publicity that places a person in a false light; or
public disclosure of private facts;


(3) Infringement of title, slogan, trademark, trade name, trade dress, service mark or service
name;


(4) Copyright infringement, plagiarism, or misappropriation of information or ideas; or


(5) Improper deep linking or framing;


directly resulting from the Insured Organization’s business in the course of gathering 
communicating, reproducing, publishing, disseminating, displaying, releasing, transmitting, 
or disclosing Media Material, including social media authorized by the Insured to the public. 


Media Incident shall not include false advertising or labeling on the Insured’s products of services. 


B. SECTION II. DEFINITIONS of the Policy is amended by the addition of the following definition:


Media Material means any data, text, sounds, numbers, images, graphics, videos, streaming
content, webcasts, podcasts, or blogs but does not mean computer software or the actual goods,
products, or services described, referenced, illustrated, or displayed in such Media Material.


All other terms and conditions of this Policy remain unchanged. 
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BIPA EXCLUSION ENDORSEMENT


This endorsement modifies the insurance provided under the following:


COWBELL CYBER RISK INSURANCE POLICY – PRIME 250


SECTION III. EXCLUSIONS of the Policy is amended by adding the following:


Any actual or alleged violation of the Illinois Biometric Information Protection Act, or any
amendments to the foregoing, or related federal, state or international law related to the
collection of biometric information.


Any actual or alleged unlawful or unauthorized collection of biometric information.


All other terms and conditions of this Policy remain unchanged.
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DISCLOSURE PURSUANT TO TERRORISM RISK INSURANCE ACT 
THIS ENDORSEMENT IS ATTACHED TO AND MADE PART OF YOUR POLICY IN RESPONSE TO THE 
DISCLOSURE REQUIREMENTS OF THE TERRORISM RISK INSURANCE ACT THIS ENDORSEMENT 
DOES NOT GRANT COVERAGE OR CHANGE THE TERM AND CONDITIONS OF ANY COVERAGE 
UNDER THIS POLICY.  


DISCLOSURE OF TERRORISM RISK INSURANCE ACT PREMIUM 


The portion of your annual premium that is attributable to coverage for acts of terrorism is: $_____ 


In accordance with the federal Terrorism Risk Insurance Act, the Insurer is required to provide 
the Insured with a notice disclosing the portion of the Insured’s premium, if any, attributable to 
coverage for terrorist acts certified under the Terrorism Risk Insurance Act. The portion of the 
Insured’s premium attributable to such coverage is shown in the Policy Declarations.   


The United States Government, Department of the Treasury, will pay a share of terrorism losses 
insured under the federal program. The federal share equals a percentage as follows of that 
portion of the amount of such insured losses that exceeds the applicable insurer retention. The 
federal share of terrorism losses is 80%.  


However, if aggregate insured losses attributable to terrorist acts certified under the Terrorism 
Risk Insurance Act exceed $100 billion in a calendar year, the Treasury will not make any 
payment for any portion of the amount of such losses that exceeds $100 billion. 


If aggregate insured losses attributable to terrorist acts certified under the federal Terrorism Risk 
Insurance Act exceed $100 billion in a calendar year and the Insurer have met the Insurer 
deductible under the Terrorism Risk Insurance Act, the Insurer will not be liable for the payment 
of any portion of the amount of such losses that exceeds $100 billion, and in such case insured 
losses up to that amount are subject to pro rata allocation in accordance with procedures 
established by the Secretary of the Treasury.  


All other terms and conditions of this Policy remain unchanged. 


261.71


Policy Number: PLM-CB-SFCYUNZFB Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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CAP ON LOSSES FROM CERTIFIED ACTS OF TERRORISM 
Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are added to the Policy: 


CERTRIFIED ACTS OF TERRORISM 


If aggregate insured losses attributable to terrorist acts certified under the federal Terrorism Risk Insurance 
Act exceed $100 billion in a calendar year and the Insurer has met the Insurer deductible under the 
Terrorism Risk Insurance Act, the Insurer will not be liable for the payment of any portion of the amount of 
such losses that exceeds $100 billion, and in such case insured losses up to that amount are subject to pro 
rata allocation in accordance with procedures established by the Secretary of the Treasury. 


Certified Act of Terrorism means an act that is certified by the Secretary of the Treasury, in accordance 
with the provisions of the federal Terrorism Risk Insurance Act, to be an act of terrorism pursuant to such 
Act. The criteria contained in the Terrorism Risk Insurance Act for a Certified Act of Terrorism includes 
the following:  


1. The act resulted in insured losses in excess of $5 million in the aggregate, attributable to all types
of insurance subject to the Terrorism Risk Insurance Act; and


2. The act is a violent act or an act that is dangerous to human life, property or infrastructure and is
committed by an individual or individuals as part of an effort to coerce the civilian population of
the United States or to influence the policy or affect the conduct of the United States Government
by coercion.


The terms and limitations of any terrorism exclusion, or the inapplicability or omission of a terrorism 
exclusion, do not serve to create coverage for First Party Loss, First Party Expense, or Liability Expense 
that is otherwise excluded under this Policy.  


All other terms and conditions of this Policy remain unchanged. 


Policy Number: PLM-CB-SFCYUNZFB Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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TRADE OR ECONOMIC SANCTIONS EXCLUSION ENDORSEMENT 


Solely for the purpose of coverage under this endorsement it is understood and agreed the following 
changes are made to the Policy:  


This insurance does not provide any coverage, and the Insurer shall not make payment of any claim or 
provide any benefit hereunder, to the extent that the provision of such coverage, payment of such claim or 
provision of such benefit would expose the Insurer to a violation of any applicable trade or economic 
sanctions, laws or regulations, including but not limited, to those administered and enforced by the United 
States Treasury Department’s Office of Foreign Assets Control (OFAC).  


All other terms and conditions of this Policy remain unchanged. 


Policy Number: PLM-CB-SFCYUNZFB Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022
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SURPLUS LINES COMPLIANCE NOTICE


ISSUING CARRIER 


We are pleased to enclose policy documents for this account. 


Please be advised that by binding this risk with the above 
referenced Surplus Lines Insurance Company, you agree that as 
the Surplus Lines Broker responsible for the placement of this 
insurance policy, it is your obligation to comply with all States 
Surplus Lines Laws including completion of any declarations / 
affidavits that must be filed as well as payment of any and all 
Surplus Lines taxes that must be remitted to the State(s). We will 
look to you for indemnification if controlling Surplus Lines Laws 
are violated by you as the Surplus Lines broker responsible for 
the placement. 


You further confirm that any applicable state requirement 
concerning a diligent search for coverage by admitted carriers 
has been fulfilled in accordance with state law. 


Thank you for this placement and your regulatory compliance.


NAMED INSURED: 


POLICY NUMBER: 


STATE: 


SURPLUS LINES BROKER:  


FILING STATE SURPLUS LICENSE NUMBER:  


AGENCY NAME: 


AGENCY MAILING ADDRESS:


Palomar Excess and Surplus Insurance 
Company


Finance Authority of Maine


PLM-CB-SFCYUNZFB


ME


Brady Cohen


PRN339737


Aon


199 WATER ST , ,NEW YORK ,NY ,10038


Policy Number: PLM-CB-SFCYUNZFB Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022


6800 Koll Center Parkway, Suite 250, Pleasanton CA 94566
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MAINE SURPLUS LINES NOTICE


This insurance contract is issued pursuant to the Maine Insurance 
Laws by an insurer neither licensed by nor under the jurisdiction 
of the Maine Bureau of Insurance.


Policy Number: PLM-CB-SFCYUNZFB Issue Date: Mar 15, 2022
Effective Date: Mar 15, 2022


6800 Koll Center Parkway, Suite 250, Pleasanton CA 94566







Cybersecurity & 
insurance to keep 
your business safe
Coalition is the best way for a company to 
manage cyber risk. We provide comprehensive 
insurance coverage, free cybersecurity tools 
to monitor and protect your business, and 24/7 
expert incident response to help you quickly 
respond to a cyber incident.


Coalition covers more of the financial, tangible, and intangible exposures your business faces as than any other insurance company.


The most innovative and comprehensive coverage available


Ransomware
A hacker has encrypted all of your files 


and won’t unlock them until you pay a 


ransom. Not to worry, we’ll cover the 


costs to restore your data and get you 


up and running again. 


Wire Fraud & Social Engineering
A funds transfer request is sent to your 


controller by someone pretending to 


be your CEO. The funds may be out 


the door, but at least you’re not out of 


pocket—we’ve got you covered.


Phishing and Data Breaches
A hacker gains access to an employee’s 


email or breaches your network. We’ll 


cover costs to fix the problem and 


breach related expenses such as credit 


monitoring and regulatory penalties.


coalitioninc.com 


+
State-of-the-art cybersecurity Best-in-class cyber insurance


Our cybersecurity platform includes 24/7 


security monitoring, automated security alerts, 


employee training, and access to security experts 


to prevent cyber incidents before they occur


We protect the value of your entire business 


including financial, intangible, and tangible 


damage with up to $15M of the most 


comprehensive cyber insurance


Hackers are smart, breaches are common, accidents happen. 
You need the most comprehensive protection. That’s Coalition.


Coalition, Inc.    ·    1160 Battery Street, Suite 350, San Francisco, CA 94111    ·    help@coalitioninc.com


Insurance products underwritten by Coalition Insurance Solutions, Inc. (CA License #0L76155). Insurance products are available only through licensed surplus lines brokers. Consult your quote or policy for specific  
carrier information. This is marketing material only, and does not form part of the policy. Copyright © 2021. All rights reserved. Coalition and the Coalition logo are trademarks of Coalition, Inc. or its affiliates.



http://coalitioninc.com

https://twitter.com/solvecyberrisk

mailto:help%40coalitioninc.com?subject=
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To learn more visit www.coalitioninc.com


* Consult your quote or policy for specific carrier information.


Ready to protect your business?


Incidents happen, which is why you have insurance in the first 
place. Coalition is the only insurance firm with a dedicated 24/7 
incident response and claims team to help you quickly respond 
to an incident. Join thousands of other organizations who rely on 
Coalition to provide emergency first response.


We’re here for you when you need us most
“I never thought I’d say I was passionate 


about an insurance platform, but what you 


guys have built is exceptional.”


— VERIFIED COALITION POLICYHOLDER


Don’t just protect 
your network, protect 
your business
We offer a full suite of security apps including 
24/7 security monitoring, automated threat 
and intelligence alerts, DDoS mitigation, 
security benchmarking, ransomware protection, 
employee training, patch reminders, and more—
included with each policy at no additional cost.


coalitioninc.com 


The capabilities of Coalition.  
The financial strength of the world’s leading insurers.


Coalition’s insurance products are offered with the financial security of many of the 
world’s leading (re)insurers including Swiss Re Corporate Solutions, Arch Insurance 


North America, and Lloyd’s of London, among others.


Coalition, Inc.    ·    1160 Battery Street, Suite 350, San Francisco, CA 94111    ·    help@coalitioninc.com


Insurance products underwritten by Coalition Insurance Solutions, Inc. (CA License #0L76155). Insurance products are available only through licensed surplus lines brokers. Consult your quote or policy for specific  
carrier information. This is marketing material only, and does not form part of the policy. Copyright © 2021. All rights reserved. Coalition and the Coalition logo are trademarks of Coalition, Inc. or its affiliates.



http://www.coalitioninc.com

http://coalitioninc.com

https://twitter.com/solvecyberrisk

mailto:help%40coalitioninc.com?subject=





Notice


This insurance contract is issued pursuant to the Maine Insurance Laws by an insurer neither licensed by nor
under the jurisdiction of the Maine Bureau of Insurance.
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Coalition Insurance Solutions, Inc.
ME License No. AGN289240


1160 Battery Street, Suite 350
San Francisco, CA 94111
Producer Code: 1035616


COALITION CYBER POLICY


POLICY DECLARATIONS


NOTICE: YOUR POLICY CONTAINS CLAIMS-MADE AND REPORTED COVERAGE. CLAIMS-MADE AND REPORTED
COVERAGE APPLIES ONLY TO CLAIMS THAT ARE FIRST MADE AND REPORTED DURING THE POLICY PERIOD OR
EXTENDED REPORTING PERIOD, IF PURCHASED. THE LIMIT OF LIABILITY AVAILABLE TO PAY DAMAGES WILL BE
REDUCED AND MAY BE EXHAUSTED BY CLAIMS EXPENSES. FURTHERMORE, CLAIMS EXPENSES WILL BE APPLIED
AGAINST THE RETENTION.


PLEASE READ YOUR POLICY CAREFULLY AND CONSULT YOUR INSURANCE ADVISOR ABOUT ANY QUESTIONS YOU
MIGHT HAVE.


Filing Policy No.: C-4LQ7-018448-CYBER-2022
Renewal of: New


Broker: Brady Cohen
Broker License Number: PRN339737
Agency: AON Risk Services Northeast, Inc.
Agency Address: 165 Broadway Street


New York, NY 10006


Item 1. Named Insured Maine Connectivity Authority
Address 111 Sewall Street


Augusta, ME 04330


Item 2. Policy Period From: June 17, 2022
To: June 17, 2023
Both dates at 12:01 AM at the address
stated in Item 1.


Item 3. Policy Premium Premiumwithout TRIA $1,691.31
TRIA Premium $1.69
Policy Premium $1,693.00


Item 4. Aggregate Policy Limit of Liability $2,000,000
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Coalition Insurance Solutions, Inc.
ME License No. AGN289240


1160 Battery Street, Suite 350
San Francisco, CA 94111
Producer Code: 1035616


Item 5. Insuring Agreement(s) purchased, Limits of Liability, and Retentions


Coverage under this policy is provided only for those Insuring Agreements for which a
limit of liability appears below. If no limit of liability is shown for an Insuring Agreement,
such Insuring Agreement is not provided by this policy. The Aggregate Policy Limit of
Liability shown above is the most the Insurer(s) will pay regardless of the number of Insured
Agreements purchased.


THIRD PARTY LIABILITY COVERAGES


Insuring Agreement Limit/Sub-Limit Retention/Sub-Retention
A. NETWORK AND INFORMATION SECURITY LIABILITY $2,000,000 $5,000
B. REGULATORY DEFENSE AND PENALTIES $2,000,000 $5,000
C. MULTIMEDIA CONTENT LIABILITY $2,000,000 $5,000
D. PCI FINES AND ASSESSMENTS $2,000,000 $5,000


FIRST PARTY LIABILITY COVERAGES


Insuring Agreement Limit/Sub-Limit Retention/Sub-Retention
E. BREACH RESPONSE $2,000,000 $5,000
F. CRISIS MANAGEMENT AND PUBLIC RELATIONS $2,000,000 $5,000
G. CYBER EXTORTION $2,000,000 $5,000
H. BUSINESS INTERRUPTION AND EXTRA EXPENSES $2,000,000 $5,000


i. Waiting period: 8 hours
ii. Enhanced waiting period: 8 hours


I. DIGITAL ASSET RESTORATION $2,000,000 $5,000
J. FUNDS TRANSFER FRAUD $250,000 $25,000


Item 6. Pre-Claim Assistance $420


Item 7. Insurers and Quota Share Percentage


Insurer Policy No. Quota Share% of Loss Quota Share Limit of Liability Premium
North American Capacity
Insurance Company


CCP1057368-00 30.0% $600,000 $507.90


Arch Specialty Insurance
Company


CCP1057368-00 45.0% $900,000 $761.85


Ascot Specialty Insurance
Company


CCP1057368-00 25.0% $500,000 $423.25


Theobligationsof each Insurer in this Item7. of theseDeclarations are limited to the extent
of its Quota Share % of Loss up to its Quota Share Limit of Liability.
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Coalition Insurance Solutions, Inc.
ME License No. AGN289240


1160 Battery Street, Suite 350
San Francisco, CA 94111
Producer Code: 1035616


Item 8. Notification of incidents, claims, By Email
or potential claims Attn: Coalition Claims


claims@thecoalition.com


By Phone
1.833.866.1337


By Mail
Attn: Coalition Claims
1160 Battery Street, Suite 350
San Francisco, CA 94111


Item 9. Retroactive Date Full prior acts coverage


Item 10. Continuity Date June 17, 2022


Item 11. Optional Extended Reporting Period Additional premium: N/A
Extended period: N/A


Item 12. Choice of Law ME


Item 13. Endorsements and Forms Effective at Inception


DECLARATIONS SP 14 797 0221
COALITION CYBER POLICY SP 14 798 0419
QUOTA SHARE ENDORSEMENT SP 15 629 0218
SERVICE OF SUIT ENDORSEMENT SP 14 927 0219
BODILY INJURY AND PROPERTY DAMAGE ENDORSEMENT –
1ST PARTY SP 14 799 1117


BODILY INJURY AND PROPERTY DAMAGE ENDORSEMENT –
3RD PARTY SP 14 800 0518


COMPUTER REPLACEMENT ENDORSEMENT SP 17 514 0419
POLLUTION ENDORSEMENT SP 14 801 0318
REPUTATION REPAIR ENDORSEMENT SP 14 802 1117
REPUTATIONAL HARM LOSS SP 16 383 0718
SERVICE FRAUD ENDORSEMENT SP 16 183 0518
CAP ON LOSSES FROM CERTIFIED ACTS OF TERRORISM SP 17 252 0219
DISCLOSURE PURSUANT TO TERRORISM RISK INSURANCE
ACT SP 17 255 0220


MISCELLANEOUS AMENDMENTS (AON) ENDORSEMENT SP 17 010 1218
STATE CHANGES SP 16 553SL 0219
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Coalition Insurance Solutions, Inc.
ME License No. AGN289240


1160 Battery Street, Suite 350
San Francisco, CA 94111
Producer Code: 1035616


BREACH RESPONSE SEPARATE LIMIT ENDORSEMENT SP 16 296 0618
REGULATORY COVERAGE ENHANCEMENT ENDORSEMENT –
CCPA AND GDPR SP 17 147 1119


COURT ATTENDANCE COST REIMBURSEMENT ENDORSEMENT SP 16 777 0918
CRIMINAL REWARD COVERAGE SP 16 670 0818
DUTY TO COOPERATE ENDORSEMENT SP 17 274 0219
INVOICE MANIPULATION ENDORSEMENT SP 17 813 0819
YOUR OBLIGATIONS AS AN INSURED ENDORSEMENT SP 17 275 0219
PHISHING (IMPERSONATION) AND PROOF OF LOSS
PREPARATION EXPENSE ENDORSEMENT SP 18 435 0720


WRONGFUL COLLECTION EXCLUSION SP 18 324 0521
$0 RETENTION FOR SERVICES FROM COALITION INCIDENT
RESPONSE SP 18 395 0620


MULTI-FACTOR AUTHENTICATION (MFA) RETENTION
REDUCTION SP 17 814 0819


THE DECLARATIONS, THE APPLICATION, THE COALITION CYBER POLICY, AND ANY ENDORSEMENTS ATTACHED
THERETO, CONSTITUTE THE ENTIRE POLICY BETWEEN US, THE ENTITY NAMED IN ITEM 1 OF THE DECLARATIONS,
AND ANY INSURED.


IN WITNESS WHEREOF, we have caused this Policy to be signed officially below.


Authorized Representative


June 17, 2022
Date


Coalition Insurance Solutions, Inc.
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Coalition Insurance Solutions, Inc.
ME License No. AGN289240


1160 Battery Street, Suite 350
San Francisco, CA 94111
Producer Code: 1035616


IN WITNESS THEREOF, the issuing company has caused this policy to be signed officially below.


President Secretary


North American Capacity Insurance Company
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Coalition Insurance Solutions, Inc.
ME License No. AGN289240


1160 Battery Street, Suite 350
San Francisco, CA 94111
Producer Code: 1035616


INWITNESSWHEREOF, Arch Specialty Insurance Company has caused this policy to be executed and attested.


John Mentz Regan Shulman
President Secretary
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Coalition Insurance Solutions, Inc.
ME License No. AGN289240


1160 Battery Street, Suite 350
San Francisco, CA 94111
Producer Code: 1035616


                                                                                                                              
IN WITNESS WHEREOF, Ascot Specialty Insurance Company has caused this policy to be executed and attested.


Jeff A. Sipos
Corporate Secretary


Matthew C. Kramer
Chief Executive Officer
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COALITION CYBER POLICY 


 


SECTION I  


INTRODUCTION 
 


 


This Policy is a contract of insurance between the named insured and us. 
This Policy includes and must be read together with the Declarations page 
and any Endorsements. 
 
The insurance provided under this Policy for claims made against you is on 
a claims made and reported basis, and applies to claims only if they are first 
made against you during the policy period and reported to us during the 
policy period or any applicable Optional Extended Reporting Period. Claim 
expenses reduce the applicable Limits of Liability and are subject to 
retentions. 
 
Please note that the terms in bold lower case print are defined terms and 
have special meaning as set forth in Section IX, DEFINITIONS. 


SECTION II  


WHAT WE COVER – OUR 
INSURING AGREEMENTS 


In consideration of the named insured's payment of the premium, in 
reliance upon the information provided to us, including in and with the 
application, and subject to the Limits of Liability and applicable 
Retention(s), exclusions, conditions, and other terms of this Policy, we agree 
to provide the following insurance coverage provided that: 
 


1. The claim is made against you during the policy period, and is 
reported to us during the policy period or any applicable Optional 
Extended Reporting Period;  


2. The incident, privacy liability, or multimedia wrongful act first 
took place after the retroactive date and before the end of the 
policy period; and 


3. Notice is provided in accordance with Section IV, YOUR 
OBLIGATIONS AS AN INSURED. 
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THIRD PARTY LIABILITY COVERAGES 
 


A. NETWORK AND 
INFORMATION SECURITY 
LIABILITY 


We will pay on your behalf claim expenses and damages that you 
become legally obligated to pay resulting from a claim against you for a 
security failure, data breach, or privacy liability. 


B. REGULATORY DEFENSE 
AND PENALTIES 


We will pay on your behalf claim expenses and regulatory penalties that 
you become legally obligated to pay resulting from a claim against you in 
the form of a regulatory proceeding for a security failure or data 
breach. 


C. MULTIMEDIA CONTENT 
LIABILITY 


We will pay on your behalf claim expenses and damages that you 
become legally obligated to pay resulting from a claim against you for a 
multimedia wrongful act. 


D. PCI FINES AND 
ASSESSMENTS 


We will pay on your behalf PCI fines and assessments that you become 
legally obligated to pay resulting from a claim against you for a security 
failure or data breach compromising payment card data. 


  
 
FIRST PARTY COVERAGES 


E. BREACH RESPONSE We will pay on your behalf breach response costs resulting from an actual 
or suspected security failure or data breach first discovered by you 
during the policy period.  


F. CRISIS MANAGEMENT 
AND PUBLIC RELATIONS 


We will pay on your behalf crisis management costs resulting from a 
public relations event first discovered by you during the policy period. 


G. CYBER EXTORTION 
 


We will pay on your behalf cyber extortion expenses resulting from 
cyber extortion first discovered by you during the policy period. 


H. BUSINESS 
INTERRUPTION AND 
EXTRA EXPENSES  


 


We will pay business interruption loss and extra expenses that you 
incur during the indemnity period directly resulting from the partial or 
complete interruption of computer systems for a period longer than the 
waiting period caused by a security failure or systems failure first 
discovered by you during the policy period. 
 
The waiting period for any failure of computer systems caused by a 
denial of service attack will be the period of time set forth in Item 5.H.ii. of 
the Declarations. The waiting period for all other causes of failure of 
computer systems will be the period of time set forth in Item 5.H.i. of the 
Declarations.  


I. DIGITAL ASSET 
RESTORATION 


 


We will pay on your behalf restoration costs that you incur because of the 
alteration, destruction, damage, theft, loss, or inability to access digital 
assets directly resulting from a security failure first discovered by you 
during the policy period. 
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J. FUNDS TRANSFER FRAUD 
 


We will pay on your behalf direct funds transfer loss that you incur 
resulting from a funds transfer fraud first discovered by you during the 
policy period. 


SECTION III  


EXCLUSIONS – WHAT IS NOT 
COVERED  


This policy does not apply to and we will not make any payment for any 
claim expenses, damages, loss, regulatory penalties, PCI fines and 
assessments, or any other amounts directly or indirectly arising out of, 
resulting from, based upon, or attributable to:  


A. BODILY INJURY Any physical injury, sickness, disease, mental anguish, emotional distress, or 
death of any person, provided, however, that this exclusion will not apply to 
any claim for mental anguish or emotional distress under Section II.A, 
NETWORK AND INFORMATION SECURITY LIABILITY. 


B. CONFISCATION Confiscation, nationalization, requisition, destruction of, or damage to any 
property, computer system, software, or electronic data by order of any 
governmental or public authority. 


C. CONTRACTUAL LIABILITY Any contractual liability or obligation or any breach of contract or 
agreement either oral or written, provided, however, that this exclusion will 
not apply: 
 


1. with respect to the coverage provided by Section II.A, NETWORK 
AND INFORMATION SECURITY LIABILITY, and Section II.E, BREACH 
RESPONSE, to your obligations to maintain the confidentiality or 
security of personally identifiable information or third party 
corporate information;  


2. with respect to the coverage provided by Section II.C, MULTIMEDIA 
CONTENT LIABILITY, to misappropriation of ideas under implied 
contract; 


3. with respect to the coverage provided by Section II.D, PCI FINES 
AND ASSESSMENTS; and 


4. to the extent you would have been liable in the absence of such 
contract or agreement. 


D. DIRECTOR & OFFICERS 
LIABILITY  


Any act, error, omission, or breach of duty by any director or officer in the 
discharge of his or her duty if the claim is brought by or on behalf of the 
named insured, a subsidiary, or any principals, directors, officers, 
stockholders, members, or employees of the named insured or a 
subsidiary. 


E. DISCRIMINATION  Any discrimination of any kind. 


F. EMPLOYMENT PRACTICES 
& DISCRIMINATION  


Any employer-employee relations, policies, practices, acts, or omissions. 
However, this exclusion will not apply to a claim by a current or former 
employee under Section II.A, NETWORK AND INFORMATION SECURITY 
LIABILITY or to breach response costs under Section II.E, BREACH 
RESPONSE impacting current or former employees.  
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G. FRAUD BY A SENIOR 
EXECUTIVE 


Any dishonest, fraudulent, criminal, or malicious act or omission of any 
senior executive. However, this exclusion does not apply to claim 
expenses incurred in defending any such claim until and unless a final and 
non-appealable adjudication establishes that a senior executive 
committed such dishonest, fraudulent, criminal, or malicious act or 
omission, at which time the named insured will reimburse us for all claim 
expenses we incurred or paid in defending such claim. 
 
This exclusion will not apply to any insured person who did not allegedly or 
actually participate in or otherwise be involved in the dishonest, fraudulent, 
criminal, or malicious act or omission. 


H. GOVERNMENTAL ORDERS Any court order or demand requiring you to provide personally 
identifiable information to any domestic or foreign law enforcement, 
administrative, regulatory, or judicial body or other governmental authority. 


I. ILLEGAL REMUNERATION Any profit, remuneration, or advantage to which you are not legally entitled. 
However, this exclusion does not apply to claim expenses incurred in 
defending any such claim until and unless a final and non-appealable 
adjudication establishes the gaining of any profit, remuneration, or 
advantage to which you are not legally entitled, at which time the named 
insured will reimburse us for all claim expenses we incurred or paid in 
defending such claim.  


J. INSURED VERSUS 
INSURED 


Any claim made by or on behalf of: 
 


1. an insured under this Policy; however, this exclusion will not apply 
to an otherwise covered claim made by an employee arising from 
a security failure or data breach; 


2. any business enterprise in which you have greater than a twenty 
percent (20%) ownership interest; or 


3. any parent company or other entity that owns more than twenty 
percent (20%) of an insured. 


K. INTELLECTUAL 
PROPERTY 


Violation or infringement of any intellectual property right or obligation, 
including: 


 
1. infringement of copyright of software, firmware, or hardware;  
2. misappropriation, misuse, infringement, or violation of any patent 


or trade secret;  
3. distribution or sale of, or offer to distribute to sell, any goods, 


products, or services; or 
4. other use of any goods, products, or services that infringes or 


violates any intellectual property law or right relating to the 
appearance, design, or function of any goods, products, or 
services;  
 


however, this exclusion will not apply to Section II.C, MULTIMEDIA CONTENT 
LIABILITY, for an otherwise covered claim for a multimedia wrongful act, 
provided that, this exception to exclusion K. INTELLECTUAL PROPERTY shall 
not apply to any violation or infringement of any intellectual property right 
or obligation described in items 1. and 2. above. 
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L. MERCHANT LIABILITY Any charge back, interchange fee, discount fee, service related fee, rate, or 
charge; or liability or fee incurred by you due to a merchant service 
provider, payment processor, payment card company, or bank reversing or 
freezing payment transactions, except that this exclusion will not apply to 
coverage afforded under Section II.D, PCI FINES AND ASSESSMENTS. 


M. NATURAL DISASTER Any physical event or natural disaster, including fire, flood, earthquake, 
volcanic eruption, explosion, lightning, wind, hail, tidal wave, and landslide. 


N. NUCLEAR Any exposure or threatened exposure to any radioactive matter or any form 
of radiation or contamination by radioactivity of any kind or from any 
source. This exclusion applies regardless of whether any other causes, 
events, materials, or products contributed concurrently or in any sequence 
to the claim or incident, or the liability or legal obligation alleged or 
existing. 


O. POLLUTANTS Any:  
 


1.  discharge, dispersal, seepage, migration, release, or escape of 
pollutants, or any threatened discharge, seepage, migration, 
release, or escape of pollutants; or 


2.  request, demand, order, or statutory or regulatory requirement 
that you or others detect, report, test for, monitor, clean up, 
remove, remediate, contain, treat, detoxify, or neutralize, or in any 
way respond to, or assess the effects of pollutants; including any 
claim, suit, notice, or proceeding by or on behalf of any 
governmental authority or quasi-governmental authority, a 
potentially responsible party or any other person or entity for any 
amounts whatsoever because of detecting, reporting, testing for, 
monitoring, cleaning up, removing, remediating, containing, 
treating, detoxifying, or neutralizing, or in any way responding to, 
or assessing the effects of pollutants. 


 
This exclusion applies regardless of whether any other causes, events, 
materials, or products contributed concurrently or in any sequence to the 
claim or incident, or the liability or legal obligation alleged or existing. 


P. PRIOR KNOWLEDGE 1. any incident, act, error, or omission that any senior executive on or 
before the continuity date knew or could have reasonably foreseen 
might be the basis of a claim or loss under this Policy; or 


2. any claim, incident, or circumstance which has been the subject of any 
notice given to the insurer of any other policy in force prior to the 
inception date of this Policy. 


Q. RECALL 
 


Any withdrawal, recall, inspection, adjustment, removal, or disposal of any 
property, tangible or intangible, including computer systems and their 
component parts, mobile devices, and mechanical equipment. 
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R. REPAIR 
 
 
 
 
 
 


Any repair, replacement, recreation, restoration, or maintenance of any 
property, tangible or intangible, including computer systems and their 
component parts, mobile devices, and mechanical equipment. This 
exclusion does not apply to damages that you are legally obligated to pay 
resulting from a claim and that are otherwise covered under this Policy, or 
to coverage afforded under Sections II.H, BUSINESS INTERRUPTION AND 
EXTRA EXPENSES, and II.I, DIGITAL ASSET RESTORATION. 


S. RETROACTIVE DATE Any incident, act, error, or omission that took place prior to the 
retroactive date, or any related or continuing acts, errors, omissions, or 
incidents where the first such act, error, omission, or incident first took 
place prior to the retroactive date.  


T. TANGIBLE PROPERTY Any injury or damage to, destruction, impairment, or loss of use of any 
tangible property, including any computer hardware rendered unusable by 
a security failure. 


U. THIRD PARTY 
MECHANICAL FAILURE 


Electrical, mechanical failure, or interruption (including blackouts, 
brownouts, power surge, or outage) or other utility failure, interruption, or 
power outage, of a third party, including telecommunications and other 
communications, internet service, website hosts, server services, satellite, 
cable, electricity, gas, water, or other utility or power service providers. 
However, this exclusion will not apply to business interruption loss under 
Section II.H, BUSINESS INTERRUPTION AND EXTRA EXPENSES, where such 
loss arises directly from the service provider directly experiencing their 
own security failure. 


V. UNFAIR TRADE PRACTICE Any false, unlawful, deceptive, or unfair trade practices; however, this 
exclusion does not apply to a claim under Section II.B, REGULATORY 
DEFENSE AND PENALTIES arising from a security failure or data breach. 


W. VIOLATION OF 
ACTS/LAWS 


Any violation of: 
 


1. the Employee Retirement Income Security Act of 1974 (ERISA); 
2. the Securities Act of 1933, the Securities Exchange Act of 1934, the 


Investment Act of 1940, and any other federal or state securities 
laws; 


3. the Organized Crime Control Act of 1970 (RICO);  
4. the Controlling the Assault of Non-Solicited Pornography and 


Marketing Act of 2003 (CAN-SPAM); 
5. Telephone Consumer Protection Act (TCPA);  
6. the Sherman Anti-Trust Act, the Clayton Act, or any price fixing, 


restraint of trade, or monopolization statute; or  
7. any similar local, state, federal, common, or foreign laws or 


legislation to the laws described in 1. through 6. above. 


X. WAR AND TERRORISM War, invasion, acts of foreign enemies, terrorism, hostilities, civil war, 
rebellion, revolutions, insurrection, military, or usurped power; however, 
this exclusion will not apply to cyber terrorism. 


 
SECTION IV 
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YOUR OBLIGATIONS AS AN 
INSURED 


 


WHEN THERE IS A CLAIM OR 
INCIDENT 


 


You must provide us written notice of a claim or incident through the 
persons named in Item 8. of the Declarations as soon as practicable once 
such claim or incident is known to a senior executive. In no event will 
such notice to us be later than: (i) the end of the policy period; (ii) or 60 
days after the end of the policy period for claims made against you or 
incidents discovered by you in the last 30 days of the policy period. 


WHEN THERE IS A 
CIRCUMSTANCE 


If during the policy period, you become aware of any circumstances that 
could reasonably be expected to give rise to a claim, you may give written 
notice to us through the persons named in Item 8. of the Declarations as 
soon as practicable during the policy period. Such notice must include: 
 


1. a detailed description of the act, event, security failure, or data 
breach that could reasonably be the basis for a claim; 


2. the details of how you first became aware of the act, event, 
security failure, or data breach; and 


3. the identity of potential claimants.  
 


Any claim arising out of a circumstance reported under this Section will be 
deemed to have been made and reported at the time written notice 
complying with the above requirements is provided to us. 


DUTY TO COOPERATE We will have the right to make any investigation we deem necessary, and 
you will cooperate with us in all investigations, respond to reasonable 
requests for information, and execute all papers and render all assistance as 
requested by us. In addition, you will make reasonable efforts to promptly 
address any computer systems vulnerabilities that a senior executive 
becomes aware of during the policy period. You will also cooperate with 
counsel in the defense of all claims and response to all incidents and 
provide all information necessary for appropriate and effective 
representation. 
 
With respect to Section II.G, CYBER EXTORTION, you must make every 
reasonable effort not to divulge the existence of this coverage, without first 
seeking our prior consent. 


OBLIGATION TO NOT INCUR 
ANY EXPENSE OR ADMIT 
LIABILITY 


You will not admit liability, make any payment, assume any obligation, 
incur any expense, enter into any settlement, stipulate to any judgment, or 
award or dispose of any claim without our prior written consent, except as 
specifically provided in Section V, CLAIMS PROCESS. Compliance with 
breach notice law will not be considered as an admission of liability for 
purposes of this paragraph. 
 
Expenses incurred by you in assisting and cooperating with us do not 
constitute claim expenses or loss under this Policy. 
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OBLIGATION TO PRESERVE 
OUR RIGHT OF SUBROGATION  


In the event of any payment by us under this Policy, we will be subrogated 
to all of your rights of recovery. You will do everything necessary to secure 
and preserve such subrogation rights, including the execution of any 
documents necessary to enable us to bring suit in your name. You will not 
do anything after an incident or event giving rise to a claim or loss to 
prejudice such subrogation rights without first obtaining our consent.  


AUTHORIZATION OF NAMED 
INSURED TO ACT ON BEHALF 
OF ALL INSUREDS 


It is agreed that the named insured shall act on behalf of all insureds with 
respect to the giving of notice of a claim, giving and receiving of notice of 
cancellation and non-renewal, payment of premiums and receipt of any 
return premiums that may become due under this Policy, receipt and 
acceptance of any endorsements issued to form a part of this Policy, 
exercising or declining of the right to tender the defense of a claim to us, 
and exercising or declining to exercise of any right to an Optional Extended 
Reporting Period. 


SECTION V  


CLAIMS PROCESS  


DEFENSE We will have the right and duty to defend, subject to the Limits of Liability 
and applicable Retention(s), exclusions, conditions, and other terms of this 
Policy: 
 


1. any claim against you seeking damages that are payable under 
the terms of this Policy; or 


2. under Section II.B, REGULATORY DEFENSE AND PENALTIES, any 
claim in the form of a regulatory proceeding. 


 
You have the right to select defense counsel from our Panel Providers. If 
you would like to retain defense counsel that is not on our list of Panel 
Providers, such counsel will be mutually agreed upon between you and us, 
which agreement will not be unreasonably withheld. 
 
We will pay claim expenses incurred with our prior written consent with 
respect to any claim seeking damages or regulatory penalties payable 
under this Policy. We will have no obligation to pay claim expenses until 
you have satisfied the applicable Retention.  
 
The Limits of Liability of this Policy will be reduced and may be completely 
exhausted by payment of claim expenses. Our duty to defend ends once 
the applicable Limit of Liability is exhausted, or after deposit of the amount 
remaining on the applicable Limit of Liability in a court of competent 
jurisdiction. Upon such payment, we will have the right to withdraw from 
the defense of the claim. 


RIGHT TO ASSOCIATE 
 


We have the right, but not the duty, to associate in the investigation and 
response to any incident, including participation in the formation of 
strategy and review of forensic investigations and reports.  
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PRE-CLAIM ASSISTANCE If we are provided with notice of an incident or of a circumstance that is 
not yet a claim or incident under Section IV, YOUR OBLIGATIONS AS AN 
INSURED, and you request our assistance to mitigate against such a claim 
or incident, we may, in our discretion, agree to pay for up to the amount 
shown in Item 6. of the Declarations in legal, forensic, and IT fees. Any such 
fees must be incurred with our prior consent by an attorney or consultant 
we have mutually agreed upon. Such attorney's and consultant's fees will 
be considered claim expenses or loss and will be subject to the Limits of 
Liability that would be applicable if a covered claim is made, and is also 
subject to the Policy's Aggregate Limit of Liability. 


SETTLEMENT If you refuse to consent to any settlement or compromise recommended by 
us and acceptable to the claimant, our liability for such claim will not 
exceed: 
 


1. the amount for which such claim could have been settled, less the 
retention, plus claim expenses incurred up to the time of such 
refusal; and 


2. fifty percent (50%) of claim expenses incurred after such 
settlement was refused by you, plus fifty percent (50%) of 
damages and regulatory penalties in excess of the amount such 
claim could have settled under such settlement. 


 
In this event, we will have the right to withdraw from the further defense of 
such claim or regulatory proceeding by tendering control of the defense 
thereof to you. The operation of this paragraph will be subject to the Limits 
of Liability and Retention provisions of this Policy. 


SETTLEMENT WITHIN 
RETENTION 


We agree that you may settle any claim where the total loss, damages, 
regulatory penalties, PCI fines and assessments, and claim expenses 
do not exceed the applicable Retention, provided the entire claim is 
resolved and you obtain a full release from all claimants. 
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PROOF OF LOSS  With respect to business interruption loss and extra expenses, you must 
complete and sign a written, detailed, and affirmed proof of loss within 90 
days after your discovery of the computer systems failure (unless such 
period has been extended by the underwriters in writing) which will include, 
at a minimum, the following information: 
 


1. a full description of the circumstances, including, without 
limitation, the time, place, and cause of the loss; 


2. a detailed calculation of any business interruption loss and 
extra expenses; and all underlying documents and materials that 
reasonably relate to or form part of the basis of the proof of such 
business interruption loss and extra expenses.  


 
Any costs incurred by you in connection with establishing or proving 
business interruption loss or extra expenses, including preparing a 
proof of loss, will be your obligation and is not covered under this Policy. 
 
Solely with respect to verification of business interruption loss, you agree 
to allow us to examine and audit your books and records that relate to this 
Policy at any time during the policy period and up to 12 months following a 
loss. 


SECTION VI  


LIMITS OF LIABILITY  
AND RETENTION 


 


LIMITS OF LIABILITY The Aggregate Limit of Liability set forth in Item 4. of the Declarations is the 
maximum amount we will be liable to pay for all damages, loss, PCI fines 
and assessments, regulatory penalties, claim expenses, and other 
amounts under this Policy, regardless of the number of claims, incidents, 
or insureds.  
 
The Limits of Liability set forth in Item 5. of the Declarations is the maximum 
amount we will be liable to pay for all damages, loss, PCI fines and 
assessments, regulatory penalties, claim expenses, and other amounts 
under each Insuring Agreement, regardless of the number of claims, 
incidents, or insureds. Such Limits of Liability are part of, and not in 
addition to, the Aggregate Limit of Liability. The reference to applicable 
Limits of Liability herein refers to each participating Insurer's individual 
Quota Share Limit of Liability as stated in Item 7. of the Declarations. 
 
Our Limits of Liability for an Optional Extended Reporting Period, if 
applicable, will be part of, and not in addition to the Aggregate Limit of 
Liability set forth in Item 4. of the Declarations. 
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RETENTION We will only be liable for those amounts payable under this Policy which are 
in excess of the applicable Retention(s). Such Retention(s) must be paid by 
you and cannot be insured. 
 
In the event that damages, PCI fines and assessments, regulatory 
penalties, claim expenses, breach response costs, business 
interruption loss, crisis management costs, cyber extortion expenses, 
extra expenses, funds transfer loss, restoration costs, or other amounts 
arising out of a claim or incident are subject to more than one Retention, 
the applicable Retention amount will apply to such damages, PCI fines 
and assessments, regulatory penalties, claim expenses, breach 
response costs, business interruption loss, crisis management costs, 
cyber extortion expenses, extra expenses, funds transfer loss, 
restoration costs, or other amounts, provided that the sum of such 
Retention amounts will not exceed the largest applicable Retention 
amount. 


SECTION VII 
 


 


CANCELLATION AND 
OPTIONAL EXTENDED 
REPORTING PERIOD 
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CANCELLATION AND NON-
RENEWAL 


We may cancel or elect not to renew this Policy by mailing to the named 
insured at the address shown in Item 1. of the Declarations, written notice 
stating when the cancellation or non-renewal will be effective. Where 
permitted by applicable law, we may provide such written notice of 
cancellation or non-renewal by electronic transmission. Such cancellation 
or non-renewal will not be less than sixty (60) days after such notice is 
mailed (or ten (10) days thereafter when cancellation is due to non-payment 
of premium or fraud or material misrepresentation). The mailing of such 
notice as aforesaid will be sufficient proof of notice and this Policy will 
terminate at the date and hour specified in such notice. 
 
This Policy may be cancelled by us for non-payment of premium, or by 
fraud or material misrepresentation by you in the application or other 
information provided to induce us to issue this Policy; or fraud by you in 
connection with the submission of any claim or incident for coverage 
under this Policy. 
 
This Policy may be cancelled by the named insured by surrender of this 
Policy to us or by giving written notice to us stating when thereafter such 
cancellation will be effective. 
 
If this Policy is cancelled in accordance with the paragraphs above, the 
earned premium will be computed pro rata, but the premium will be 
deemed fully earned if any claim, incident, or any circumstance that could 
reasonably be expected to give rise to a claim, is reported to us on or before 
the date of cancellation. 
 
If we elect not to renew this Policy, we shall mail to you written notice 
thereof at least sixty (60) days prior to the expiration of the policy period. 
 
We have no obligation to renew this Policy. 
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OPTIONAL EXTENDED 
REPORTING PERIOD 


In the event of cancellation or non-renewal of this Policy, by either the 
named insured or us, for reasons other than fraud or material 
misrepresentation in the application for this Policy, or non-payment of 
premium or Retention, the named insured will have the right, upon 
payment in full of an additional premium, to purchase an Optional 
Extended Reporting Period under this Policy, subject to all terms, 
conditions, limitations of, and any endorsements to this Policy, for a period 
of either: 


 
a. one year for an additional premium of 100% of the total annual 


premium; or 
b. two years for an additional premium of 150% of the total annual 


premium; or 
c. three years for an additional premium of 200% of the total annual 


premium 
 


following the effective date of such cancellation or non-renewal.  
 
Such Optional Extended Reporting Period applies only to a claim first made 
against you during the Optional Extended Reporting Period arising out of 
any act, error, or omission committed on or after the retroactive date and 
before the end of the policy period, subject to the Retention, Limits of 
Liability, exclusions, conditions, and other terms of this Policy. The offer of 
renewal terms, conditions, Limits of Liability, and/or premiums different 
from those of this Policy will not constitute a cancellation or refusal to 
renew. 


 
The Optional Extended Reporting Period will terminate on the effective date 
and hour of any other insurance issued to the named insured or the 
named insured's successor that replaces in whole or in part the coverage 
afforded by the Optional Extended Reporting Period. 
 
The named insured's right to purchase the Optional Extended Reporting 
Period must be exercised in writing no later than sixty (60) days following 
the cancellation or non-renewal date of this Policy, and must include 
payment of premium for the applicable Optional Extended Reporting Period 
as well as payment of all premiums due to us. If such written notice is not 
given to us, the named insured will not, at a later date, be able to exercise 
such right. 
 
At the commencement of any Optional Extended Reporting Period, the 
entire premium thereafter will be deemed earned and in the event the 
named insured terminates the Optional Extended Reporting Period before 
its expiring date, we will not be liable to return any portion of the premium 
for the Optional Extended Reporting Period. 
 
The fact that the time to report claims under this Policy may be extended 
by virtue of an Optional Extended Reporting Period will not in any way 
increase the Limits of Liability, and any amounts incurred during the 
Optional Extended Reporting Period will be part of, and not in addition to 
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the Limits of Liability as stated in the Declarations. The Optional Extended 
Reporting Period will be renewable at our sole option. 


SECTION VIII 
 


 


SANCTIONS This Policy does not apply to the extent that trade or economic sanctions or 
other laws or regulations prohibit us from providing insurance, including 
but not limited to payment of claims. 


SECTION IX  


DEFINITIONS Words and phrases that appear in lowercase bold in this Policy have the 
meanings set forth below: 


Application means all applications, including any attachments thereto and 
supplemental information, submitted by or on behalf of the named 
insured to us in connection with the request for or underwriting of this 
Policy, or any prior policy issued by us of which this Policy is a renewal 
thereof. 


Breach notice law means any statute or regulation, including from the United States, 
European Union, or other country that requires: (i) notice to persons whose 
personally identifiable information was, or reasonably considered likely 
to have been, accessed or acquired by an unauthorized person; or (ii) notice 
to regulatory agencies of such incident. 
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Breach response costs means the following reasonable and necessary costs you incur with our 
prior written consent in response to an actual or suspected security failure 
or data breach: 
 


1. computer forensic professional fees and expenses to determine the 
cause and extent of a security failure; 


2. costs to notify individuals affected or reasonably believed to be 
affected by such security failure or data breach, including 
printing costs, publishing costs, postage expenses, call center 
costs, and costs of notification via phone or e-mail; 


3. costs to provide government mandated public notices related to 
such security failure or data breach; 


4. legal fees and expenses to advise you in connection with your 
investigation of a security failure or data breach and to 
determine whether you are legally obligated under a breach 
notice law to notify applicable regulatory agencies or individuals 
affected or reasonably believed to be affected by such security 
failure or data breach; 


5. legal fees and expenses to advise you in complying with Payment 
Card Industry ("PCI") operating regulation requirements for 
responding to a security failure or data breach compromising 
payment card data, and the related requirements under a 
merchant services agreement (this clause does not include any 
fees or expenses incurred in any legal proceeding, arbitration, or 
mediation, for any advice in complying with any PCI rules or 
regulations other than for assessment of PCI fines and 
assessments for a covered security failure or data breach, or to 
remediate the breached computer systems); and 


6. costs to provide up to one year (or longer if required by law) of a 
credit or identity monitoring program to individuals affected by 
such security failure or data breach. 
 


Breach response costs must be incurred within one year of your discovery 
of an actual or suspected security failure or data breach. You have our 
prior consent to incur breach response costs in the form of computer 
forensic fees under paragraph 1. and legal fees under paragraphs 4. and 5. 
with any vendor on our list of Panel Providers. 


Business interruption loss means:  
 


1. the net profit that would have been earned before income taxes, or 
net loss that would not have been incurred, directly due to the 
partial or complete interruption of computer systems; and  


2. continuing normal operating expenses, including payroll. 
 
Provided, however, that business interruption loss shall not include net 
profit that would likely have been earned as a result of an increase in 
volume due to favorable business conditions caused by the impact of 
network security failures impacting other businesses, loss of market, or any 
other consequential loss. 
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Claim means: 
 


1. a written demand for money or services, including the service of a 
suit or institution of arbitration proceedings; 


2. with respect to coverage provided under Section II.B, REGULATORY 
DEFENSE AND PENALTIES, a regulatory proceeding; and 


3. a written request or agreement to toll or waive a statute of 
limitations relating to a potential claim described in paragraph 1 
above. 
 


All claims that have a common nexus of fact, circumstance, situation, event, 
transaction, or cause, or a series of related facts, circumstances, situations, 
events, transactions, or causes will be considered a single claim made 
against you on the date the first such claim was made. 


Claim expenses means: 
 


1. reasonable and necessary fees charged by an attorney to which we 
have agreed to defend a claim;  


2. all other fees, costs, and charges for the investigation, defense, and 
appeal of a claim, if incurred by us or by you with our prior written 
consent; and  


3. premiums on appeal bonds, provided that we will not be obligated 
to apply for or furnish such appeal bonds. 
 


Claim expenses do not include salary, charges, wages, or expenses of any 
senior executive or employee, or costs to comply with any court or 
regulatory orders, settlements, or judgments. 


Computer systems means: 
 


1. computers and related peripheral components, including Internet 
of Things (IoT) devices;  


2. systems and applications software; 
3. terminal devices; 
4. related communications networks; 
5. mobile devices (handheld and other wireless computing devices); 


and 
6. storage and back-up devices 


 
by which electronic data is collected, transmitted, processed, stored, 
backed up, retrieved, and operated by you on your own behalf. Computer 
systems includes items 1. to 6. above that are operated by a third party 
vendor, but only for providing hosted computer application services to you 
pursuant to a written contract. 


Continuity date means the date specified in Item 10. of the Declarations. Provided, if a 
subsidiary is acquired during the policy period, the continuity date for 
such subsidiary will be the date the named insured acquired such 
subsidiary. 
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Crisis management costs means the following reasonable fees or expenses agreed to in advance by 
us, in our discretion to mitigate covered damages or loss due to a public 
relations event: 
 


1. a public relations or crisis management consultant; 
2. media purchasing, or for printing or mailing materials intended to 


inform the general public about the public relations event; 
3. providing notifications to individuals where such notifications are 


not required by breach notice law, including notices to your non-
affected customers, employees, or clients; and  


4. other costs approved in advance by us. 


Cyber extortion means any threat made by an individual or organization against you 
expressing the intent to: 
 


1. transfer, pay, or deliver any funds or property belonging to you, or 
held by you on behalf of others, using a computer system 
without your permission, authorization, or consent; 


2. access, acquire, sell, or disclose non-public information in your 
care, custody, or control, provided such information is stored in an 
electronic medium in a computer system and is retrievable in a 
perceivable form; 


3. alter, damage, or destroy any computer program, software, or 
other electronic data that is stored within a computer system; 


4. maliciously or fraudulently introduce malicious code or 
ransomware into a computer system; or  


5. initiate a denial of service attack on a computer system; 
 


where such threat is made for the purpose of demanding payment of 
money, securities, Bitcoin, or other virtual currencies from you. 


Cyber extortion expenses means the following reasonable and necessary costs incurred with our prior 
written consent: 
 


1. money, securities, Bitcoin, or other virtual currencies paid at the 
direction and demand of any person committing cyber extortion 
and costs incurred solely in, and directly from, the process of 
making or attempting to make such a payment; and 


2. reasonable and necessary costs, fees, and expenses to respond to a 
cyber extortion.  


 
The value of cyber extortion expenses will be determined as of the date 
such cyber extortion expenses are paid. 


Cyber terrorism means the premeditated use, or threatened use, of disruptive activities 
against computer systems by any person, group, or organization, 
committed with the intention to harm or intimidate you to further social, 
ideological, religious, or political objectives. However, cyber terrorism 
does not include any activity which is part of or in support of any military 
action, war, or war-like operation.  
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Damages means a monetary judgment, award that you are legally obligated to pay, or 
settlement agreed to by you and us. Damages does not mean the 
following: 
 


1. future profits, restitution, disgorgement of profits, or unjust 
enrichment, or the costs of complying with orders granting 
injunctive or equitable relief; 


2. return or offset of fees, charges, or commissions charged by or 
owed to you for goods or services already provided or contracted 
to be provided; 


3. civil or criminal fines or penalties, civil or criminal sanctions, 
liquidated damages, payroll or other taxes, or loss of tax benefits, 
or amounts or relief uninsurable under applicable law; 


4. any damages which are a multiple of compensatory damages, or 
punitive or exemplary damages, unless insurable by law in any 
applicable jurisdiction that most favors coverage for such punitive 
or exemplary damages; 


5. discounts, coupons, prizes, awards, or other incentives offered by 
you; 


6. fines, costs, assessments, or other amounts you are responsible to 
pay under a merchant services agreement; or  


7. any amounts for which you are not liable, or for which there is no 
legal recourse against you. 


Data breach  means the acquisition, access, theft, or disclosure of personally 
identifiable information by a person or entity, or in a manner, that is 
unauthorized by you. 


Denial of service attack means a deliberate or malicious attack that makes a computer system 
unavailable to its intended users by temporarily or indefinitely disrupting 
services of a host that you use.  


Digital asset means any of your electronic data or computer software. Digital assets do 
not include computer hardware of any kind. 


Employee means any past, present, or future: 
  


1. person employed by the named insured or subsidiary as a 
permanent, part-time, seasonal, leased, or temporary employee, or 
any volunteer; and 


2. senior executive; 
 


but only while acting on behalf of the named insured or subsidiary and in 
the scope of the business operations of the named insured or subsidiary. 
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Extra expenses means your reasonable and necessary extra expenses incurred to avoid or 
minimize a business interruption loss, including: 
 


1. the reasonable and necessary additional costs of sourcing your 
products or services from alternative sources in order to meet 
contractual obligations to supply your customers and clients; 


2. the reasonable and necessary additional costs of employing 
contract staff or overtime costs for employees, including your 
internal IT department, in order to continue your business 
operations which would otherwise have been handled in whole or 
in part by the computer systems or service provider; and 


3. the reasonable and necessary additional costs of employing 
specialist consultants, including IT forensic consultants, in order to 
diagnose and fix the security failure or systems failure. 
 


Provided, however, that such expenses do not exceed the amount of loss 
that otherwise would have been payable as business interruption loss. 
 
Extra expenses does not mean and will not include costs for better 
computer systems or services than you had before the security failure or 
systems failure, including upgrades, enhancements, and improvements. 
However, this shall not apply if the cost for the most current version of a 
computer system is substantially equivalent to (or less than) the original 
cost of the computer system you had before the security failure or 
systems failure took place.  


Funds transfer fraud 
 
 
 
 
 
 


means a fraudulent instruction transmitted by electronic means, including 
through social engineering, to you or your financial institution directing 
you, or the financial institution, to debit an account of the named insured 
or subsidiary and to transfer, pay, or deliver money or securities from such 
account, which instruction purports to have been transmitted by an 
insured and impersonates you or your vendors, business partners, or 
clients, but was transmitted by someone other than you, and without your 
knowledge or consent. The financial institution does not include any such 
entity, institution, or organization that is an insured. 


Funds transfer loss means:  
 


1. loss of money or securities directly resulting from funds transfer 
fraud; and 


2. reasonable and necessary costs, fees, and expenses to respond to 
funds transfer fraud. 


 
Funds transfer loss does not mean and will not include the loss of 
personal money or securities of your employees.  
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Incident means cyber extortion, data breach, funds transfer fraud, public 
relations event, security failure, or systems failure. 
 
All incidents that have a common nexus of fact, circumstance, situation, 
event, transaction, or cause, or series of related facts, circumstances, 
situations, events, transactions, or causes will be considered a single 
incident occurring on the date the first such incident occurred.  


Indemnity period 
 


means the time period that: 
 


1. begins on the date and time that the partial or complete 
interruption of computer systems first occurred; and 


2. ends on the earlier of the date and time that the interruption to 
your business operations resulting from such interruption of 
computer systems: (i) ends; or (ii) could have ended if you had 
acted with due diligence and dispatch. 
 


However, in no event shall the indemnity period exceed 180 days. 


Insured, you, or your means the named insured, a subsidiary, senior executives, and 
employees. 


Loss means breach response costs, business interruption loss, crisis 
management costs, cyber extortion expenses, extra expenses, funds 
transfer loss, and restoration costs. 


Malicious code means any software program, code, or script specifically designed to create 
system vulnerabilities and destroy, alter, steal, contaminate, or degrade the 
integrity, quality, or performance of: 
 


1. electronic data used or stored in any computer system or network; 
or 


2. a computer network, any computer application software, or 
computer operating system or related network. 


Media content means any data, text, sounds, numbers, images, graphics, videos, streaming 
content, webcasts, podcasts, or blogs but does not mean computer 
software or the actual goods, products, or services described, referenced, 
illustrated, or displayed in such media content. 


Merchant service agreement means any agreement between the you and a financial institution, payment 
card company, payment card processor, or independent service operator, 
that enables you to accept credit cards, debit cards, prepaid cards, or other 
payment cards for payments or donations. 
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Multimedia wrongful act means any of the following actually or allegedly committed by you in the 
ordinary course of your business in gathering, communicating, 
reproducing, publishing, disseminating, displaying, releasing, transmitting, 
or disclosing media content, including social media authorized by you: 
 


1. defamation, libel, slander, trade libel, infliction of emotional 
distress, outrage, outrageous conduct, or other tort related to 
disparagement or harm to the reputation or character of any 
person or organization; 


2. violation of the rights of privacy of an individual, including false 
light and public disclosure of private facts; 


3. invasion or interference with an individual’s right of publicity, 
including commercial appropriation of name, persona, voice, or 
likeness; 


4. plagiarism, piracy, or misappropriation of ideas under implied 
contract; 


5. infringement of copyright, domain name, trademark, trade name, 
trade dress, logo, title, metatag, slogan, service mark, or service 
name; or 


6. improper deep-linking or framing within electronic content. 


Named insured means the individual, partnership, entity, or corporation designated as such 
in Item 1. of the Declarations, or by endorsement to this Policy. 


PCI fines and assessments means the direct monetary fines and assessments for fraud recovery, 
operational expenses including card reissuance fees and notification of 
cardholders, and case management fees owed by you under the terms of a 
merchant services agreement, but only where such fines or assessments 
result from a security failure. PCI fines and assessments will not include 
any charge backs, interchange fees, discount fees, or other services related 
fees, rates, or charges. 


Personally identifiable 
information 


means any information about an individual that is required by any local, 
state, federal, or foreign law or regulation to be protected from 
unauthorized access, acquisition, or public disclosure. 


Policy period means the period of time between the inception date shown in the 
Declarations and the effective date of termination, expiration, or 
cancellation of this Policy and specifically excludes any Optional Extended 
Reporting Period. 
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Pollutants means any solid, liquid, gaseous, or thermal irritant or contaminant 
exhibiting hazardous characteristics as is or may be identified on any list of 
hazardous substance issued by the United States Environmental Protection 
Agency, or any state, local, or foreign counterpart, including gas, acids, 
alkalis, chemicals, odors, noise, lead, petroleum or petroleum-containing 
products, heat, smoke, vapor, soot, fumes, radiation, asbestos or asbestos-
containing products, waste (including material to be recycled, 
reconditioned, or reclaimed), electric, magnetic, or electromagnetic field of 
any frequency, as well as any air emission, wastewater, sewage, infectious 
medical waste, nuclear materials, nuclear waste, mold, mildew, fungus, 
bacterial matter, mycotoxins, spores, scents or by-products and any non-
fungal micro-organism, or non-fungal colony form organism that causes 
infection or disease. 


Privacy liability means:  
 


1. your actual or alleged failure to timely disclose a security failure 
or data breach resulting in a violation of any breach notice law; 


2. your failure to comply with those provisions in your privacy 
policy that: 


a. mandate procedures to prevent the loss of personally 
identifiable information; 


b. prohibit or restrict disclosure, sharing, or selling of an 
individual’s personally identifiable information; or 


c. require you to give access to personally identifiable 
information or to amend or change personally 
identifiable information after a request is made by the 
concerning individual;  


provided that no senior executive knew of or had reason to know 
of any such conduct; or  


3. your failure to administer an identity theft prevention program or 
an information disposal program pursuant to 15 U.S.C. 1681, as 
amended, or any similar state or federal law. 


Privacy policy means any public written statements that set forth your policies, standards, 
and procedures for the collection, use, disclosure, sharing, dissemination, 
and correction or supplementation of, and access to, personally 
identifiable information. 


Public relations event means:  
 


1. the publication or imminent publication in a newspaper (or other 
general circulation print publication), on radio or television, or 
electronic news website (but not including social media) of a 
covered claim under this Policy; or 


2. a security failure or data breach that results in covered breach 
response costs under this Policy or which reasonably may result 
in a covered claim under the Policy. 
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Ransomware means any malicious code designated to block your access to computer 
systems or digital assets, delete or otherwise harm the computer system 
or digital assets, or cause a security failure, until a sum of money is paid. 


Regulatory penalties 
 


means monetary fines and penalties imposed in a regulatory proceeding 
to the extent insurable under applicable law. 
 
Regulatory penalties will not mean any: 
 


1. costs to comply with injunctive relief; 
2. costs to establish or improve privacy or security practices; or 
3. audit, reporting, or compliance costs. 


Regulatory proceeding means a request for information, civil investigative demand, or civil 
proceeding commenced by service of a complaint or similar proceeding 
brought by or on behalf of the Federal Trade Commission, Federal 
Communications Commission, or any federal, state, local, or foreign 
governmental entity in such entity’s regulatory or official capacity in 
connection with such proceeding. 
 
Regulatory proceeding does not include the Security and Exchange 
Commission (SEC) and similar federal, state, local, or foreign governmental 
entity. 


Restoration costs means the reasonable and necessary costs you incur to replace, restore, or 
recreate digital assets to the level or condition at which they existed prior 
to a security failure. If such digital assets cannot be replaced, restored, or 
recreated, then restoration costs will be limited to the actual, reasonable, 
and necessary costs you incur to reach this determination. Restoration 
costs do not include: 
 


1. any costs or expenses incurred to update, upgrade, replace, 
restore, repair, recall, or otherwise improve the digital assets to a 
level beyond that which existed prior to the security failure; 


2. any costs or expenses incurred to identify, remove, or remediate 
computer program errors or vulnerabilities, or costs to update, 
upgrade, replace, restore, maintain, or otherwise improve any 
computer system; or 


3. the economic or market value of any digital assets, including 
trade secrets, or the costs to re-perform any work product 
contained within any digital assets. 
 


Restoration costs does not mean and will not include costs for better 
computer systems or services than you had before the security failure, 
including upgrades, enhancements, and improvements. However, this shall 
not apply if the cost for the most current version of a computer system is 
substantially equivalent to (or less than) the original cost of the computer 
system you had before the security failure took place.  


Retroactive date means the date specified in Item 9. of the Declarations. 
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Security failure 
 


means the failure of security of computer systems which results in: 
 


1. acquisition, access, theft, or disclosure of personally identifiable 
information or third party corporate information in your care, 
custody, or control and for which you are legally liable;  


2. loss, alteration, corruption, or damage to software, applications, or 
electronic data existing in computer systems;  


3. transmission of malicious code from computer systems to third 
party computer systems that are not owned, operated, or 
controlled by the named insured or subsidiary; or 


4. a denial of service attack on the named insured's or 
subsidiary's computer systems; or 


5. access to or use of computer systems in a manner that is not 
authorized by you, including when resulting from the theft of a 
password. 
 


Security failure does not mean and will not include any failure of 
computers, related peripheral components, or mobile devices that are 
owned or leased by an employee and not used for the business operations 
of the named insured or subsidiary.  


Senior executive means any partner, principal, director, executive board member, in-house 
counsel, risk manager, chief information officer, chief information security 
officer, chief privacy officer, chief financial officer, chief executive officer, 
chief operating officer, or functional equivalent, but only while acting on 
your behalf in the scope of your business operations. 


Service provider means any third party that is responsible for the processing, maintenance, 
protection, or storage of digital assets pursuant to a written contract. 







 


SP 14 798 0419   Page 25 of 27 


Subsidiary means any organization in which the named insured: 
 


1. owns either directly or indirectly 50% or more of the outstanding 
voting stock; or  


2. has recognized the revenues in the application. 
 


An organization ceases to be a subsidiary on the date, during the policy 
period, that the named insured's ownership, either directly or indirectly, 
ceases to be 50% of the outstanding voting stock. 
 
The named insured will give written notice to us of any acquisition or 
creation of an organization with ownership interest greater than 50%, no 
later than sixty (60) days after the effective date of such acquisition or 
creation. Automatic coverage of such organization is granted until the end 
of the policy period or for 90 days, whichever is the earlier, subject to the 
following criteria: 
 


1. the newly created or acquired subsidiary has substantially similar 
business operations; 


2. the new subsidiary’s gross revenue is equal to or less than 10% of 
the total gross revenue the named insured has listed on the 
application; and 


3. prior to the effective date of such acquisition or creation, no senior 
executive of the named insured or of the acquired or created 
organization, knew or could have reasonably expected that a claim 
would be made or coverage triggered under any Insuring 
Agreement in Section II, WHAT WE COVER. 
 


Upon receipt of such acquisition or creation, we may, at our sole option, 
agree to appropriately endorse this Policy subject to additional premium 
and/or change terms and conditions. If the named insured does not agree 
to the additional premium and/or changed terms and conditions, if any, 
coverage otherwise afforded under this provision for such acquired or 
created organization will terminate ninety (90) days after the effective date 
of such acquisition or creation, or at the end of the policy period, 
whichever is the earlier. 
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Systems failure means any: 
 


1. unintentional, unplanned, or unexpected computer system 
disruption, damage, or failure where the proximate cause is not a 
security failure, loss of or damage to any physical equipment or 
property, or planned or scheduled outage or maintenance of 
computer systems or a third party's computer systems (including 
downtime that is the result of a planned outage lasting longer than 
initially expected); or 


2. disruption of computer systems by you, with our written prior 
consent, in order to mitigate covered loss under this Policy. 


 
Systems failure does not include any: 
 


1. failure of a third party technology or cloud service provider that 
results in an outage that extends beyond your computer 
systems;  


2. failure or termination of any core element of internet, 
telecommunications, or GPS infrastructure that results in a 
regional, countrywide, or global outage of such infrastructure; 


3. suspension, cancellation, revocation, or failure to renew any 
domain names or uniform resource locators; 


4. failure of power supply and other utilities unless the provision of 
power and other utility services is under the named insured's 
direct control; 


5. failure to adequately anticipate or capacity plan for normal and 
above operational demand for computer systems except where 
this demand is a denial of service attack;  


6. government shutdown of systems or services;  
7. ordinary wear and tear or gradual deterioration of the physical 


components of computer systems; or 
8. failure or defect in the design, architecture, or configuration of 


computer systems. 


Third party corporate 
information 


means any information of a third party held by you which is not available to 
the general public and is provided to you subject to a mutually executed 
written confidentiality agreement between you and the third party or which 
you are legally required to maintain in confidence. However, third party 
corporate information does not include personally identifiable 
information. 


Waiting period means the number of hours set forth in Item 5. of the Declarations 


We, us, or our means the Company providing this Policy. 


SECTION X 
 


 


OTHER PROVISIONS  
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OTHER INSURANCE 
 


This Policy will apply excess of any other valid and collectible insurance 
available to you, including the self-insured retention or deductible portion 
of that insurance, unless such is written only as specific excess insurance to 
this Policy, without contribution by this Policy. 


CHOICE OF LAW 
 


Any disputes involving this Policy will be resolved applying the law 
designated in Item 12. of the Declarations, without reference to that 
jurisdiction's choice of law principles. 


NO ASSIGNMENT 
 


No change in, modification of, or assignment of interest under this Policy 
will be effective except when made by written endorsement signed by us. 
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Notice of Available Panel Providers 
Coalition policyholders may engage the following Panel Providers upon written notice of a claim or 
incident. Notice of a claim or incident can be provided to claims@thecoalition.com, at 1.833.866.1337, or 
through the report a claim button at www.thecoalition.com/claims. Panel Providers available to Coalition 
policyholders are subject to change. The current list is available at www.thecoalition.com/panel. 


Data Breach response – U.S. 
(recommended attorney in brackets) 


Mendes & Mount (Peggy Reetz) 
Lewis Brisbois (Sean Hoar) 
Mullen Coughlin (Jennifer Coughlin) 


Data Breach response – E.U. 
(recommended attorney in brackets) 


Pinsent Mason (Ian Birdsey) 


Litigation Lewis Brisbois 


Winget Spadafora & Schwartzberg 
Dentons 
BakerHostetler 


Media Claims Leopold Petrick & Smith (Louis Petrich) 
Lewis Brisbois (Elior Shiloh) 
Duane Morris (Cynthia Counts)  


Notification Epiq 
Experian 


Forensics / Incident Response Coalition Incident Response 
Kivu Consulting 
Crypsis 
Mandiant 
Charles River Associates 


PR & Crisis Management Infinite Global 
Edelman 


APCO Worldwide 


Forensic Accounting Baker Tilly (formerly RGL) 


DDoS Mitigation providers Cloudflare (cloudflare.com) 
Incapsula (incapsula.com) 
Google Project Shield (projectshield.withgoogle.com) 
Akamai (akamai.com) 
Fastly (fastly.com) 
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Coalition policyholders may engage with the following additional vendors with our prior written approval. 
Coalition policyholders may also engage vendors not listed with our prior written approval. 


Notification AllClear ID 


Forensics/Incident Response CrowdStrike 


 







FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 01


QUOTA SHARE ENDORSEMENT


Form Number SP 15 629 0218
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


This Policy is issued on a quota share basis. Each insurer will be responsible for payment of a certain percentage
share of the Limits of Liability as specified in the Declarations for this Policy as follows:


Quota Share Percentage of each insurer:
North American Capacity Insurance Company 30.0%
Arch Specialty Insurance Company 45.0%
Ascot Specialty Insurance Company 25.0%


Each quota share insurers’ obligations to you under this Policy are several and not joint and are limited solely to
the extent of their individual quota share percentage. The quota share insurers are not responsible for the
obligations of any quota share insurer who for any reason does not satisfy all or part of its obligations. None of
the quota share insurers has a duty to pay before any of the other quota share insurers. Claim expenses are part
of and not in addition to the Limits of Liability.


Provided that:


1. The collective liability of the insurers shall not exceed the Aggregate Policy Limit of Liability as specified in
Item 4. of the Declarations.


2. The Limit of Liability of each of the insurers individually shall be limited to the pro rata percentage of liability
set opposite its name.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 02


SERVICE OF SUIT ENDORSEMENT


Form Number SP 14 927 0219
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


It is understood and agreed that in the event we fail to pay any amount claimed to be due hereunder, we, at the
request of the named insured, will submit to the jurisdiction of a court of competent jurisdiction within the
United States of America. The foregoing shall not constitute a waiver of the right by us to remove, remand, or
transfer such suit to any other court of competent jurisdiction in accordance with the applicable statutes of the
state of United States pertinent hereto. In any suit instituted against us upon this contract, we will abide by the
final decision of such court or of any appellate court in the event of an appeal.


It is further agreed that service of process in such suit may be made upon the Superintendent, Commissioner, or
Director of Insurance or other person specified for that purpose in the Statute or his successor or successors in
office as their true and lawful attorney upon whom may be served any lawful process in any action, suit, or
proceeding instituted by or on behalf of the named insured or any beneficiary hereunder arising out of this
contract of insurance.


We hereby designate the President of North American Capacity Insurance Company, 1200 Main Street, Suite 800,
Kansas City, MO, USA 64105, as the person to who the said Superintendent, Commissioner, or Director of
Insurance is authorized to mail such process or a true copy thereof, in compliance with the applicable statutes
governing said service of process in the state or jurisdiction in which a cause of action under this contract of
insurance arises.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 03


BODILY INJURY AND PROPERTY DAMAGE ENDORSEMENT– 1ST PARTY


Form Number SP 14 799 1117
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. Item 5. of the Declarations is amended to include the following:


Insuring Agreement Limit/Sub-Limit Retention/Sub-Retention
BI/PD1. BODILY INJURYANDPROPERTYDAMAGE
– 1ST PARTY


$250,000 $5,000


2. Section II, FIRST PARTY COVERAGES is amended by the addition of the following Insuring Agreement:


BI/PD1. BODILY INJURY AND
PROPERTY DAMAGE – 1ST PARTY


Wewill pay on your behalf loss that you incur for:


1. bodily injury, sickness, disease, or death of a person resulting
directly from a security failure;


2. damage or injury to or destruction of tangible property
resulting directly from a security failure; or


3. impairment to or loss of use of tangible property, whether
physically damaged, injured, destroyed or not, including
tangible property that cannot be accessed, used, or is less
useful resulting directly from a security failure;


provided such security failure is first discovered by you during the
policy period.


3. Paragraphs A. BODILY INJURY and T. TANGIBLE PROPERTY, under Section III, EXCLUSIONS – WHAT IS NOT
COVERED, are deleted for purposes of the coverage provided under Insuring Agreement, BI/PD1. BODILY
INJURY AND PROPERTY DAMAGE – 1ST PARTY only.
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4. For purposes of the coverage provided under Insuring Agreement, BI/PD1. BODILY INJURY AND PROPERTY
DAMAGE – 1ST PARTY only, the definition of ”Loss” under Section IX, DEFINITIONS is deleted and replaced
with the following:


Loss means breach response costs, business interruption loss,
crisis management costs, cyber extortion expenses, and extra
expenses.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 04


BODILY INJURY AND PROPERTY DAMAGE ENDORSEMENT– 3RD PARTY


Form Number SP 14 800 0518
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. Item 5. THIRD PARTY LIABILITY COVERAGES of the Declarations is amended to include the following:


Insuring Agreement Limit/Sub-Limit Retention/Sub-Retention
BI/PD3. BODILY INJURYANDPROPERTYDAMAGE
– 3RD PARTY


$250,000 $5,000


2. Section II, THIRD PARTY LIABILITY COVERAGES is amended by the addition of the following Insuring
Agreement:


BI/PD3. BODILY INJURY AND
PROPERTY DAMAGE – 3RD PARTY


We will pay on your behalf claim expenses, damages, and
regulatory penalties that you become legally obligated to pay
resulting from a claim against you for:


1. bodily injury, sickness, disease, or death of a person resulting
directly from a security failure;


2. damage or injury to or destruction of tangible property
resulting directly from a security failure; or


3. impairment to or loss of use of tangible property, whether
physically damaged, injured, destroyed or not, including
tangible property that cannot be accessed, used, or is less
useful resulting directly from a security failure.


3. Paragraphs A. BODILY INJURY and T. TANGIBLE PROPERTY, under Section III, EXCLUSIONS – WHAT IS NOT
COVERED, are deleted for purposes of the coverage provided under Insuring Agreement, BI/PD3. BODILY
INJURY AND PROPERTY DAMAGE – 3RD PARTY only.
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4. For purposes of this Endorsement only, Section III, EXCLUSIONS –WHAT ISNOTCOVERED, is amended by the
addition of the following:


MULTIMEDIA EXCLUSION With respect to Section II, BI/PD3. BODILY INJURY AND PROPERTY
DAMAGE – 3RD PARTY, any claim against you for a multimedia
wrongful act. However, this exclusion will not apply to any
claim for mental anguish or emotional distress for a multimedia
wrongful act.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 05


COMPUTER REPLACEMENT ENDORSEMENT


Form Number SP 17 514 0419
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. Item 5. of the Declarations is amended to include the following:


Insuring Agreement Limit/Sub-Limit Retention/Sub-Retention
CR. COMPUTER REPLACEMENT $2,000,000 $5,000


2. Section II, FIRST PARTY COVERAGES is amended by the addition of the following insuring agreement:


CR. COMPUTER REPLACEMENT We will pay on your behalf computer replacement
costs that you incur as a result of the loss of integrity
in the firmware of any computer systemsyouownor
lease due to a security failure first discovered by you
during the policy period.


3. Section IX, DEFINITIONS is amended by the addition of the following definition:


Computer replacement costs means the reasonable and necessary costs you incur,
with our prior written consent, to restore or replace
those computer systems directly impacted by a
security failure.


Computer replacement costs do not include
breach responses costs, business interruption
loss, crisis management costs, cyber extortion
expenses, extra expenses, funds transfer loss, or
restoration costs.
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4. For purposes of the coverage provided under this Endorsement only, the definitions of ”Computer systems” and
”Loss” in Section IX, DEFINITIONS are deleted and replaced with the following:
Computer systems means:


1. computers and related peripheral components, including
Internet of Things (IoT) devices;


2. systems and applications software;


3. terminal devices;


4. related communications networks;


5. mobile devices (handheld and other wireless computing
devices); and


6. storage and back-up devices


by which electronic data is collected, transmitted, processed, stored,
backed up, retrieved, and which are owned by you.


Loss means breach response costs, business interruption loss, crisis
management costs, cyber extortion expenses, extra expenses,
funds transfer loss, restoration costs, and computer replacement
costs.


5. Paragraph T. TANGIBLE PROPERTY, under Section III, EXCLUSIONS – WHAT IS NOT COVERED, is deleted for
purposes of the coverage provided under Insuring Agreement, CR. COMPUTER REPLACEMENT.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.


SP 17 514 0419 2 of 2







FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 06


POLLUTION ENDORSEMENT


Form Number SP 14 801 0318
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


Paragraph O. POLLUTANTS, under Section III. WHAT IS NOT COVERED, is deleted for purposes of:


1. an otherwise covered claim under Section II.A, NETWORK AND INFORMATION SECURITY LIABILITY only; and


2. claim expenses resulting from an otherwise covered claim under Section II.B, REGULATORY DEFENSE AND
PENALTIES only.


Provided, however, that the amount of claim expenses and damages paid by us under this Endorsement that
would otherwise be excluded from coverage by Paragraph O. will not exceed the sub-limit amount of $250,000,
regardless of the number of claims or insureds. This sub-limit will be part of, and not in addition to, the Limits of
Liability for Section II.A,NETWORKAND INFORMATIONSECURITY LIABILITY andSection II.B. REGULATORYDEFENSE
AND PENALTIES, and the Aggregate Limit of Liability.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 07


REPUTATION REPAIR ENDORSEMENT


Form Number SP 14 802 1117
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


The definition of ”Crisis management costs” under Section IX, DEFINITIONS is deleted and replaced with the
following:


Crisis management costs means the following reasonable fees or expenses agreed to in
advance by us, in our discretion (such agreement not to be
unreasonably withheld) to mitigate harm to your reputation or to a
covered loss due to a public relations event:


1. a public relations or crisis management consultant;


2. media purchasing or for printing or mailing materials intended
to inform the general public about the public relations event;


3. providing notifications to individuals where such notifications
are not required by breach notice law, including notices to
your non-affected customers, employees, or clients;


4. other costs approved in advance by us;


Provided that any crisis management costs to mitigate harm to
your reputationmust be incurredwithin twelvemonths after the first
publication of such public relations event.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 08


REPUTATIONAL HARM LOSS


Form Number SP 16 383 0718
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. Item 5. of the Declarations is amended to include the following:


Insuring Agreement Limit/Sublimit Retention
RHL. REPUTATIONAL HARM LOSS $1,000,000 Waiting period: 14 days


2. Section II, FIRST PARTY COVERAGES is amended by the addition of the following Insuring Agreement:


REPUTATIONAL HARM LOSS We will pay reputational harm loss that you incur during the
indemnity period solely and directly resulting from an adverse
publication first published during the policy period specifically
concerning a security failure, data breach, or cyber extortion first
discovered by you and reported to us during the policy period.


The waiting period for any reputational harm loss will be the
period of time set forth in Item 5. above.


3. For purposes of the coverage provided under Insuring Agreement, RHL. REPUTATIONAL HARM LOSS only,
Section IV, YOUR OBLIGATIONS AS AN INSURED, WHEN THERE IS A CLAIM OR INCIDENT is amended to
include the following:


Notice of any adverse publication will include complete details of the adverse publication and the date
you first became aware of such adverse publication, you must immediately record the specifics of any
reputational harm loss resulting therefrom.
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4. For purposes of the coverage provided under Insuring Agreement, RHL. REPUTATIONAL HARM LOSS only,
SECTION V, CLAIMS PROCESS, PROOF OF LOSS is deleted and replaced with the following:


PROOF OF LOSS With respect to reputational harm loss, you must complete and
sign written, detailed, and affirmed proof of loss within 90 days after
the adverse publication (unless such period has been extended by
the underwriters in writing) which will include, at a minimum, the
following information:


(a) a full description of the circumstances, including, without
limitation, the time and place of the adverse publication;


(b) a full description of the circumstances, including, without
limitation, the time, place, and cause of the underlying security
failure, data breach, or cyber extortion as well as the date of
first notice to us; and


(c) a detailed calculation of any reputational harm loss; and all
underlying documents and materials that reasonably relate to
or form part of the basis of the proof of such reputational harm
loss.


Any costs incurred by you in connection with establishing or proving
reputational harm loss, including preparing a proof of loss, will be
your obligation and is not covered under this Policy.


Solely with respect to verification of reputational harm loss,
you agree to allow us to examine and audit your books and records
that relate to this Policy at any time during the policy period and up
to 12 months following a loss.


5. For purposes of the coverage provided under Insuring Agreement, RHL. REPUTATIONAL HARM LOSS only,
Section IX, DEFINITIONS is amended by the addition of the following:


Adverse publication means any report or communication to the public through anymedia
channel including, but not limited to television, print media, radio,
the internet, or electronic mail, of information that was previously
unavailable to the public, specifically concerning a security failure,
data breach, or cyber extortion that affects any of your customers
or clients. All adverse publications relating to the same security
failure, data breach or cyber extortion will be deemed to have
occurredon thedateof the firstadversepublication for thepurposes
of determining the applicablewaitingperiod and indemnityperiod.
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Reputational harm loss means the net profit that would have been earned before income
taxes, or net loss that would not have been incurred solely and
directly as the result of any adverse publication.


Reputational harm loss does not include any:
(a) costs to rehabilitate your reputation, including legal costs or


expenses;


(b) breach response costs;
(c) crisis management costs;
(d) costs directly caused by an adverse publication of any


occurrence other than a covered security failure, data breach,
or cyber extortion.


(e) loss arising out of, based upon, or attributable to any publicity
that refers or relates to the security or privacy of other entities
in the same or similar business or industry as you, including any
of your competitors; or


(f) any loss resulting from partial or complete interruption of
computer systems caused by a security failure.


Reputational harm loss will not include net profit that would likely
have been earned before income taxes as a result of an increase in
volume due to favorable business conditions caused by the impact
of security failures, data breaches, or cyber extortion impacting other
businesses, loss of market, or any other consequential loss. Further,
due consideration shall be given to the following when calculating
reputational harm loss:
(a) the experienceof yourbusiness before theadversepublication


and probable experience thereafter during the indemnity
period had there been no adverse publication and to the
continuation of normal charges and expenses that would have
existed has no adverse publication occurred; and


(b) any reputational harm loss made up during, or within a
reasonable time after the end of, the indemnity period.


6. For purposes of the coverage provided under Insuring Agreement, RHL. REPUTATIONAL HARM LOSS only,
the definitions of ”Indemnity period”, ”Incident” ”Loss”, and ”Waiting period” under Section IX,
DEFINITIONS are deleted and replaced with the following:


Indemnity period means the onehundred and eighty (180) day period that begins at the
conclusion of thewaiting period.


Incident means cyber extortion, data breach, funds transfer fraud, public
relations event, security failure, systems failure or adverse
publication.
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Loss means breach response costs, business interruption loss, crisis
management costs, cyber extortion expenses, extra expenses,
funds transfer loss, restoration costs, and reputational harm loss.


Waiting period means the amount of time set forth in Item 5. above that must
elapse after the date upon which the adverse publication was first
disseminated.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 09


SERVICE FRAUD ENDORSEMENT


Form Number SP 16 183 0518
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. Item 5. FIRST PARTY COVERAGES of the Declarations is amended to include the following:


Insuring Agreement Limit/Sub-Limit Retention/Sub-Retention
SF. SERVICE FRAUD $100,000 $5,000


2. Section II, FIRST PARTY COVERAGES is amended by the addition of the following insuring agreement:


SF. SERVICE FRAUD We we will reimburse you for direct financial loss that you incur as the
result of you being charged for the fraudulent use of business services
resulting from a security failure, provided that such direct financial loss is
first discovered by you and incurred by you during the policy period.


3. For purposes of the coverage provided under Insuring Agreement, SF. Service Fraud only, the following
definition under Section IX, DEFINITIONS is added:
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Business services means the information technology and telephony business services shown
in the Schedule below provided that:


(a) you use such service regularly in the normal course of your business;
(b) you are charged a fee on a regular periodic basis, no less frequently


than on a semi-annual basis; and


(c) such services areprovided in accordancewith the termsandconditions
of a written contract between you and the business service provider.


Schedule


Software as a Service;
Platform as a Service;
Network as a Service;
Infrastructure as a Service;
Voice over Internet Protocol; and
Telephony Services.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 10


CAP ON LOSSES FROM CERTIFIED ACTS OF TERRORISM


Form Number SP 17 252 0219
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that the following is
added:


CERTIFIED ACTS OF
TERRORISM


If aggregate insured losses attributable to terrorist acts certified under the
federal Terrorism Risk Insurance Act exceed $100 billion in a calendar year
andwe havemet our insurer deductible under the Terrorism Risk Insurance
Act, we will not be liable for the payment of any portion of the amount
of such losses that exceeds $100 billion, and in such case insured losses
up to that amount are subject to pro rata allocation in accordance with
procedures established by the Secretary of the Treasury.


Certified act of terrorism means an act that is certified by the Secretary
of the Treasury, in accordance with the provisions of the federal Terrorism
Risk Insurance Act, to be an act of terrorism pursuant to such Act. The
criteria contained in the Terrorism Risk Insurance Act for a certified act of
terrorism include the following:


1. The act resulted in insured losses in excess of $5 million in the
aggregate, attributable to all types of insurance subject to the
Terrorism Risk Insurance Act; and


2. The act is a violent act or an act that is dangerous to human life,
property or infrastructure and is committed by an individual or
individuals as part of an effort to coerce the civilian population of the
United States or to influence the policy or affect the conduct of the
United States Government by coercion.


The terms and limitations of any terrorism exclusion, or the inapplicability
or omission of a terrorism exclusion, do not serve to create coverage for
damages or loss that is otherwise excluded under this Policy.
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All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 11


DISCLOSURE PURSUANT TO TERRORISM RISK INSURANCE ACT


Form Number SP 17 255 0220
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that the following is
added:


DISCLOSURE OF
TERRORISM RISK
INSURANCE ACT
PREMIUM


In accordance with the federal Terrorism Risk Insurance Act, we are required to provide
youwith a notice disclosing the portion of your premium, if any, attributable to coverage
for terrorist acts certified under the Terrorism Risk Insurance Act. The portion of your
premium attributable to such coverage is shown in the Policy Declarations.
The United States Government, Department of the Treasury, will pay a share of terrorism
losses insuredunder the federal program. The federal share equals apercentageas follows
of that portion 80% of the amount of such insured losses that exceeds the applicable
insurer retention
However, if aggregate insured losses attributable to terrorist acts certified under the
Terrorism Risk Insurance Act exceed $100 billion in a calendar year, the Treasury will not
make any payment for any portion of the amount of such losses that exceeds $100 billion.
If aggregate insured losses attributable to terrorist acts certified under the federal
Terrorism Risk Insurance Act exceed $100 billion in a calendar year andwe have met our
insurer deductible under the Terrorism Risk Insurance Act, we will not be liable for the
payment of any portion of the amount of such losses that exceeds $100 billion, and in such
case insured losses up to that amount are subject to pro rata allocation in accordancewith
procedures established by the Secretary of the Treasury.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 12


MISCELLANEOUS AMENDMENTS (AON) ENDORSEMENT


Form Number SP 17 010 1218
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. SECTION II, WHATWE COVER – OUR INSURING AGREEMENTS is deleted and replaced with the following:


WHATWE COVER – OUR
INSURING AGREEMENTS


In consideration of the named insured’s payment of the premium, in
reliance upon the information provided to us, including in and with
the application, and subject to the Limits of Liability and applicable
Retention(s), exclusions, conditions, and other terms of this Policy,
we agree to provide the following insurance coverage provided that:


1. The claim is made against you during the policy period, and
is reported to us during the policy period or any applicable
Optional Extended Reporting Period;


2. The discovery of the incident, privacy liability, ormultimedia
wrongful act first took place after the retroactive date and
before the end of the policy period; and


3. Notice is provided in accordance with SECTION IV, YOUR
OBLIGATIONS AS AN INSURED.


2. SECTION III, EXCLUSIONS – WHAT IS NOT COVERED, Paragraph C. CONTRACTUAL LIABILITY is deleted and
replaced with the following:
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C. CONTRACTUAL LIABILITY Any contractual liability or obligation or any breach of contract
or agreement either oral or written, provided, however, that this
exclusion will not apply:


1. with respect to the coverage provided by Section II.A, Network
and information security liability, and Section II.E, BREACH
RESPONSE, to your obligations to maintain the confidentiality
or security of personally identifiable information or third
party corporate information;


2. with respect to the coverage provided by Section II.C,
MULTIMEDIA CONTENT LIABILITY, to misappropriation of
ideas under implied contract;


3. with respect to the coverage provided by Section II.D, PCI FINES
AND ASSESSMENTS;


4. any claim arising out of an actual or alleged violation of your
privacy policy; and


5. to the extent youwould have been liable in the absence of such
contract or agreement.


3. Paragraph E. DISCRIMINATION, under Section III. EXCLUSIONS – WHAT IS NOT COVERED, is deleted.


4. Section III, EXCLUSIONS – WHAT IS NOT COVERED, Paragraph W. VIOLATION OF ACTS/LAWS is amended by
the addition of the following language:


However, this exclusion shall not apply to a claim against you alleging a data breach or
privacy liability in violation of regulation S-P (17 C.F.R. § 248).


5. SECTION IV, YOUR OBLIGATIONS AS AN INSURED, DUTY TO COOPERATE is deleted and replaced with the
following:


DUTY TO COOPERATE We will have the right to make any investigation we deem
necessary to adjust any claim, and you will cooperate with us
in all investigations, respond to reasonable requests for information,
and execute all papers and render all assistance as requested by us.
You will also cooperate with counsel in the defense of all claims and
response to all incidents and provide all information necessary for
appropriate and effective representation.


6. SECTION V, CLAIMS PROCESS, SETTLEMENT is deleted and replaced with the following:
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DEFENSE We will have the right and duty to defend, subject to the Limits
of Liability and applicable Retention(s), exclusions, conditions, and
other terms of this Policy:


1. any claim against you seeking damages that are payable under
the terms of this Policy; or


2. under Section II.B, REGULATORY DEFENSE AND PENALTIES, any
claim in the form of a regulatory proceeding.


Youhave the right to select defense counsel fromourPanel Providers.
If you would like to retain defense counsel that is not on our list of
Panel Providers, such counsel will bemutually agreed upon between
you and us, which agreement will not be unreasonably withheld.


Wewill pay claim expenses incurred with our prior written consent,
which shall not be unreasonably withheld, with respect to any claim
seeking damages or regulatory penalties payable under this Policy.
We will have no obligation to pay claim expenses until you have
satisfied the applicable Retention.


The Limits of Liability of this Policy will be reduced and may be
completely exhausted by payment of claim expenses. Our duty to
defend ends once the applicable Limit of Liability is exhausted, or
after deposit of the amount remaining on the applicable Limit of
Liability in a court of competent jurisdiction. Upon such payment,
wewill have the right to withdraw from the defense of the claim.


7. SECTION V, CLAIMS PROCESS, PROOF OF LOSS is deleted and replaced with the following:


PROOF OF LOSS With respect to business interruption loss and extra expenses, you
must complete and sign awritten, detailed, and affirmedproof of loss
within 120 days after your discovery of the computer systems failure
(unless suchperiodhasbeenextendedby theunderwriters inwriting)
which will include, at a minimum, the following information:


1. a full description of the circumstances, including, without
limitation, the time, place, and cause of the loss;


2. a detailed calculation of any business interruption loss and
extra expenses; and all underlying documents and materials
that reasonably relate to or form part of the basis of the proof
of such business interruption loss and extra expenses.


Any costs incurred by you in connection with establishing or proving
business interruption loss or extra expenses, including preparing
a proof of loss, will be your obligation and is not covered under this
Policy.


Solely with respect to verification of business interruption loss, you
agree to allow us to examine and audit your books and records that
relate to this Policy at any time during the policy period and up to 12
months following a loss.
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8. The following definitions under Section IX, DEFINITIONS is deleted and replaced with the following:


Application means all applications, including any attachments thereto and
supplemental information, submitted by or on behalf of the named
insured tous in thepast three (3) years in connectionwith the request
for or underwriting of this Policy, or any prior policy issued by us of
which this Policy is a renewal thereof.


Breach notice law means any local, state, federal or foreign statute or regulation,
including from the United States, European Union, or other country
that requires: (i) notice to persons whose personally identifiable
information was, or reasonably considered likely to have been,
accessed or acquired by an unauthorized person; or (ii) notice to
regulatory agencies of such incident.


Cyber extortion expenses means the following reasonable and necessary costs incurred with
our prior written consent:


1. money, securities, Bitcoin or other virtual currencies, or other
legal consideration of tender paid at the direction and demand
of any person committing cyber extortion and costs incurred
solely in, and directly from, the process ofmaking or attempting
to make such a payment; and


2. reasonable and necessary costs, fees, and expenses to respond
to a cyber extortion.


The value of cyber extortion expenses will be determined as of the
date such cyber extortion expenses are paid.


Indemnity period means the time period that:


1. begins on the date and time that the partial or complete
interruption of computer systems first occurred; and


2. ends on the earlier of the date and time that the interruption
to your business operations resulting from such interruption of
computer systems: (i) ends; or (ii) could have ended if you had
acted with due diligence and dispatch.


However, in no event shall the indemnity period exceed 365 days.
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Regulatory proceeding means a request for information, civil investigative demand, or
civil proceeding commenced by service of a complaint or similar
proceeding brought by or on behalf of the Federal TradeCommission,
Federal Communications Commission, Security and Exchange
Commission (SEC) arising only from S-P (17 C.F.R. § 248), or any
federal, state, local, or foreign governmental entity in such entity’s
regulatory or official capacity in connection with such proceeding.


Other than the foregoing, regulatory proceeding does not include
the Security and Exchange Commission (SEC) and similar federal,
state, local, or foreign governmental entity.


Senior executive means any partner, principal, director, in-house counsel, risk
manager, chief information officer, chief information security officer,
chief financial officer, chief executive officer, chief operating officer,
or functional equivalent, but only while acting on your behalf in the
scope of your business operations.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY: C-4LQ7-018448-CYBER-2022 ENDT NO.: 13


MAINE CHANGES


Form Number SP 16 553SL 0219


Effective Date of Endorsement June 17, 2022


Named Insured Maine Connectivity Authority


Filing Number C-4LQ7-018448-CYBER-2022


Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY


This endorsement modifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


SECTION VII,  CANCELLATION AND OPTIONAL EXTENDED REPORTING PERIOD, CANCELLATION
AND NON-RENEWAL is deleted and replaced with the following:


CANCELLATION AND 
NON-RENEWAL


This Policy may be cancelled by the named insured by surrender of this Policy to us
or by giving written notice to  us stating when thereafter such cancellation will be
effective. 


If this Policy has been in effect for less than sixty (60) days, and is not a renewal, we
may cancel this Policy, by mailing, by registered or certified mail,  to the  named
insured at  the  named  insured's last  known address,  written  notice,  stating  the
effective date and the reason for cancellation. Such cancellation will not be less
than  sixty  (60)  days  after  such  notice  is  mailed  (or  ten  (10)  days  plus  mailing
thereafter  when cancellation is  due to non-payment  of  premium).  A post  office
certificate of mailing is conclusive proof of receipt of notice on the third calendar
day after mailing.


If this Policy has been in effect for at least sixty (60) days or is a renewal,  we may
cancel this Policy by mailing, by registered or certified mail, to the named insured
at the  named insured's last known address,  written notice,  stating the effective
date  and  the  reason  for  cancellation.  A  post  office  certificate  of  mailing  is
conclusive proof of receipt of notice on the third calendar day after mailing. Such
cancellation will not be less than sixty (60) days after such notice is mailed (or ten
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(10)  days  plus  mailing  thereafter  when  cancellation  is  due  to  non-payment  of
premium) and may only be for one or more of the following reasons:


a. non-payment of premium;
b. fraud or material misrepresentation made by the  named insured or


with the named insured's consent in obtaining the Policy, continuing
the Policy, or in presenting a claim under the Policy;


c. substantial  change in the risk which increases the risk of  loss after
insurance coverage has been issued or renewed, including, but not
limited to, an increase in exposure due to regulation, legislation or
court decision;


d. failure to comply with reasonable loss control recommendations;
e. substantial breach of contractual duties, conditions or warranties; or
f. determination  by  the  superintendent  of  insurance  that  the


continuation  of  a  class  or  block  of  business  to  which  the  Policy
belongs will jeopardize our solvency or will place us in violation of the
insurance laws of Maine.


If  this  Policy  is  cancelled in accordance with the paragraphs above,  the earned
premium will be computed pro rata, but the premium will be deemed fully earned
if any  claim,  incident, or any circumstance that could reasonably be expected to
give rise to a claim, is reported to us on or before the date of cancellation.


We have no obligation to renew this Policy. If we elect not to renew this Policy, we
will mail by registered or certified mail, written notice to you, stating the reason(s)
for non-renewal at least sixty (60) days prior to the expiration of the policy period. A
post office certificate of mailing will be conclusive proof of receipt of notice on the
third calendar day after mailing.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of 
the Policy unless otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 14


BREACH RESPONSE SEPARATE LIMIT ENDORSEMENT


Form Number SP 16 296 0618
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. Item 4. of the Declarations is amended to include the following:


BREACH RESPONSE LIMIT OF LIABILITY $2,000,000


2. Section VI, LIMITS OF LIABILITY AND RETENTION, LIMITS OF LIABILITY is deleted and replaced by the
following:


LIMITS OF LIABILITY Aggregate Limit of Liability & Limits of Liability for All Amounts Other than
Breach Response Costs


The Aggregate Limit of Liability set forth in Item 4. of the Declarations is
the maximum amount we will be liable to pay for all damages, business
interruption loss, crisis management costs, cyber extortion expenses,
extra expenses, funds transfer loss, restoration costs, PCI fines and
assessments, regulatory penalties and claim expenses, regardless of the
number of claims, incidents, or insureds.


The Limits of Liability set forth in Item 5. of the Declarations is themaximum
amountwewill be liable topay for alldamages, business interruption loss,
crisis management costs, cyber extortion expenses, extra expenses,
funds transfer loss, restoration costs, PCI fines and assessments,
regulatory penalties and claim expenses under each Insuring Agreement,
regardless of the number of claims, incidents, or insureds. Such Limits
of Liability are part of, and not in addition to, the Aggregate Limit of
Liability. The reference to applicable Limits of Liability herein refers to each
participating Insurer’s individual Quota Share Limit of Liability as stated in
Item 7. of the Declarations.
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Our Limits of Liability for an Optional Extended Reporting Period, if
applicable, will be part of, and not in addition to the Aggregate Limit of
Liability set forth in Item 4. of the Declarations.


Limit of Liability for Breach Response Costs


The Breach Response Limit of Liability set forth in Item4. of the Declarations
is the maximum amount we will be liable to pay for all breach response
costs, regardless of the number of security failures, data breaches, or
insureds. The Breach Response Limit of Liability is in addition to the
Aggregate Limit of Liability. Upon exhaustion of the Breach Response Limit
of Liability, therewill be no further coverage under this Policy for anybreach
response costs.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 15


REGULATORY COVERAGE ENHANCEMENT ENDORSEMENT– CCPA AND GDPR


Form Number SP 17 147 1119
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. SECTION II, WHAT WE COVER – OUR INSURING AGREEMENTS, THIRD PARTY LIABILITY COVERAGES,
paragraph B is deleted and replaced with the following:


B. REGULATORY DEFENSE AND
PENALTIES


We will pay on your behalf claim expenses and regulatory penalties
that you become legally obligated to pay resulting from a claim against
you in the form of a regulatory proceeding.


2. The definition of “Regulatory proceeding” under SECTION IX, DEFINITIONS is deleted and replaced with
the following:
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Regulatory proceeding means a request for information, civil investigative demand, or civil
proceeding commenced by service of a complaint or similar proceeding:


1. brought by or on behalf of the Federal Trade Commission,
Federal Communications Commission, Securities and Exchange
Commission (SEC) arising only from S-P (17 C.F.R. § 248), or any
federal, state, local, or foreign governmental entity in such entity’s
regulatory or official capacity, in connection with such proceeding
arising from a security failure or a data breach; or


2. brought for a violation of the General Data Protection Regulation
(GDPR), California Consumer Privacy Act (CCPA), or any similar
federal, state, local, or foreign regulation arising from a privacy
liability.


Other than the foregoing, regulatory proceeding does not include a
request for information, civil investigative demand, or civil proceeding
commenced by service of a complaint or similar proceeding brought by
the Securities and Exchange Commission (SEC) and similar federal, state,
local, or foreign governmental entities.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 16


COURT ATTENDANCE COST REIMBURSEMENT ENDORSEMENT


Form Number SP 16 777 0918
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


SECTION V, CLAIMS PROCESS, DEFENSE is amended to include the following:


DEFENSE If we request your presence at a trial, hearing,
deposition, mediation, or arbitration relating to
the defense of any claim, we will pay reasonable
costs and expenses of attendance up to a maximum
amount of $250.00 a day per person, subject to
a maximum amount of $25,000 per policy period.
Such amounts are part of and not in addition to the
Limits of Liability of this Policy.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 17


CRIMINAL REWARD COVERAGE


Form Number SP 16 670 0818
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. Item 5. FIRST PARTY COVERAGES of the Declarations is amended to include the following:
Insuring Agreement Limit/Sublimit Retention
CR. CRIMINAL REWARD COVERAGE $25,000 $0


2. Section II, FIRST PARTY COVERAGES is amended by the addition of the following Insuring Agreement:
CR. CRIMINAL REWARD
COVERAGE


We will indemnify the named insured criminal reward costs. No
Retention will apply to this insuring agreement.


3. Section IX, DEFINITIONS is amended by the addition of the following definition:
Criminal reward costs means any amount offered and paid by us for information that leads


to the arrest and conviction of any individual(s) committing or trying
to commit any illegal act related to any coverage under this Policy.
Criminal reward costs does not include and this Policy will not
cover any amount offered and paid for information provided by you,
your auditors, whether internal or external, any individual hired or
retained to investigate the aforementioned illegal acts, or any other
individuals with responsibilities for the supervision or management
of the aforementioned individuals.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 18


DUTY TO COOPERATE ENDORSEMENT


Form Number SP 17 274 0219
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


SECTION IV, YOUR OBLIGATIONS AS AN INSURED, DUTY TO COOPERATE is deleted and replaced with the
following:


DUTY TO COOPERATE We will have the right to make any investigation we deem necessary to
adjust any claim, and you will cooperate with us in all investigations,
respond to reasonable requests for information, and execute all papers
and render all assistance as requested by us. You will also cooperate
with counsel in the defense of all claims and response to all incidents
and provide all information necessary for appropriate and effective
representation.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 19


INVOICE MANIPULATION ENDORSEMENT


Form Number SP 17 813 0819
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. Item 5. of the Declarations is amended to include the following:


Insuring Agreement Limit / Sublimit Retention
IM. INVOICE MANIPULATION $250,000 $5,000


2. Section II, FIRST PARTY COVERAGES is amended by the addition of the following insuring agreement:


IM. INVOICE MANIPULATION We will pay you invoice manipulation loss that you incur directly
resulting from any invoice manipulation first discovered by you during
the policy period.


3. Section IX, DEFINITIONS is amended by the addition of the following definitions:


Invoice Manipulation means the release or distribution of any fraudulent invoice or payment
instruction to a third party as a direct result of a security failure.


Invoice Manipulation Loss means your direct net costs, excluding any profit, to provide goods,
products, or services to a third party for which you are unable to collect
payment after transfer of such goods, products, or services to a third
party as a direct result of an invoicemanipulation.


4. For purposes of the coverage provided under this Endorsement only, the following definitions under Section
IX, DEFINITIONS is deleted and replaced with the following:
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Incident means cyber extortion, data breach, funds transfer fraud, invoice
manipulation, public relations event, security failure, or systems
failure.


All incidents that have a common nexus of fact, circumstance, situation,
event, transaction, or cause, or series of related facts, circumstances,
situations, events, transactions, or causes will be considered a single
incident occurring on the date the first such incident occurred.


Loss means breach response costs, business interruption loss, crisis
management costs, cyber extortion expenses, extra expenses, funds
transfer loss, invoicemanipulation loss, and restoration costs.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY NO.: C-4LQ7-018448-CYBER-2022
ENDT. NO.: 20


YOUR OBLIGATIONS AS AN INSURED ENDORSEMENT


Form Number SP 17 275 0219
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Policy Number C-4LQ7-018448-CYBER-2022
Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.


This endorsementmodifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


SECTION IV, YOUR OBLIGATIONS AS AN INSURED, WHEN THERE IS A CLAIM OR INCIDENT is deleted and replaced
with the following:


WHEN THERE IS A CLAIM OR
INCIDENT


You must provide us written notice of a claim or incident through the
persons named in Item 8. of the Declarations as soon as practicable once
such claim or incident is known to a senior executive. In no event will
such notice to us be later than: (i) the end of the policy period; (ii) or 90
days after the end of the policy period for claims made against you or
incidents discovered by you in the last 60 days of the policy period.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of the Policy unless
otherwise stated herein.
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FILING POLICY: C-4LQ7-018448-CYBER-2022 ENDT NO.: 21


PHISHING (IMPERSONATION) AND PROOF OF LOSS PREPARATION EXPENSE ENDORSEMENT


Form Number SP 18 435 0720


Effective Date of Endorsement June 17, 2022


Named Insured Maine Connectivity Authority


Filing Number C-4LQ7-018448-CYBER-2022


Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY


This endorsement modifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


1. Item 5 of the Declarations is amended to include the following


Insuring Agreement Limit / Sub-Limit Retention / Sub-Retention


PH – Phishing (Impersonation)
PL – Proof of Loss Preparation Expenses


$50,000
$50,000


$5,000
$5,000


2. Section II, WHAT WE COVER – OUR INSURING AGREEMENTS, is amend by the addition of
the following:


PH – PHISHING 
(IMPERSONATION)


We will pay on your behalf phishing response services that you incur 
resulting from a phishing attack first discovered by you during the policy 
period.


PL - PROOF OF LOSS 
PREPARATION 
EXPENSES


We will pay on your behalf proof of loss preparation expenses.


3. SECTION VI, LIMITS OF LIABILITY AND RETENTION, RETENTION,  is deleted and replaced
with the following:
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Retention We will only be liable for those amounts payable under this Policy 
which are in excess of the applicable Retention(s). Such 
Retention(s) must be paid by you and cannot be insured.


In the event that damages, PCI fines and assessments, 
regulatory penalties, claim expenses, breach response costs, 
business interruption loss, crisis management costs, cyber 
extortion expenses, extra expenses, funds transfer loss, 
phishing. response services, proof of loss preparation 
expenses, restoration costs, or other amounts arising out of a 
claim or incident are subject to more than one Retention, the 
applicable Retention amount will apply to such damages, PCI 
fines and assessments, regulatory penalties, claim expenses, 
breach response costs, business interruption loss, crisis 
management costs, cyber extortion expenses, extra 
expenses, funds transfer loss, phishing. response services, 
proof of loss preparation expenses, restoration costs, or other
amounts, provided that the sum of such Retention amounts will 
not exceed the largest applicable Retention amount.


4. SECTION      IX, DEFINITIONS      LOSS is deleted and replaced with the following:


Loss means breach response costs, business interruption loss, 
crisis management costs, cyber extortion expenses, extra 
expenses, funds transfer loss, phishing response services, 
proof of loss preparation expenses, and restoration costs


5. The following definition is added to Section IX, definitions:


Phishing response services means:


1. the cost of retaining a law firm and public relations firm 
incurred by you to create and publish a press release or 
establish a website to advise your customers and 
prospective customers of a phishing attack; and


2. the cost of reimbursing your existing customers for their 
loss of money or tangible property directly resulting 
from a phishing attack; and


3. the cost of retaining a third party for the removal of 
websites designed to impersonate you.


Phishing attack means fraudulent electronic communications or websites 
designed to impersonate you or any of your products provided 
that such fraudulent communications or websites do not arise out 
of or result from any security failure.


Proof of loss preparation 
expenses


means the reasonable and necessary costs you incur with our 
prior written
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consent for a third-party forensic accounting firm to assist you with
preparing a proof of loss as required by Section V. CLAIMS 
PROCESSES,
PROOF OF LOSS with respect to business interruption loss or 
extra expenses covered under this Policy.


Tangible property means items or objects that can be felt or touched. Tangible 
property does not include:


1. digital assets;
2. any form of intellectual property, including trade secrets; 


or
3. money, securities or digital currencies.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of
the Policy unless otherwise stated herein.
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FILING POLICY: C-4LQ7-018448-CYBER-2022 ENDT NO.: 22


WRONGFUL COLLECTION EXCLUSION


Form Number SP 18 324 0521


Effective Date of Endorsement June 17, 2022


Named Insured Maine Connectivity Authority


Filing Number C-4LQ7-018448-CYBER-2022


Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY


This endorsement modifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that:


SECTION III, EXCLUSIONS - WHAT IS NOT COVERED is amended by the addition of the following:


WRONGFUL COLLECTION Any collection, processing, storage, sharing or sale of personally 
identifiable information that is:


1. Performed without the knowledge and consent of the individuals 
whose personally identifiable information is collected, stored, 
processed, shared or sold; or,


2. In violation of any state, federal or foreign privacy regulation.


However, this exclusion shall not apply to claims under SECTION II, B. 
REGULATORY DEFENSE AND PENALTIES for claims arising from a privacy 
liability.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of 
the Policy unless otherwise stated herein.
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FILING POLICY: C-4LQ7-018448-CYBER-2022
ENDT NO.: 23


$0 RETENTION FOR SERVICES FROM COALITION INCIDENT RESPONSE


Form Number SP 18 395 0620
Effective Date of Endorsement June 17, 2022
Named Insured Maine Connectivity Authority
Filing Number C-4LQ7-018448-CYBER-2022


Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY


This endorsement modifies insurance provided under the following:


COALITION CYBER POLICY


In consideration of the premium charged for this Policy, it is hereby understood and agreed that: 


Section VI, LIMITS OF LIABILITY AND RETENTION, RETENTION is deleted and replaced with the
following:


RETENTION We will only be liable for those amounts payable under this Policy which are
in excess of the applicable Retention(s). Such Retention(s) must be paid by 
you and cannot be insured.  


In the event that damages, PCI fines and assessments, regulatory 
penalties, claim expenses, breach response costs, business 
interruption loss, crisis management costs, cyber extortion expenses, 
extra expenses, funds transfer loss, restoration costs, or other amounts
arising out of a claim or incident are subject to more than one Retention, 
the applicable Retention amount will apply to such damages, PCI fines 
and assessments, regulatory penalties, claim expenses, breach 
response costs, business interruption loss, crisis management costs, 
cyber extortion expenses, extra expenses, funds transfer loss, 
restoration costs, or other amounts, provided that the sum of such 
Retention amounts will not exceed the largest applicable Retention amount.


In the event that you choose to use Coalition Incident Response to provide 
services that result in breach response costs, claim expenses, cyber 
extortion expenses, or restoration costs, the fees, costs and expenses of 
Coalition Incident Response covered under the terms and conditions of this 
policy will not be subject to any retention.
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All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of
the Policy unless otherwise stated herein.
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FILING POLICY: C-4LQ7-018448-CYBER-2022 ENDT NO.: 24


MULTI-FACTOR AUTHENTICATION (MFA) RETENTION REDUCTION


Form Number SP 17 814 0819


Effective Date of Endorsement June 17, 2022


Named Insured Maine Connectivity Authority


Filing Number C-4LQ7-018448-CYBER-2022


Issued by
(Name of Insurance Company)


North American Capacity Insurance Company,
Arch Specialty Insurance Company,
Ascot Specialty Insurance Company


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY


This endorsement modifies insurance provided under the following:


COALITION CYBER POLICY


1. Section VI, LIMITS AND RETENTION, RETENTION is deleted and replaced with the following:


Retention We will only be liable for those amounts payable under this Policy which
are in excess of the applicable Retention(s). Such Retention(s) must be paid
by you and cannot be insured.  


In  the  event  that  damages,  PCI  fines  and  assessments, regulatory
penalties, claim  expenses, breach  response  costs, business
interruption  loss, crisis  management  costs, cyber  extortion
expenses, extra expenses, funds transfer loss, restoration costs,  or
other amounts arising out of a claim or incident are subject to more than
one  Retention,  the  applicable  Retention  amount  will  apply  to  such
damages, PCI  fines  and  assessments, regulatory  penalties, claim
expenses, breach response  costs, business  interruption loss, crisis
management costs, cyber extortion expenses, extra expenses, funds
transfer loss, restoration costs, or other amounts, provided that the sum
of such Retention amounts will not exceed the largest applicable Retention
amount. 


In the event that damages, PCI fines and assessments, regulatory 
penalties, claim expenses, breach response costs, business 
interruption loss, crisis management costs, cyber extortion 
expenses, extra expenses, funds transfer loss, restoration costs, or 
other amounts arise out of a claim or incident that is the direct of a 
business email compromise, the largest applicable Retention amount 
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will be reduced by 50% subject to a maximum reduction of $10,000, 
provided that multi-factor authentication was enabled and required at 
the time of the applicable incident.


2. Section IX, DEFINITIONS is amended by the addition of the following definitions:


Business email compromise means any access to or use of your email system in a manner that is not 
authorized by you.


Multi-factor authentication means, in addition to the use of a user ID and password to validate access
to your email system, the use of at least one of the following methods of
authentication:


a. a hardware or software token or access card; 
b. third  party  authentication  applications  providing  time  bound,


one-time codes, by a method other than text messaging; or
c. text messaging authentication.


Text messaging authentication The use or receipt of a unique one-time passcode received by text message 
to a pre-established mobile number linked to the email account on your 
email system that is being accessed in order to validate access to your 
email system.


All other terms and conditions of this Policy remain unchanged.


This endorsement forms a part of the Policy to which attached, effective on the inception date of 
the Policy unless otherwise stated herein.
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This Policy’s ‘Costs’ and ‘Loss’ insuring agreements provide coverage on an incidents discovered and reported
basis and apply only to incidents discovered by the Insured during the Policy Period and reported to the Insurer
in accordance with the terms of this Policy.  This Policy’s ‘Liability’ insuring agreements provide coverage on a
claims made and reported basis and apply only to Claims and Regulatory Proceedings first made against the
Insured during the Policy Period or Extended Reporting Period (if  applicable) and reported to the Insurer in
accordance with the terms this Policy. Amounts incurred as Claims Expenses under this Policy will reduce and
may exhaust the limit of liability and are subject to retentions.


Insurer Information


Insurer: Homeland Insurance Company of New York (non-admitted)


Managing General Agent: Resilience Cyber Insurance Solutions


Broker: Aon Risk Services Central, Inc.


Notice of Claim or Circumstance,
Administrative Notice and


Service of Suit:


Resilience Cyber Insurance Solutions
+1 (302) 722-7236 (24/7 emergency hotline)
claims@resilienceinsurance.com (preferred)
275 Madison Ave.
Ste. 1105
New York, NY 10016


Policy Information


Named Insured: Maine Public Employees Retirement System


Named Insured Address: 139 Capitol Street


Augusta, ME 04332


Policy Form: RCP1


Policy Number: 720000051-0001


Policy Period: From: 03/15/2022   To: 03/15/2023
Both at 12:01 a.m. local time at the Named Insured address


Premium: USD $95,000


Continuity Date: 03/15/2021


Retroactive Date: Full Prior Acts


Waiting Period: 10 Hours


Extended Reporting Period: 12 Months


Extended Reporting Premium: 100% of the annual Policy premium for 12 months
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Coverage Schedule (All currency in USD)


Limit Retention


Policy Aggregate Limit of Liability $5,000,000


Covered Costs


Response $5,000,000 $250,000
Data Recovery $5,000,000 $250,000


Hardware Replacement $1,000,000 $250,000
Reward $50,000 $250,000


‘Costs’ retentions above apply to each incident.


Covered Loss


Insured Interruption
from Security Failure $5,000,000 $250,000
from System Failure $5,000,000 $250,000
from Intentional Shutdown $5,000,000 $250,000


Vendor Interruption
from Vendor Security Failure $5,000,000 $250,000
from Vendor System Failure $2,500,000 $250,000


Extortion $250,000 $250,000
Reputation $2,500,000 $250,000


Telephone Fraud $0 $250,000
Cryptojacking $100,000 $250,000


Social Engineering $0 $250,000
Invoice Manipulation $0 $250,000


Transfer Fraud $0 $250,000


‘Loss’ retentions above apply to each incident. 


Covered Liability


Data & Network $5,000,000 $250,000
Regulatory $5,000,000 $250,000


Merchant Services $5,000,000 $250,000
Media $5,000,000 $250,000


‘Liability’ retentions above apply to each Claim.
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Endorsements


# ID Name Comments


1 RCE75 Territory


2 RCE76 Employee-Owned Hardware (BYOD)


3 RCE74 Notice of Terrorism Insurance Coverage mandatory endorsement


4 RCE91 Sanction Limitation and Exclusion mandatory endorsement


5 RCE105 Bodily Injury Liability 100K


6 RCE92 Extortion Event 250K


Authorized Representative: Date: 06/13/2022
Charles Pruzinsky
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Territory 
 
 
Endorsement Effective Date:     03/15/2022 
This endorsement modifies the following insurance:  Resilience Cyber 
 
 
The General Conditions are amended to include the following: 
 


Territory This Insurance applies to Claims made, acts committed, costs or loss occurring 
anywhere in the world. 


 
 
All other terms and conditions of this Policy remain unchanged. 
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Employee-Owned Hardware (BYOD) 
 
 
Endorsement Effective Date:     03/15/2022 
This endorsement modifies the following insurance:  Resilience Cyber 
 
 
1. The definition of Computer Systems is deleted in its entirety and replaced with the following:  
 


Computer Systems means computers, any software residing on such computers 
(including any BIM or construction related software) and any 
associated devices or equipment including but not limited to 
wireless, remote-controlled or mobile devices, data storage 
devices, networking equipment, and back up facilities, as well as 
computers, hardware, software and input and output devices 
which are part of an industrial control system (including a 
supervisory control and data acquisition (SCADA) system): 
 
1. operated by and either owned by or leased to the 


Insured Organization; 
 
2. operated by and owned by any past, present or future 


employee (including a part time, temporary, leased or 
seasonal employee, or intern) or Independent 
Contractor of the Insured Organization, but only with 
respect to computers and associated devices or 
equipment utilized in the performance of duties on behalf 
of the Insured Organization; or 


 
3. with respect to coverage under the Response Costs, 


Data Recovery Costs and Liability insuring agreements, 
operated by a third-party pursuant to written contract 
with the Insured Organization and used for the purpose 
of providing hosted computer application services to the 
Insured Organization or for processing, maintaining, 
hosting or storing the Insured Organization’s electronic 
data. 


 
2. The definition of Hardware Replacement Costs is deleted in its entirety and replaced with the 
 following: 
 


Hardware Replacement Costs reasonable and necessary expenses incurred by the Insured 
Organization to replace computers or any associated devices or 
equipment:  
 
1. operated by, and either owned by or leased to, the 


Insured Organization; or 
 
2. operated by and owned by any past, present or future 


employee (including a part time, temporary, leased or 
seasonal employee, or intern) or Independent 
Contractor of the Insured Organization, but only with 
respect to computers and associated devices or 
equipment utilized in the performance of duties on behalf 
of the Insured Organization; 
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that are unable to function as intended due to corruption or 
destruction of software or firmware directly resulting from a 
Security Failure. 
 


 
All other terms and conditions of this Policy remain unchanged. 
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Notice of Terrorism Insurance Coverage 
 
Coverage for acts of terrorism is included in your policy.  You are hereby notified that the Terrorism Risk 
Insurance Act (the Act), as amended, defines an act of terrorism in Section 102(1) of the Act:  The term “act 
of terrorism” means any act or acts that are certified by the Secretary of the Treasury - in consultation with 
the Secretary of Homeland Security, and the Attorney General of the United States - to be an act of 
terrorism; to be a violent act or an act that is dangerous to human life, property, or infrastructure; to have 
resulted in damage within the United States, or outside the United States in the case of certain air carriers 
or vessels or the premises of a United States mission; and to have been committed by an individual or 
individuals as part of an effort to coerce the civilian population of the United States or to influence the policy 
or affect the conduct of the United States Government by coercion. 
 
Under your coverage, any losses resulting from certified acts of terrorism may be partially reimbursed by 
the United States Government under a formula established by the Terrorism Risk Insurance Act, as 
amended.  However, your policy may contain other exclusions which might affect your coverage, such as 
an exclusion for nuclear events.  Under the formula, the United States Government generally reimburses 
80%, beginning on January 1, 2020, of covered terrorism losses exceeding the statutorily established 
deductible paid by the insurance company providing the coverage.  The Terrorism Risk Insurance Act, as 
amended, contains a $100 billion cap that limits U.S. Government reimbursement as well as insurers’ 
liability for losses resulting from certified acts of terrorism when the amount of such losses exceeds $100 
billion in any one calendar year.  If the aggregate insured losses for all insurers exceed $100 billion, your 
coverage may be reduced. 
 
There is no premium charge for coverage for losses caused by acts of terrorism, as defined in the 
Act.  Since coverage for acts of terrorism, as defined in the Act, is being provided in your policy you do not 
need to take any action with respect to this notice.   
 
If you have any questions about this notice, please contact your agent. 
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Sanction Limitation and Exclusion 
 
The Insurer shall not be deemed to provide coverage and shall not be liable to pay any amount otherwise 
payable or provide any benefit hereunder to the extent that the provision of such cover, payment of such 
amount or provision of such benefit would expose the Insurer to:  
 
1. any sanction, prohibition or restriction under United Nations resolutions; 
 
2. any trade or economic sanctions, law, regulations of the United States of America, Canada and/or 


the United Kingdom; or  
 
3. any potential inclusion on the list of Specially Designated National and Blocked Persons issued 


by the United States Treasury Department’s Office of Foreign Asset Control (OFAC). 
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Bodily Injury Liability 
 
 
Endorsement Effective Date:     03/15/2022 
This endorsement modifies the following insurance:  Resilience Cyber 
 
 
1. The ‘Covered Liability’ limits under the Coverage Schedule in the Declarations are amended to 


include the following: 
 


Bodily Injury USD 100,000 
 
2. The Policy is amended to include the following Liability insuring agreement: 
 


Bodily Injury To pay Damages which the Insured is legally obligated to pay 
because of any Claim made against any Insured for Contingent 
Bodily Injury. 


 
3.  The Definitions provision is amended to include the following: 
 


Contingent Bodily Injury those Claims wherein the Damages sought by the claimant are 
for Bodily Injury which arise solely out of a Security Failure 
affecting the Insured Organization’s Computer Systems which 
is otherwise covered under the terms and conditions of this 
Policy; but not if the Insured's own act, error or omission is the 
direct immediate cause of such Claim for Bodily Injury. 


 
4. The Bodily Injury/Property Damage exclusion is replaced with the following:  
 
 
 
 
 
 
 
 
 
5. The Defense of Claims provision is replaced with the following: 
 


Bodily Injury/Property Damage 
 
 
 
 
 


1. Bodily Injury; provided this exclusion shall not apply to 
any Claim for Contingent Bodily Injury. 


 
2. physical injury to or destruction of any tangible property, 


including the loss of use thereof; but electronic data will 
not be considered tangible property; provided this 
exclusion shall not apply to Hardware Replacement 
Costs. 


Defense of Claims Except with respect to coverage under the Bodily Injury Liability 
and Merchant Services Liability insuring agreements, the Insurer 
has the right and duty to defend any covered Claim or 
Regulatory Proceeding.  Defense counsel will be mutually 
agreed by the Named Insured and the Insurer but, in the absence 
of such agreement, the Insurer’s decision will be final. 
 
With respect to the Merchant Services Liability insuring 
agreement, coverage will be provided on an indemnity basis and 
legal counsel will be mutually agreed by the Named Insured and 
the Insurer.  
 
The Insurer will pay actual loss of salary and reasonable 
expenses resulting from the attendance by a corporate officer of 
the Insured Organization at any mediation meetings, arbitration 
proceedings, hearings, depositions, or trials relating to the 
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6. The Other Insurance provision is amended to include the following: 
 
 
 
 


defense of any Claim, subject to a maximum of $2,000 per day 
and $100,000 in the aggregate, which amounts will be part of and 
not in addition to the Policy Aggregate Limit of Liability. 
 


With respect to the Bodily Injury Liability insuring agreement, coverage will apply only if such 
Claim for Contingent Bodily Injury is not covered under any other policy of insurance. 
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Extortion Event 
 
 
Endorsement Effective Date:     03/15/2022 
This endorsement modifies the following insurance:  Resilience Cyber 
 
 
The Limits provision is amended by the addition of the following: 
 
The Insurer’s combined total limit of liability under this Policy for all amounts payable under all insuring 
agreements arising out of an Extortion Threat shall be $250,000 (the “Extortion Event Aggregate Limit 
of Liability”). 
 
All amounts payable under all insuring agreements arising out of an Extortion Threat that are paid by the 
Insurer shall reduce the Policy Aggregate Limit of Liability, the Extortion Event Aggregate Limit of 
Liability, as well as any applicable sublimit of liability payable under each insuring agreement listed in the 
Declarations.  
 
 
All other terms and conditions of this Policy remain unchanged. 
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The Insurer agrees with the Named Insured, in consideration of the payment of the premium and reliance upon the 
statements contained in the information and materials provided to the Insurer in connection with the underwriting and 
issuance of this Insurance Policy (hereinafter referred to as the "Policy") and subject to all the provisions, terms and 
conditions of this Policy:  
 
Insuring Agreements 
 
Covered Costs 
 
The ‘Costs’ insuring agreements below provide coverage on an incidents discovered and reported basis and apply only 
to incidents discovered by the Insured during the Policy Period and reported to the Insurer in accordance with the terms 
of this Policy.  
 


 Response To indemnify the Insured Organization for Response Costs incurred by the 
Insured Organization because of an actual or reasonably suspected Data 
Breach or Security Failure. 
 


Data Recovery To indemnify the Insured Organization for Data Recovery Costs that the 
Insured Organization incurs as a direct result of a Security Failure or 
System Failure. 
 


Hardware Replacement To indemnify the Insured Organization for Hardware Replacement Costs 
that the Insured Organization incurs as a direct result of a Security Failure. 
 


Reward To indemnify the Insured Organization for Reward Costs.  
 


Covered Loss 
 
The ‘Loss’ insuring agreements below provide coverage on an incidents discovered and reported basis and apply only 
to incidents discovered by the Insured during the Policy Period and reported to the Insurer in accordance with the terms 
of this Policy. 
 


Insured Interruption To indemnify the Insured Organization for Interruption Loss that the 
Insured Organization sustains as a result of:  
 
1. a Security Failure or System Failure; or  
 
2. an Intentional Shutdown arising out of a Security Failure.  
 


Vendor Interruption To indemnify the Insured Organization for Vendor Interruption Loss that 
the Insured Organization sustains as a result of a Vendor Security Failure 
or a Vendor System Failure. 
 


Extortion To indemnify the Insured Organization for Extortion Loss that the Insured 
Organization incurs as a result of an Extortion Threat. 
 


Reputation To indemnify the Insured Organization for Reputation Loss that the 
Insured Organization sustains solely as a result of an Adverse Publication 
concerning:  
 
1. a Data Breach, Security Failure, or Extortion Threat; or  
 
2. if this policy is a Renewal, a Data Breach, Security Failure, or 


Extortion Threat that the Insured first discovers during the last 90 
days of the prior policy period. 
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Telephone Fraud To indemnify the Insured Organization for any Direct Financial Loss 


sustained resulting from Telephone Fraud. 
 


Cryptojacking To indemnify the Insured Organization for any Direct Financial Loss 
sustained resulting from Cryptojacking. 
 


Social Engineering To indemnify the Insured Organization for any Direct Financial Loss 
sustained resulting from Social Engineering. 
 


Invoice Manipulation To indemnify the Insured Organization for Direct Net Loss that the Insured 
Organization incurs as a result of Invoice Manipulation. 
 


Transfer Fraud To indemnify the Insured Organization for any Direct Financial Loss 
sustained resulting from Transfer Fraud. 
 


Covered Liability 
 
The ‘Liability’ insuring agreements below provide coverage on a Claims made and reported basis and apply only to 
Claims and Regulatory Proceedings first made against the Insured during the Policy Period or the Extended 
Reporting Period (if applicable) and reported to the Insurer in accordance with the terms of this Policy.  Amounts incurred 
as Claims Expenses under this Policy will reduce and may exhaust the limit of liability and are subject to retentions.  
 


Data & Network To pay Damages and Claims Expenses, which the Insured is legally 
obligated to pay because of any Claim made against any Insured for: 
 
1. a Data Breach;   
 
2. a Security Failure;  
 
3. the Insured Organization’s failure to timely disclose a Data Breach 


or Security Failure; 
 
4. failure by the Insured to comply with that part of a Privacy Policy 


that specifically: 
 


a. prohibits or restricts the Insured Organization’s disclosure, 
sharing or selling of Personally Identifiable Information; 


 
b. requires the Insured Organization to provide an individual 


access to Personally Identifiable Information or to correct 
incomplete or inaccurate Personally Identifiable 
Information after a request is made; or 


 
c. mandates procedures and requirements to prevent the loss 


of Personally Identifiable Information;  
 
provided the Insured Organization has in force, at the time of such 
failure, a Privacy Policy that addresses those subsections above 
that are relevant to such Claim. 
 


5. non-compliance with the following obligations under the EU General 
 Data Protection Regulation (or legislation in the relevant jurisdiction 
 implementing this Regulation): 
 
 a. Article 5.1(f), also known as the Security Principle; 
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 b. Article 32, Security of Processing 
 
 c. Article 33, Communication of a Personal Data Breach to the 
  Supervisory Authority; or 
 
 d. Article 34, Communication of a Personal Data Breach to the 
  Data Subject. 


 
Regulatory To pay Regulatory Penalties and Claims Expenses, which the Insured is 


legally obligated to pay because of a Regulatory Proceeding made against 
any Insured for a Data Breach or a Security Failure. 
 


Merchant Services: To indemnify the Insured Organization for PCI Fines and Expenses which 
it is legally obligated to pay because of a Claim made against any Insured.  
 


Media To pay Damages and Claims Expenses, which the Insured is legally 
obligated to pay because of a Claim made against any Insured for a Media 
Wrongful Act.  


  
Definitions 


 
Additional Insured 


 
any person or entity that the Insured Organization has agreed in writing to 
add to this Policy as an Additional Insured, provided that such written 
agreement is executed prior to the commission of any act for which such 
person or entity would be provided coverage under this Policy. Such person 
or entity is only provided cover to the extent the Insured Organization would 
have been liable and coverage would have been afforded under the terms 
and conditions of this Policy had such Claim been made against the Insured 
Organization. Additional Insured also means any other person or entity 
added as an Additional Insured by endorsement to this Policy.  
 


Adverse Publication 1. publication by a third-party via any medium, including but not limited 
to television, print, radio, electronic, or digital form of previously non-
public information specifically concerning a Data Breach, Security 
Failure, or Extortion Threat; or 


 
2. notification of individuals pursuant to part 4. of the Response Costs 


definition. 
 
Multiple Adverse Publications arising from the same or a series of related, 
repeated or continuing Data Breaches, Security Failures, or Extortion 
Threats, shall be considered a single Adverse Publication, and shall be 
deemed to occur at the time of the first such Adverse Publication. 
 


Bodily Injury physical injury, sickness, disease or death of any person, including any mental 
anguish or emotional distress that results from such physical injury, sickness, 
disease or death. 
 


Breach Notice Law any law, statute or regulation that requires notice to persons whose personal 
information was accessed or reasonably may have been accessed by an 
unauthorized person.  Breach Notice Law also includes any statute or 
regulation requiring notice of a Data Breach to be provided to governmental 
or regulatory authorities. 
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Claim 1. a written demand received by any Insured for money, services, or 
any non-monetary or injunctive relief; 


 
2.  a written request for mediation or arbitration received by any Insured; 
 
3. a civil proceeding against any Insured commenced by service of a 


complaint or similar proceeding; 
 
4. a written request to toll or waive any applicable statute of limitations; 


and 
 
5. with respect to coverage provided under the Regulatory Liability 


insuring agreement only, institution of a Regulatory Proceeding 
against any Insured. 


 
Multiple Claims arising from the same or a series of related, repeated or 
continuing acts, errors, omissions or events will be considered a single Claim 
for the purposes of this Policy. All such Claims will be deemed to have been 
made at the time of the first such Claim. 


 
Claims Expenses 1. all reasonable and necessary legal costs and expenses resulting from 


the investigation, defense and appeal of a Claim, if incurred by the 
Insurer, or by the Insured with the prior written consent of the Insurer 
(which shall not be unreasonably withheld); and 


 
2. the premium cost for appeal bonds for covered judgments or bonds 


to release property used to secure a legal obligation, if required in any 
Claim against an Insured; provided the Insurer will have no obligation 
to appeal or to obtain bonds. 


 
Claims Expenses will not include any salary, overhead, or other charges by 
the Insured for any time spent in cooperating in the defense and investigation 
of any Claim or circumstance that might lead to a Claim notified under this 
Policy, or costs to comply with any regulatory orders, settlements or 
judgments.  
 


Computer Systems means computers, any software residing on such computers (including any 
BIM or construction related software) and any associated devices or 
equipment including but not limited to wireless, remote-controlled or mobile 
devices, data storage devices, networking equipment, and back up facilities, 
as well as computers, hardware, software and input and output devices which 
are part of an industrial control system (including a supervisory control and 
data acquisition (SCADA) system): 
 
1. operated by and either owned by or leased to the Insured 


Organization; or 
 
2. with respect to coverage under the Response Costs, Data Recovery 


Costs and Liability insuring agreements, operated by a third-party 
pursuant to written contract with the Insured Organization and used 
for the purpose of providing hosted computer application services to the 
Insured Organization or for processing, maintaining, hosting or storing 
the Insured Organization’s electronic data. 


 
Continuity Date 1. the Continuity Date listed in the Declarations; and 


 







Cyber Policy  
 


 


 


 
Resilience Cyber Insurance Solutions, 275 Madison Avenue, New York, NY 10016 


 
5 


2. with respect to any Subsidiaries acquired after the Continuity Date 
listed in the Declarations, the date the Named Insured acquired such 
Subsidiary. 


 
Control Group any principal, partner, corporate officer, director, general counsel (or most 


senior legal counsel) or risk manager of the Insured Organization and any 
individual in a substantially similar position. 
 


Cryptojacking the Unauthorized Access or Use of Computer Systems to mine for Digital 
Currency that directly results in additional costs incurred by the Insured 
Organization for electricity, natural gas, oil, or internet; provided, however, 
that such additional costs are:    
 
1.  incurred pursuant to a written contract between the Insured 
 Organization and the respective utility provider, which was 
 executed before the Cryptojacking first occurred;  
 
2.  billed to the Insured Organization by statements issued by the 


respective utility provider, which include usage or consumption 
information;  


 
3. not charged to the Insured Organization at a flat fee that does not 


scale with the rate or use of the respective utility; and 
 
4. incurred pursuant to statements issued by the respective utility 


provider and due for payment during the Policy  Period. 
 


Cyber Terrorism the premeditated use of disruptive cyber activities, or the threat to use 
disruptive cyber activities, against any Computer System or Third-Party 
Computer System operated by a Vendor with the intention to cause harm, 
further social, ideological, religious, political or similar objectives, or to 
intimidate any person(s) or entity(ies) in furtherance of such objectives. 
 


Damages a monetary judgment, award or settlement, including any award of 
prejudgment or post-judgment interest; but Damages will not include:  
 
1. future profits, restitution, disgorgement of unjust enrichment or profits 


by an Insured, or the costs of complying with orders granting 
injunctive or equitable relief;   


 
2. return or offset of fees, charges or commissions charged by or owed 


to an Insured for goods or services already provided or contracted to 
be provided;   


 
3. taxes or loss of tax benefits; 
 
4. fines, sanctions or penalties against the Insured Organization; 
 
5. punitive or exemplary damages or any damages which are a multiple 


of compensatory damages, unless insurable by law in any applicable 
venue that most favors coverage for such punitive, exemplary or 
multiple damages;  


 
6. discounts, coupons, prizes, awards or other incentives offered to the 


Insured’s customers or clients;   
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7. liquidated damages, but only to the extent that such damages exceed 
the amount for which the Insured would have been liable in the 
absence of such liquidated damages agreement;  


 
8. fines, costs or other amounts an Insured is responsible to pay under 


a Merchant Services Agreement; or  
 
9. any amounts for which the Insured is not liable, or for which there is 


no legal recourse against the Insured. 
 


Data any software or electronic data that exists in Computer Systems. 
 


Data Breach the theft, loss, or Unauthorized Disclosure of Personally Identifiable 
Information or Third-Party Information that is in the care, custody or control 
of the Insured Organization or a third-party (including any Business 
Associate as defined by the Health Insurance Portability and Accountability 
Act) for whose theft, loss or Unauthorized Disclosure of Personally 
Identifiable Information or Third-Party Information the Insured 
Organization is liable. 
 


Data Recovery Costs the reasonable and necessary costs incurred by the Insured Organization 
to pay Resilience Service Providers to regain access to, replace, or restore 
Data, or if Data cannot reasonably be accessed, replaced, or restored, then 
the reasonable and necessary costs incurred by the Insured Organization 
to reach this determination. 
 
Data Recovery Costs will not include:  
 
1.  the monetary value of profits, royalties, or lost market share related to 


Data, including but not limited to trade secrets or other proprietary 
information or any other amount pertaining to the value of Data;  


 
2.  legal costs or legal expenses;  
 
3.  loss arising out of any liability to any third-party; or  
 
4.  Extortion Loss. 
 


Digital Currency a type of digital currency that: 
 
1. requires cryptographic techniques to regulate the generation of units 


of currency and verify the transfer thereof; 
 
2. is both stored and transferred electronically; and 
 
3. operates independently of a central bank or other central authority. 
 


Direct Financial Loss the direct loss of Money by the Insured Organization as the result of 
Telephone Fraud, Cryptojacking, Social Engineering and/or Transfer 
Fraud. 
 


Direct Net Loss the direct net cost to the Insured Organization to provide goods, products or 
services to a third-party.  Direct Net Loss will not include any profit to the 
Insured Organization as a result of providing such goods, products or 
services.   
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eCrime Loss loss arising out of Telephone Fraud, Cryptojacking, Social Engineering, 
Invoice Manipulation and/or Transfer Fraud. 
 
Multiple eCrime Losses arising from the same or a series of related, repeated 
or continuing acts, errors, omissions or events will be considered a single 
eCrime Loss for the purposes of this Policy.  
 


Extortion Loss 1. any Extortion Payment that has been made with the Insurer’s prior 
written consent (which shall not be unreasonably withheld) by the 
Insured Organization or on behalf of the Insured Organization 
through Resilience Service Providers to prevent or terminate an 
Extortion Threat; and 


 
2. reasonable and necessary expenses incurred by the Insured 


Organization to pay Resilience Service Providers with the Insurer’s 
prior written consent (which shall not be unreasonably withheld) to 
prevent or respond to an Extortion Threat. 


 
Extortion Payment  Money, Digital Currency, marketable goods or services demanded to 


prevent or terminate an Extortion Threat. 
 


Extortion Threat A threat to: 
 
1. alter, destroy, damage, delete or corrupt Data; 
 
2. perpetrate the Unauthorized Access or Use of Computer Systems; 
 
3. prevent access to Computer Systems or Data; 
 
4. steal, misuse or publicly disclose Data, Personally Identifiable 


Information or Third-Party Information; 
 
5. introduce malicious code into Computer Systems or Third-Party 


Computer Systems from Computer Systems; or 
 
6. interrupt or suspend Computer Systems; 
 
unless an Extortion Payment is received from or on behalf of the Insured 
Organization. 
 


Extra Expense reasonable and necessary expenses incurred by the Insured Organization 
during the Period of Restoration to minimize, reduce or avoid Income Loss, 
over and above those expenses the Insured Organization would have 
incurred had no Security Failure, System Failure, Intentional Shutdown, 
Vendor Security Failure or Vendor System Failure occurred. 
 


Financial Institution a bank, credit union, saving and loan association, trust company or other 
licensed financial service, securities broker-dealer, mutual fund, or liquid 
assets fund or similar investment company where the Insured Organization 
maintains a bank account. 
 


First Party Loss Interruption Loss, Extortion Loss, Vendor Interruption Loss and 
Reputation Loss. 
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Multiple First Party Losses arising from the same or a series of related, 
repeated or continuing acts, errors, omissions or events will be considered a 
single First Party Loss for the purposes of this Policy.  
 
All acts, errors, omissions or events (or series of related, repeated or 
continuing acts, errors, omissions or events) giving rise to a First Party Loss 
will be deemed to have been discovered at the time the first such act, error, 
omission or event is discovered.  
 


Forensic Expenses reasonable and necessary expenses incurred by the Insured Organization 
to investigate the source or cause of an Interruption Loss. 
 


Hardware Replacement Costs reasonable and necessary expenses incurred by the Insured Organization 
to replace computers or any associated devices or equipment operated by, 
and either owned by or leased to, the Insured Organization that are unable 
to function as intended due to corruption or destruction of software or firmware 
directly resulting from a Security Failure. 
 


Income Loss an amount equal to: 
 
1. net profit or loss before interest and tax that the Insured 


Organization would have earned or incurred; and 
 
2. continuing normal operating expenses incurred by the Insured 


Organization (including payroll), but only to the extent that such 
operating expenses must necessarily continue during the Period of 
Restoration. 


 
Independent Contractor any natural person who performs labor or service for the Insured 


Organization pursuant to a written contract or agreement with the Insured 
Organization.  The status of an individual as an Independent Contractor 
will be determined as of the date of an alleged act, error or omission by any 
such Independent Contractor. 
 


Insured 1. the Insured Organization; 
 
2. any past, present or future director, manager of a limited liability 


company, officer, trustee or committee member of the Insured 
Organization, but only with respect to the performance of his or her 
duties as such on behalf of the Insured Organization; 


 
3. any past, present or future employee (including a part time, temporary, 


leased or seasonal employee or volunteer) intern or Independent 
Contractor of the Insured Organization, but only for work done 
while acting within the scope of his or her employment and related to 
the conduct of the Insured Organization’s business; 


 
4. any past, present or future principal if the Named Insured is a sole 


proprietorship, or a partner if the Named Insured is a partnership, but 
only with respect to the performance of his or her duties as such on 
behalf of the Insured Organization;  


 
5. any person who previously qualified as an Insured under parts 2. - 


4., but only with respect to the performance of his or her duties as 
such on behalf of the Insured Organization;  
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6. an Additional Insured, but only as respects Claims against such 
person or entity for acts, errors or omissions of the Insured 
Organization; 


 
7. the estate, heirs, executors, administrators, assigns and legal 


representatives of any Insured in the event of such Insured's death, 
incapacity, insolvency or bankruptcy, but only to the extent that such 
Insured would otherwise be provided coverage under this Policy;  


 
8. the lawful spouse, including any natural person qualifying as a 


domestic partner of any Insured, but solely by reason of any act, error 
or omission of an Insured other than such spouse or domestic 
partner; and 


 
9. the Insured Organization with respect to its participation in a joint 


venture that does not otherwise qualify as a Subsidiary, but only: 
 
a. to the extent of its ownership interest and solely for the 


Named Insured’s liability for an otherwise covered Claim, 
loss or cost under the respective joint venture; and 


 
b. if the joint venture has no other valid or collectible insurance. 
 
It is further understood that if the respective joint venture has other 
valid or collectible insurance, then this Policy shall apply as excess to 
that other valid and collectible insurance, but only to the extent of the 
Named Insured’s ownership interest and solely for an otherwise 
covered amount payable under this Policy. 


 
Insured Organization 1. the Named Insured  


 
2. any Subsidiaries; and 
 
3. any corporation, limited liability company or partnership while the 
 Named Insured has Operational Control over such entity. 
 
This Policy provides coverage only for acts, errors, omissions, incidents or 
events that occur while the Named Insured has Operational Control over 
an entity. 
 


Intentional Shutdown 1. the voluntary and intentional shutdown of Computer Systems by the 
Insured Organization, but only to the extent necessary to limit the 
loss during an active or on-going Unauthorized Access or Use of 
Computer Systems or infection of Computer Systems by malicious 
code, as covered under parts 1. and 5. of the definition of Security 
Failure; or 


 
2. the intentional shutdown of Computer Systems by the Insured 


Organization as expressly required by any federal, state, local or 
foreign governmental entity in such entity’s regulatory or official 
capacity resulting from a situation described in parts 1. and 5. under 
the definition of Security Failure. 


 
Interruption Loss 1. Income Loss; 


 
2. Forensic Expenses; and 
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3. Extra Expense; 
 
actually sustained during the Period of Restoration as a result of the actual 
interruption of the Insured Organization’s business operations caused by a 
Security Failure, System Failure or Intentional Shutdown. Coverage for 
Interruption Loss will apply only after the Waiting Period has elapsed. 
 
Interruption Loss will not include:  
 


a. loss arising out of any liability to any third-party;  
 
b. legal costs or legal expenses;  
 
c. loss incurred as a result of unfavorable business conditions;  
 
d. loss of market or any other consequential loss;  
 
e. Vendor Interruption Loss; or  
 
f. Data Recovery Costs. 
 


Invoice Manipulation the release or distribution of any fraudulent invoice or fraudulent payment 
instruction to a third-party as a direct result of a Security Failure or a Data 
Breach resulting in the Insured Organization’s inability to collect payment 
for any goods, products or services after such goods, products or services 
have been transferred to a third-party. 
 


Media Wrongful Act one or more of the following committed by, or on behalf of, the Insured 
Organization in the course of creating Media Material for the public, and/or 
displaying, broadcasting, disseminating or releasing Media Material to the 
public: 
 
1. defamation, libel, slander, product disparagement, trade libel, 


infliction of emotional distress, outrage, outrageous conduct, or other 
tort related to disparagement or harm to the reputation or character of 
any person or organization;  


 
2. a violation of the rights of privacy of an individual, including false light, 


intrusion upon seclusion and public disclosure of private facts; 
 
3. invasion or interference with an individual’s right of publicity, including 


commercial appropriation of name, persona, voice or likeness; 
 
4. plagiarism, piracy, or misappropriation of ideas under implied 


contract;  
 
5. infringement of copyright; 
 
6. infringement of domain name, trademark, trade name, trade dress, 


logo, title, metatag, or slogan, service mark or service name;  
 
7. improper deep-linking or framing;  
 
8. false arrest, detention or imprisonment; 
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9. invasion of or interference with any right to private occupancy, 
including trespass, wrongful entry or eviction; or 


 
10. unfair competition, if alleged in conjunction with any of the acts listed 


in parts 5. or 6. above. 
 


Media Material any information, including words, sounds, numbers, images or graphics, but 
will not include computer software or the actual goods, products or services 
described, illustrated or displayed in such Media Material. 
 


Merchant Services Agreement any agreement between an Insured and a Financial Institution, credit/debit 
card company, credit/debit card processor or independent service operator 
enabling an Insured to accept credit card, debit card, prepaid card or other 
payment cards for payments or donations. 
 


Money a medium of exchange in current use authorized or adopted by a domestic or 
foreign government as a part of its currency. 
 


Named Insured the Named Insured listed in the Declarations. 
 


Operational Control 
 


having the right pursuant to a written agreement or contract to manage or 
control substantially all of an entity’s day-to-day business operations on such 
entity’s behalf. 
 


PCI Fines and Expenses the monetary amount owed by the Insured Organization under the terms of 
a Merchant Services Agreement as a direct result of a suspected Data 
Breach.  With the prior consent of the Insurer, PCI Fines and Expenses 
includes reasonable and necessary legal costs and expenses incurred by the 
Insured Organization to appeal or negotiate an assessment of such 
monetary amount.  PCI Fines and Expenses will not include any charge 
backs, interchange fees, discount fees or other fees unrelated to a Data 
Breach.   
 


Period of Restoration the 180-day period of time that begins upon the actual and necessary 
interruption of the Insured Organization’s business operations. 
 


Personally Identifiable Information 1.   any information concerning an individual that is defined as personal 
information under any Breach Notice Law; and 


 
2. an individual’s drivers license or state identification number, social 


security number, unpublished telephone number, and credit, debit or 
other financial account numbers in combination with associated 
security codes, access codes, passwords or PINs; if such information 
allows an individual to be uniquely and reliably identified or contacted 
or allows access to the individual’s financial account or medical record 
information.  


 
but will not include information that is lawfully made available to the general 
public. 
 


Policy Aggregate Limit of Liability the Policy Aggregate Limit of Liability listed in the Declarations. 
 


Policy Period the period of time between the inception date listed in the Declarations and 
the effective date of termination, expiration or cancellation of this Policy and 
specifically excludes any Extended Reporting Period or any prior policy 
period or renewal period. 
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Pollutants means any solid, liquid, gaseous, biological, radiological or thermal irritant or 


contaminant including smoke, vapor, soot, fumes, acid, alkalis, chemicals, 
fungi, virus, mold, spores, vaccines, and waste. Contaminant means an 
impurity resulting from the mixture or contact of a substance with a foreign 
substance, Waste includes materials to be recycled, reconditioned, 
reclaimed, or disposed of, as well as nuclear materials.  
 


Privacy Policy the Insured Organization’s public declaration of its policy for collection, use, 
disclosure, sharing, dissemination and correction or supplementation of, and 
access to Personally Identifiable Information.     
 


Protection Period the period beginning on the date the Adverse Publication occurs, and ends 
after the earlier of: 
 
1. 180 days; or 
 
2. the date that gross revenues are restored to the level they would have 


been but for the Adverse Publication. 
 


Regulatory Penalties 1. any monetary civil fine or penalty payable to a governmental entity 
that was imposed in a Regulatory Proceeding; and 


 
2. amounts which the Insured is legally obligated to deposit in a fund as 


equitable relief for the payment of consumer claims due to an adverse 
judgment or settlement of a Regulatory Proceeding (including such 
amounts required to be paid into a “Consumer Redress Fund”);  


 
Regulatory Penalties will not include:  
 


a. costs to remediate or improve Computer Systems;  
 
b. costs to establish, implement, maintain, improve or remediate 


security or privacy practices, procedures, programs or 
policies;  


 
c. audit, assessment, compliance or reporting costs; or  
 
d. costs to protect the confidentiality, integrity and/or security of 


Personally Identifiable Information or other information.  
 


The insurability of Regulatory Penalties will be in accordance with the law in 
the applicable venue that most favors coverage for such Regulatory 
Penalties. 
 


Regulatory Proceeding a request for information, civil investigative demand, or civil proceeding 
brought by or on behalf of any federal, state, local or foreign governmental 
entity in such entity’s regulatory or official capacity. 
 


Renewal an insurance policy issued by the Insurer to the Named Insured for the policy 
period immediately preceding this Policy Period that provides coverage for 
a Data Breach, Security Failure, or Extortion Threat otherwise covered 
under this Policy. 
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Reputation Loss the net profit or loss before interest and tax that the Insured Organization 
would have earned during the Protection Period but for an Adverse 
Publication. 
 
When calculating any Reputation Loss, due consideration will be given to 
any amounts made up during, or within a reasonable time after the end of, the 
Protection Period. 
 
Reputation Loss does not include:  
 


a.  loss arising out of any liability to any third-party;  
 
b.  legal costs or legal expenses of any type;  
 
c.  loss incurred as a result of unfavorable business conditions;  
 
d.  loss of market or any other consequential loss;  
 
e.  Response Costs; or  
 
f.  Extortion Loss;  
 


There will be no coverage for Reputation Loss if there is an actual 
interruption of the Insured Organization’s business operations for any period 
of time. 
 


Resilience Service Providers the Insurer’s panel of third-party breach response service providers listed at 
resilienceinsurance.com/panel, or otherwise mutually agreed by the 
Named Insured and the Insurer but, in the absence of such agreement, the 
Insurer’s decision will be final. 
 


Response Costs the following fees and costs incurred by the Insured Organization with the 
Insurer’s prior written consent to pay Resilience Service Providers in 
response to an actual or reasonably suspected Data Breach or Security 
Failure:  
 
1. for an attorney to provide necessary legal advice to the Insured 


Organization to evaluate its obligations pursuant to Breach Notice 
Laws, including advice regarding the notification of relevant 
government entities, or a Merchant Services Agreement; 
 


2. for a computer security expert or, if necessary and in the Insurer’s 
discretion, additional computer security experts, to determine the 
existence, cause and scope of an actual or reasonably suspected 
Data Breach, and if such Data Breach is actively in progress on the 
Insured Organization’s Computer Systems, to assist in containing 
it; 
 


3. for a PCI Forensic Investigator to investigate the existence and extent 
of an actual or reasonably suspected Data Breach involving payment 
card data and for a Qualified Security Assessor to certify and assist 
in attesting to the Insured Organization's PCI compliance, as 
required by a Merchant Services Agreement;  
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4. to notify those individuals whose Personally Identifiable 
Information was potentially impacted by a Data Breach, as well as 
notification to individuals where no obligation to notify exists;  


 
5. to provide a call center to respond to inquiries about a Data Breach; 
 
6. to provide a credit monitoring, identity monitoring or other personal 


fraud or loss prevention solution, to be approved by the Insurer, to 
individuals whose Personally Identifiable Information was 
potentially impacted by a Data Breach;  


 
7. public relations and crisis management costs directly related to 


mitigating harm to the Insured Organization which are approved in 
advance by the Insurer in their discretion; and  


 
8. computer security consultation and assessment provided by the 


Insurer for purposes of remediating computer security 
vulnerability(ies) that:  


 
a. gave rise to a covered Data Breach or Security Failure; and  
 
b. resulted in the Insured Organization incurring costs covered 


under parts 2. or 3. above; 
 
9. any other costs which are approved in advance by the Insurer in its 


discretion. 
 
Response Costs will not include any internal salary or overhead expenses 
of the Insured Organization. 


  
Retroactive Date the Retroactive Date listed in the Declarations. 


 
Reward Costs  any amount offered and paid by the Insured Organization with the Insurer’s 


prior written consent (which shall not be unreasonably withheld) for 
information that leads to the arrest and conviction of any individual(s) 
committing or trying to commit any illegal act related to any coverage under 
this Policy; but will not include any amount based upon information provided 
by the Insured, the Insured’s auditors or any individual hired or retained to 
investigate the illegal acts.  All rewards offered pursuant to this Policy must 
expire no later than 6 months following the end of the Policy Period. 
 


Securities negotiable and non-negotiable instruments or contracts representing either 
Money or tangible property that has intrinsic value. 
 


Security Failure a failure of computer security to prevent: 
 
1.  Unauthorized Access or Use of Computer Systems, including 


Unauthorized Access or Use resulting from the theft of a password 
or access code from a Computer System or from any Insured; 


 
2. a denial of service attack affecting Computer Systems;  
 
3. with respect to coverage under the Liability insuring agreements, a 


denial of service attack affecting Third-Party Computer Systems 
operated by a Vendor; or 
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4. infection of Computer Systems by malicious code or transmission of 


malicious code from Computer Systems.   
 


Social Engineering the transfer, payment or delivery of Money or Securities by an Insured as a 
result of fraudulent written, electronic, telegraphic, cable, teletype or 
telephone instructions provided by a third-party, that is intended to mislead an 
Insured through the misrepresentation of a material fact which is relied upon 
in good faith by such Insured. 
 
Social Engineering will not include loss arising out of: 
 
1. any actual or alleged use of credit, debit, charge, access, 


convenience, customer identification or other cards; 
 
2. any transfer involving a third-party who is not a natural person 


Insured, but had authorized access to the Insured’s authentication 
mechanism; 


 
3. the processing of, or the failure to process, credit, check, debit, 


personal identification number debit, electronic benefit transfers or 
mobile payments for merchant accounts; 


 
4. accounting or arithmetical errors or omissions, or the failure, 


malfunction, inadequacy or illegitimacy of any product or service; 
 
5. any liability to any third-party, or any indirect or consequential loss of 


any kind; 
 
6. any legal costs or legal expenses; or  
 
7. proving or establishing the existence of Social Engineering. 
 


Subsidiary any entity:  
 
1. which, on or prior to the inception date of this Policy, the Named 


Insured either  
 


a. owns, directly or indirectly, more than 50% of the outstanding 
voting securities; or  
 


b. has the authority pursuant to by laws, charter, or other written 
agreement to elect, appoint or designate the majority of the 
board of directors of a corporation, the management 
committee of a joint venture or partnership, or the 
management board of a limited liability company 
("Management Control"); and 


 
2.  which the Named Insured acquires Management Control after the 


inception date of this Policy; provided that: 
 


a.  the revenues of such entity do not exceed 20% of the Named 
Insured’s annual revenues; or 


 
b. if the revenues of such entity exceed 20% of the Named 


Insured’s annual revenues, then coverage under this Policy 
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will be afforded for a period of 60 days, but only for any Claim 
that arises out of any act, error, omission, incident or event 
first occurring after the entity becomes so owned.  Coverage 
beyond such 60-day period will only be available if the 
Named Insured gives the Insurer written notice of the 
acquisition, obtains the written consent of the Insurer to 
extend coverage to the entity beyond such 60-day period and 
agrees to pay any additional premium required by the Insurer. 


 
This Policy provides coverage only for acts, errors, omissions, incidents or 
events that occur while the Named Insured has Management Control over 
an entity. 
 


System Failure an unintentional and unplanned interruption of Computer Systems. 
 
System Failure will not include any interruption of Computer Systems 
resulting from  
 
1. a Security Failure, or  
 
2. the interruption of Third-Party Computer Systems. 
 


Telephone Fraud the act of a third-party gaining access to and using the Insured 
Organization’s telephone system in an unauthorized manner. 
 


Third-Party Computer Systems means computers, any software residing on such computers (including any 
BIM or construction related software) and any associated devices or 
equipment including but not limited to wireless, remote-controlled or mobile 
devices, data storage devices, networking equipment, and back up facilities, 
as well as computers, hardware, software and input and output devices which 
are part of an industrial control system (including a supervisory control and 
data acquisition (SCADA) system) that are not owned, operated or controlled 
by an Insured. 
 


Third-Party Information any trade secret, data, design, interpretation, forecast, formula, method, 
practice, credit or debit card magnetic strip information, process, record, 
report or other item of information of a third-party not insured under this Policy 
which is not available to the general public or which the Insured Organization 
is legally required to maintain in confidence. 
 


Transfer Account an account maintained by the Insured Organization at a Financial 
Institution from which the Insured Organization can initiate the transfer, 
payment or delivery of Money or Securities. 
 


Transfer Fraud the loss of Money or Securities contained in a Transfer Account at a 
Financial Institution resulting from fraudulent written, electronic, telegraphic, 
cable, teletype or telephone instructions by a third-party issued to a Financial 
Institution directing such institution to transfer, pay or deliver Money or 
Securities from any account maintained by the Insured Organization at 
such institution, without the Insured Organization's knowledge or consent. 
 
Transfer Fraud will not include any loss arising out of: 
 
1. any actual or alleged fraudulent, dishonest or criminal act or omission 


by, or involving, any natural person Insured; 
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2. any indirect or consequential loss of any kind; 
 
3. punitive, exemplary or multiplied damages of any kind or any fines, 


penalties or loss of any tax benefit; 
 
4. any liability to any third-party, except for direct compensatory 


damages arising directly from Transfer Fraud; 
 
5. any legal costs or legal expenses; or proving or establishing the 


existence of Transfer Fraud; 
 
6. the theft, disappearance, destruction of, unauthorized access to, or 


unauthorized use of confidential information, including a PIN or 
security code; 


 
7. any forged, altered or fraudulent negotiable instruments, securities, 


documents or instructions; or 
 
8. any actual or alleged use of credit, debit, charge, access, 


convenience or other cards or the information contained on such 
cards. 


 
Unauthorized Access or Use the gaining of access to or use of Computer Systems by an unauthorized 


person(s) or the use of Computer Systems in an unauthorized manner. 
 


Unauthorized Disclosure the disclosure of (including disclosure resulting from phishing) or access to 
information in a manner that is not authorized by the Insured Organization 
and is without knowledge of, consent or acquiescence of any member of the 
Control Group. 
 


Vendor any entity that is not a part of the Insured Organization but which provides 
necessary products or services to the Insured Organization pursuant to a 
written contract. 
 


Vendor Interruption Loss 1. Income Loss; and 
 
2. Extra Expense; 
 
actually sustained during the Period of Restoration as a result of an actual 
interruption of the Insured Organization’s business operations caused by a 
Vendor Security Failure or Vendor System Failure.  Coverage for Vendor 
Interruption Loss will apply only after the Waiting Period has elapsed. 
 
Vendor Interruption Loss will not include:  
 


a.  loss arising out of any liability to any third-party;  
 
b. legal costs or legal expenses;  
 
c. loss incurred as a result of unfavorable business conditions;  
 
d. loss of market or any other consequential loss;  
 
e. Interruption Loss; or  
 
f. Data Recovery Costs. 
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Vendor Security Failure a failure of computer security to prevent a breach of Third-Party Computer 


Systems operated by a Vendor. 
 


Vendor System Failure an unintentional and unplanned interruption of Third-Party Computer 
Systems operated by a Vendor.   
 
Vendor System Failure will not include any interruption of Third-Party 
Computer Systems resulting from:  
 
1. a Vendor Security Failure, or  
 
2. the interruption of Third-Party Computer Systems that are not 


operated by a Vendor. 
 


Waiting Period the period of time that begins upon the actual interruption of the Insured 
Organization’s business operations caused by a Security Failure, System 
Failure, Vendor Security Failure or Vendor System Failure, and ends after 
the elapse of the number of hours listed as the Waiting Period in the 
Declarations. 


  
Exclusions 


  
The coverage under this Policy will not apply to any Claim, loss or cost 
for, resulting from or arising out of: 
 


Retroactive Date any related or continuing acts, errors, omissions, incidents or events, where 
the first such act, error, omission, incident or event was committed or occurred 
prior to the Retroactive Date; 
 


Bodily Injury/Property Damage 1. Bodily Injury; 
 
2. physical injury to or destruction of any tangible property, including the 


loss of use thereof; but electronic data will not be considered tangible 
property; provided this exclusion shall not apply to Hardware 
Replacement Costs. 


 
Trade Practices/Antitrust any actual or alleged false, deceptive or unfair trade practices, antitrust 


violation, restraint of trade, unfair competition (except as provided in the Media 
Liability insuring agreement), or false or deceptive or misleading advertising 
or violation of the Sherman Antitrust Act, the Clayton Act, or the Robinson-
Patman Act; but this exclusion will not apply to: 
 
1. the Response Costs insuring agreement; or 
 
2. coverage for a Data Breach or Security Failure, provided no 


member of the Control Group participated or colluded in such Data 
Breach or Security Failure; 


 
Distribution of Information the distribution of unsolicited email, text messages, direct mail, facsimiles or 


other communications, wiretapping, audio or video recording, or 
telemarketing, if such distribution, wiretapping, recording or telemarketing is 
done by or on behalf of the Insured Organization; but this exclusion will not 
apply to Claims Expenses incurred in defending the Insured against 
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allegations of unlawful audio or video recording otherwise covered under the 
Data & Network Liability insuring agreement; 
 


Prior Known Acts/Noticed Claims 1. any act, error, omission, incident or event committed or occurring prior 
to the inception date of this Policy if any member of the Control 
Group on or before the Continuity Date knew or could have 
reasonably foreseen that such act, error or omission, incident or event 
might be expected to be the basis of a Claim, loss or cost covered 
under this Policy; 
 


2. any Claim, incident or circumstance for which notice has been 
provided and accepted under any prior policy of which this Policy is a 
renewal or replacement; 
 


RICO Liability any actual or alleged violation of the Organized Crime Control Act of 1970 
(commonly known as Racketeer Influenced and Corrupt Organizations Act or 
RICO), as amended. 
 


Employment Liability 1. any actual or alleged acts, errors or omissions related to any of the 
Insured Organization’s pension, healthcare, welfare, profit sharing, 
mutual or investment plans, funds or trusts; 


 
2. any employer-employee relations, policies, practices, acts or 


omissions, or any actual or alleged refusal to employ any person, or 
misconduct with respect to employees; or 


 
3. any actual or alleged discrimination; 
 
but this exclusion will not apply to coverage under the Response Costs 
insuring agreement or coverage for a Data Breach or Security Failure; 
provided no member of the Control Group participated or colluded in such 
Data Breach or Security Failure;  
 


Securities/Securities Laws 1. the ownership, sale or purchase of, or the offer to sell or purchase 
stock or other securities; or  
 


2. an actual or alleged violation of a securities law or regulation; 
 


Crime/Fraud/Intentional Acts any criminal, dishonest, fraudulent, or malicious act or omission, or intentional 
or knowing violation of the law, if committed by an Insured, or by others if the 
Insured colluded or participated in any such conduct or activity; but this 
exclusion will not apply: 
 
1. to Claims Expenses incurred in defending any Claim alleging the 


foregoing until there is a final non-appealable adjudication 
establishing such conduct; or 


 
2. with respect to a natural person Insured, if such Insured did not 


personally commit, participate in or know about any act, error, 
omission, incident or event giving rise to such Claim, loss, or cost. 


 
For purposes of this exclusion, only acts, errors, omissions or knowledge of a 
member of the Control Group will be imputed to the Insured Organization; 
 


Intellectual Property 1. infringement, misuse or abuse of patent or patent rights;  
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2. infringement of copyright arising from or related to software code or 
software products other than infringement resulting from a theft or 
Unauthorized Access or Use of software code by a person who is 
not a past, present or future employee, director, officer, partner or 
Independent Contractor of the Insured Organization; or 


 
3. use or misappropriation of any ideas, trade secrets or Third-Party 


Information  
 


a. by, or on behalf of, the Insured Organization, or  
 
b. by any other person or entity if such use or misappropriation 


is done with the knowledge, consent or acquiescence of a 
member of the Control Group; 


 
Governmental Actions a Claim brought by or on behalf of any state, federal, local or foreign 


governmental entity, in such entity’s regulatory or official capacity; but this 
exclusion will not apply to the Regulatory Liability insuring agreement; 
 


Other Insureds/Related Enterprises a Claim made by or on behalf of: 
 
1.   any Insured; but this exclusion will not apply to a Claim made by an 


individual that is not a member of the Control Group under the Data 
& Network Liability insuring agreement, or a Claim made by an 
Additional Insured; or 


 
2. any business enterprise in which any Insured has greater than 20% 


ownership interest or made by any parent company or other entity 
which owns more than 20% of the Named Insured; 


 
Monetary Losses/Discounts 1. any trading losses, trading liabilities or change in value of accounts;  


 
2. any loss, transfer or theft of monies, securities or tangible property of 


the Insured or others in the care, custody or control of the Insured 
Organization;  


 
3. the monetary value of any transactions or electronic fund transfers by 


or on behalf of the Insured which is lost, diminished, or damaged 
during transfer from, into or between accounts; or  


 
4. the value of coupons, price discounts, prizes, awards, or any other 


valuable consideration given in excess of the total contracted or 
expected amount; 


 
but this exclusion will not apply to eCrime Loss; 
 
 


Media Related with respect to the Media Liability insuring agreement: 
 
1. any contractual liability or obligation; but this exclusion will not apply 


to a Claim for misappropriation of ideas under implied contract; 
 


2. the actual or alleged obligation to make licensing fee or royalty 
payments; 
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3. any costs or expenses incurred or to be incurred by the Insured or 
others for the reprinting, reposting, recall, removal or disposal of any 
Media Material or any other information, content or media, including 
any media or products containing such Media Material, information, 
content or media;   


 
4. any Claim brought by or on behalf of any intellectual property 


licensing bodies or organizations; 
 
5. the actual or alleged inaccurate, inadequate or incomplete description 


of the price of goods, products or services, cost guarantees, cost 
representations, contract price estimates, or the failure of any goods 
or services to conform with any represented quality or performance; 


 
6. any actual or alleged gambling, contest, lottery, promotional game or 


other game of chance; or 
 
7. any Claim made by or on behalf of any Independent Contractor, 


joint venturer or venture partner arising out of or resulting from 
disputes over ownership of rights in Media Material or services 
provided by such Independent Contractor, joint venturer or venture 
partner; 


 
First Party Loss/Data Recovery with respect to First Party Loss and Data Recovery Costs: 


 
1. seizure, nationalization, confiscation, or destruction of property or 


data by order of any governmental or public authority; 
 
2. costs or expenses incurred by the Insured to identify or remediate 


software program errors or vulnerabilities or update, replace, restore, 
assemble, reproduce, recollect or enhance data or Computer 
Systems to a level beyond that which existed prior to a Security 
Failure, System Failure, Vendor Security Failure, Vendor System 
Failure or Extortion Threat;  


 
3. failure or malfunction of satellites or of power, utility, mechanical or 


telecommunications (including internet) infrastructure or services that 
are not under the Insured Organization’s direct operational control; 
or 


 
4. fire, flood, earthquake, volcanic eruption, explosion, lightning, wind, 


hail, tidal wave, landslide, act of God or other physical event. 
 


Asbestos/Pollution/Contamination 1. asbestos, or any materials containing asbestos in whatever form or 
quantity; 


 
2. the actual, potential, alleged or threatened formation, growth, 


presence, release or dispersal of any fungi, molds, spores or 
mycotoxins of any kind; any action taken by any party in response to 
the actual, potential, alleged or threatened formation, growth, 
presence, release or dispersal of fungi, molds, spores or mycotoxins 
of any kind, such action to include investigating, testing for, detection 
of, monitoring of, treating, remediating or removing such fungi, molds, 
spores or mycotoxins; and any governmental or regulatory order, 
requirement, directive, mandate or decree that any party take action 
in response to the actual, potential, alleged or threatened formation, 
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growth, presence, release or dispersal of fungi, molds, spores or 
mycotoxins of any kind, such action to include investigating, testing 
for, detection of, monitoring of, treating, remediating or removing such 
fungi, molds, spores or mycotoxins; 


 
The Insurer will have no duty or obligation to defend any Insured with 
respect to any Claim or governmental or regulatory order, 
requirement, directive, mandate or decree which either in whole or in 
part, directly or indirectly, arises out of or results from or in 
consequence of, or in any way involves the actual, potential, alleged 
or threatened formation, growth, presence, release or dispersal of any 
fungi, molds, spores or mycotoxins of any kind; 
 


3. the existence, emission or discharge of any electromagnetic field, 
electromagnetic radiation or electromagnetism that actually or 
allegedly affects the health, safety or condition of any person or the 
environment, or that affects the value, marketability, condition or use 
of any property; or 


 
4. the actual, alleged or threatened discharge, dispersal, release or 


escape of Pollutants; or any governmental, judicial or regulatory 
directive or request that the Insured or anyone acting under the 
direction or control of the Insured test for, monitor, clean up, remove, 
contain, treat, detoxify or neutralize Pollutants. 


 
War and Civil War or resulting from, directly or indirectly occasioned by, happening through or in 


consequence of: war, invasion, acts of foreign enemies, hostilities (whether 
war be declared or not), civil war, rebellion, revolution, insurrection, military or 
usurped power or confiscation or nationalization or requisition or destruction 
of or damage to property by or under the order of any government or public 
or local authority; provided, that this exclusion will not apply to Cyber 
Terrorism. 


  
Limits 
 
The Policy Aggregate Limit of Liability is the Insurer’s combined total limit of liability for all amounts payable under 
this Policy. 
 
The limit of liability payable under each insuring agreement will be an amount equal to the Policy Aggregate Limit of 
Liability unless another amount is listed in the Declarations.  Such amount is the aggregate amount payable under this 
Policy pursuant to such insuring agreement and is part of, and not in addition to, the Policy Aggregate Limit of Liability.  
All Vendor Interruption Loss payable under this Policy is part of and not in addition to the Interruption Loss limit listed 
in the Declarations. 
 
Reputation Loss covered under this Policy arising out of a Adverse Publication concerning any Data Breach, Security 
Failure or Extortion Threat (including a series of related, repeated or continuing Data Breaches, Security Failures or 
Extortion Threats) first discovered during the last 90 days of the prior policy period, will be considered to have been 
noticed to the Insurer during the prior policy period and will be subject to the Policy Aggregate Limit of Liability of the 
prior policy period. Under such circumstances, if the Policy Aggregate Limit of Liability of the prior policy period is 
exhausted due to payments made under the prior policy, the Insurer’s obligation to pay Reputation Loss under this 
Policy shall be completely fulfilled and extinguished. 
 
The Insurer will not be obligated to pay any loss, costs, or defend any Claim, after the Policy Aggregate Limit of 
Liability has been exhausted, or after deposit of the Policy Aggregate Limit of Liability in a court of competent 
jurisdiction.  
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Retentions 
 
The retention listed in the Declarations applies separately to each incident, event or related incidents or events giving 
rise to a Claim, loss, or cost covered under this Policy.  The retention will be satisfied by monetary payments by the 
Named Insured of covered amounts under each insuring agreement.  If any loss, cost or liability arising out of an incident 
or Claim is subject to more than one retention, the retention for each applicable insuring agreement will apply, provided 
that the sum of such retention amounts will not exceed the largest applicable retention amount. 
 
Coverage for Interruption Loss and Vendor Interruption Loss will apply after the Waiting Period has elapsed and 
the Insurer will then indemnify the Named Insured for all Interruption Loss and Vendor Interruption Loss sustained 
during the Period of Restoration in excess of the retention. 
 


 Satisfaction of the applicable retention is a condition precedent to the payment of any amount under this Policy, and the 
Insurer will be liable only for the amounts in excess of such retention.   
  
Extended Reporting Period 
 
Upon non-renewal or cancellation of this Policy for any reason except the non-payment of premium, the Named Insured will 
have the right to purchase, for additional premium in the amount of the Extended Reporting Premium percentage listed 
in the Declarations of the full Policy Premium listed in the Declarations, an Extended Reporting Period for the period of 
time listed in the Declarations. Coverage provided by such Extended Reporting Period will only apply to Claims first 
made against any Insured during the Extended Reporting Period and reported to the Insurer during the Extended 
Reporting Period, arising out of any act, error or omission committed on or after the Retroactive Date and before the 
end of the Policy Period. In order for the Named Insured to invoke the Extended Reporting Period option, the payment 
of the additional premium for the Extended Reporting Period must be paid to the Insurer within 60 days of the 
termination of this Policy. 
 
The purchase of the Extended Reporting Period will in no way increase the Policy Aggregate Limit of Liability or any 
sublimit of liability. At the commencement of the Extended Reporting Period the entire premium will be deemed earned, 
and in the event the Named Insured terminates the Extended Reporting Period for any reason prior to its natural 
expiration, the Insurer will not be liable to return any premium paid for the Extended Reporting Period. 
All notices and premium payments with respect to the Extended Reporting Period option will be directed to the Insurer 
through entity listed for Administrative Notice in the Declarations. 
  
General Conditions 


 
Notice of Claim/Loss/Cost 


 
The Insured must notify the Insurer of any Claim as soon as practicable, but 
in no event later than:  
 
1. 90 days after the end of the Policy Period; or   
 
2. the end of the Extended Reporting Period (if applicable).   
 
Notice must be provided through the contacts listed for Notice of Claim or 
Circumstance in the Declarations. 
 
With respect to Response Costs, the Insured must notify the Insurer of any 
actual or reasonably suspected Data Breach or Security Failure as soon as 
practicable after discovery by the Control Group, but in no event later than 
90 days after the end of the Policy Period. Notice must be provided through 
the contacts listed for Notice of Claim or Circumstance in the Declarations.  
Notice of an actual or reasonably suspected Data Breach or Security Failure 
in conformance with this paragraph will also constitute notice of a 
circumstance that could reasonably be the basis for a Claim. 
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With respect to Extortion Loss, the Named Insured must notify the Insurer 
via the email address listed in the Notice of Claim or Circumstance in the 
Declarations as soon as practicable after discovery of an Extortion Threat 
but no later than 90 days after the end of the Policy Period.  The Named 
Insured must obtain the Insurer’s consent prior to incurring Extortion Loss. 
 
With respect to Data Recovery Costs, Interruption Loss, Vendor 
Interruption Loss and Reputation Loss, the Named Insured must notify 
the Insurer through the contacts for Notice of Claim or Circumstance in the 
Declarations as soon as practicable after discovery of the circumstance, 
incident or event giving rise to such loss or costs.  The Named Insured will 
provide the Insurer a proof of Data Recovery Costs, Interruption Loss, 
Vendor Interruption Loss and Reputation Loss and this Policy will cover 
the reasonable and necessary costs, not to exceed USD 50,000, that the 
Named Insured incurs to contract with a third-party to prepare such proof. All 
Data Recovery Costs, Interruption Loss and Vendor Interruption Loss 
described in this paragraph must be reported, and all proofs of loss must be 
provided, to the Insurer no later than 6 months after the end of the Policy 
Period. All Reputation Loss must be reported, and all proofs of loss must be 
provided to the Insurer no later than 6 months after the end of the Protection 
Period. 
 
The Named Insured must notify the Insurer of any eCrime Loss as soon as 
practicable, but in no event later than 90 days after the end of the Policy 
Period. Notice must be provided through the contacts listed for Notice of 
Claim or Circumstance in the Declarations. 
 
Any claim for Response Costs, Data Recovery Costs, First Party Loss or 
eCrime Loss that is reported to the Insurer in conformance with the foregoing 
will be considered to have been made during the Policy Period. 
 


Notice of Circumstance With respect to any circumstance that could reasonably be the basis for a 
Claim, the Insured may give written notice of such circumstance to the 
Insurer through the contacts listed for Notice of Claim or Circumstance in the 
Declarations as soon as practicable during the Policy Period. Such notice 
must include: 
 
1. the specific details of the act, error, omission or event that could 


reasonably be the basis for a Claim; 
 
2. the injury or damage which may result or has resulted from the 


circumstance; and 
 
3. the facts by which the Insured first became aware of the act, error, 


omission or event. 
 
Any subsequent Claim made against the Insured arising out of any 
circumstance reported to the Insurer in conformance with the foregoing will 
be considered to have been made at the time written notice complying with 
the above requirements was first given to the Insurer during the Policy 
Period.  
 
Notwithstanding the above, if any law enforcement authority expressly 
prevents the Insured from disclosing to the Insurer specific information 
concerning an incident (or reasonably suspected incident) described in 
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paragraphs 1. and 2. of the Data & Network Liability insuring agreement, the 
notice obligations above shall be waived, provided the Insured:  
 
1. requests permission to share information regarding such incident or 


reasonably suspected incident with the Insurer as soon as practicable 
after receiving such direction from law enforcement authority and is 
prevented from doing so; 


 
2. withholds only that portion of information it has been restricted from 


disclosing to the Insurer, meaning further that the Insured shall notify 
the Insurer of an incident or reasonably suspected incident even if any 
information relating to such notice is unable to be shared with the 
Insurer; and  


 
3. the Insured provides notice as required above as soon as legally 


possible after law enforcement authority permits.  
 
Unless such incident or suspected incident is reported in accordance with the 
obligations above, there shall be no coverage in connection with such incident 
or suspected incident. 
 


Service of Suit It is agreed that in the event of the Insurer’s failure to pay any amount claimed 
to be due under this Insurance, the Insurer will, at the Insured’s request, 
submit to the jurisdiction of a court of competent jurisdiction within the United 
States.  Nothing in this provision constitutes or should be understood to 
constitute a waiver of the Insurer’s rights to commence an action in any court 
of competent jurisdiction in the United States, to remove an action to a United 
States District Court, or seek a transfer of a case to another court as permitted 
by the laws of the United States or any state in the United States. It is further 
agreed that service of processing such suit may be made upon the Insurer’s 
representative listed in the Declarations and that in any suit instituted against 
any one of them upon this contract, the Insurer will abide by the final decision 
of such court or of any appellate court in the event of an appeal. 
 
The Insurer’s representative listed in the Declarations is authorized and 
directed to accept service of process on the Insurer’s behalf in any such suit 
and/or upon the Insured’s request to give a written undertaking to the 
Insured that they will enter a general appearance upon the Insurer’s behalf 
in the event such a suit shall be instituted. 
 
Pursuant to any statute of any state, territory, or district of the United States 
which makes provision therefore, the Insurer hereby designate the 
Superintendent, Commissioner, or Director of Insurance or other officer 
specified for that purpose in the statute, or his successor in office, as their 
true and lawful attorney upon whom may be served any lawful process in any 
action, suit, or proceeding instituted by or on the Insured’s behalf or any 
beneficiary hereunder arising out of this Policy, and hereby designate the 
person or entity named above as the persons to whom said officer is 
authorized to mail such process or a true copy thereof. 
 


Choice of Law Any disputes involving this Policy will be resolved applying the law of the state 
of New York. 
 


Defense of Claims Except with respect to coverage under the Merchant Services Liability 
insuring agreement, the Insurer has the right and duty to defend any covered 
Claim or Regulatory Proceeding.  Defense counsel will be mutually agreed 
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by the Named Insured and the Insurer but, in the absence of such 
agreement, the Insurer’s decision will be final. 
 
With respect to the Merchant Services Liability insuring agreement, coverage 
will be provided on an indemnity basis and legal counsel will be mutually 
agreed by the Named Insured and the Insurer.  
 
The Insurer will pay actual loss of salary and reasonable expenses resulting 
from the attendance by a corporate officer of the Insured Organization at 
any mediation meetings, arbitration proceedings, hearings, depositions, or 
trials relating to the defense of any Claim, subject to a maximum of $2,000 
per day and $100,000 in the aggregate, which amounts will be part of and not 
in addition to the Policy Aggregate Limit of Liability. 
 


Settlement of Claims If the Insured refuses to consent to any settlement recommended by the 
Insurer and acceptable to the claimant, the Insurer’s liability for such Claim 
will not exceed: 
 
1. the amount for which the Claim could have been settled, less the 


remaining retention, plus the Claims Expenses incurred up to the 
time of such refusal; plus 


 
2. 70% of any Claims Expenses incurred after the date such settlement 


or compromise was recommended to the Insured plus 70% of any 
Damages, Regulatory Penalties and PCI Fines and Expenses 
above the amount for which the Claim could have been settled; 


 
and the Insurer will have the right to withdraw from the further defense of such 
Claim.  
 
The Insured may settle any Claim where the Damages, Regulatory 
Penalties, PCI Fines and Expenses and Claims Expenses do not exceed 
50% of the retention, provided that the entire Claim is resolved and the Insured 
obtains a full release on behalf of all Insureds from all claimants. 
 


Assistance & Cooperation The Insurer will have the right to make any investigation they deem necessary, 
and the Insured will cooperate with the Insurer in all investigations, including 
investigations regarding coverage under this Policy and the information and 
materials provided to the Insurer in connection with the underwriting and 
issuance of this Policy. The Insured will execute or cause to be executed all 
papers and render all assistance as is reasonably requested by the Insurer. 
The Insured agrees not to take any action which in any way increases the 
Insurer’s exposure under this Policy.  Expenses incurred by the Insured in 
assisting and cooperating with the Insurer do not constitute Claims 
Expenses under the Policy.  
 
The Insured will not admit liability, make any payment, assume any 
obligations, incur any expense, enter into any settlement, stipulate to any 
judgment or award or dispose of any Claim without the written consent of the 
Insurer, except as specifically provided in the Settlement of Claims provision.  
Compliance with a Breach Notice Law or with law enforcement will not be 
considered an admission of liability. 
 


Subrogation If any payment is made under this Policy and there is available to the Insurer 
any of the Insured’s rights of recovery against any other party, then the 
Insurer will maintain all such rights of recovery. The Insured will do whatever 
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is reasonably necessary to secure such rights and will not do anything after 
an incident or event giving rise to an amount payable under this Policy to 
prejudice such rights. If the Insured has waived its right to subrogate against 
a third-party through written agreement made before an incident or event 
giving rise to a Claim, loss or cost has occurred, then the Insurer waives its 
rights to subrogation against such third-party. Any recoveries will be applied 
first to subrogation expenses, second to loss or costs paid by the Insurer, and 
lastly to the retention. Any additional amounts recovered will be paid to the 
Named Insured. 
 


Other Insurance The insurance under this Policy will apply in excess of any other valid and 
collectible insurance available to any Insured unless such other insurance is 
written only as specific excess insurance over this Policy. Provided, however, 
this Policy will become primary and non-contributory insurance as respects 
any insurance maintained by an Additional Insured if primary insurance is 
required by a contract in place between the Additional Insured and the 
Insured Organization, but only with respect to any Claim arising solely from 
the Data & Network Liability insuring agreement. 
 
The existence of other insurance available to an Insured shall not affect the 
Insurer’s obligations toward an Insured in paying an amount covered under 
this Policy, nor shall it delay such payment. 
 


Action Against the Insurer No action will lie against the Insurer or the Insurer’s representatives unless 
and until, as a condition precedent thereto, the Insured has fully complied 
with all provisions, terms and conditions of this Policy and the amount of the 
Insured’s obligation to pay has been finally determined either by judgment or 
award against the Insured after trial, regulatory proceeding, arbitration or by 
written agreement of the Insured, the claimant, and the Insurer. 
 
No person or organization will have the right under this Policy to join the 
Insurer as a party to an action or other proceeding against the Insured to 
determine the Insured’s liability, nor will the Insurer be impleaded by the 
Insured or the Insured’s legal representative.   
 
The Insured’s bankruptcy or insolvency of the Insured’s estate will not 
relieve the Insurer of their obligations hereunder. 
 


Entire Agreement By acceptance of the Policy, all Insureds agree that this Policy embodies all 
agreements between the Insurer and the Insured relating to this Policy. 
Notice to any agent, or knowledge possessed by any agent or by any other 
person, will not effect a waiver or a change in any part of this Policy or stop 
the Insurer from asserting any right under the terms of this Policy; nor will the 
terms of this Policy be waived or changed, except by endorsement issued to 
form a part of this Policy signed by the Insurer.    
 


Mergers or Consolidations If during the Policy Period the Named Insured consolidates or merges with 
or is acquired by another entity, or sells more than 50% of its assets to another 
entity, then this Policy will continue to remain in effect through the end of the 
Policy Period, but only with respect to events, acts or incidents that occur prior 
to such consolidation, merger or acquisition. There will be no coverage 
provided by this Policy for any other Claim, loss or cost unless the Named 
Insured provides written notice to the Insurer prior to such consolidation, 
merger or acquisition, the Named Insured has agreed to any additional 
premium and terms of coverage required by the Insurer and the Insurer have 
issued an endorsement extending coverage under this Policy. 
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If during the Policy Period the Named Insured sells any Subsidiary, then 
this Policy will continue to remain in effect with respect to such Subsidiary 
through the end of the Policy Period, but only with respect to events, acts or 
incidents that occur prior to the effective date of such sale. There will be no 
coverage provided by this Policy for any other Claim, loss or cost relating to 
such Subsidiary unless the Named Insured provides written notice to the 
Insurer prior to such sale.  
 


Assignment The interest hereunder of any Insured is not assignable. If the Insured dies 
or is adjudged incompetent, such insurance will cover the Insured’s legal 
representative as if such representative were the Insured, in accordance with 
the terms and conditions of this Policy.  
 


Cancellation This Policy may be cancelled by the Named Insured by giving written notice 
to the Insurer through the entity listed for Administrative Notice in the 
Declarations stating when the cancellation will be effective.   
 
This Policy may be cancelled by the Insurer by mailing to the Named Insured 
at the address listed in the Declarations written notice stating when such 
cancellation will be effective.  Such date of cancellation will not be less than 
90 days after the date of notice. This Policy may be deemed void ab initio if 
payment of premium has not been received by the Insurer within 30 days of 
invoicing. 
 
If this Policy is canceled in accordance with the paragraphs above, the earned 
premium will be computed pro rata; but the premium will be deemed fully 
earned if any Claim, loss or cost, or any circumstance that could reasonably 
be the basis for a Claim, loss or cost is reported to the Insurer on or before 
the date of cancellation.  Payment or tender of unearned premium is not a 
condition of cancellation. 
 


Singular Form of a Word Whenever the singular form of a word is used herein, the same will include 
the plural when required by context. 
 


Headings The titles of paragraphs, clauses, provisions or endorsements of or to this 
Policy are intended solely for convenience/reference and are not deemed in 
any way to limit or expand the provisions to which they relate and are not part 
of the Policy. 
 
 


Representation by the Insured All Insureds agree that the statements contained in the information and 
materials provided to the Insurer in connection with the underwriting and 
issuance of this Policy are true, accurate and are not misleading, and that the 
Insurer issued this Policy, and assume the risks hereunder, in reliance upon 
the truth thereof; provided, that:  
 
1. the knowledge of any natural person Insured shall not be imputed to 
 any other natural person Insured, and  
 
2. only the knowledge of the Control Group shall be imputed to the 
 Insured Organization.  
 


Named Insured as Agent The Named Insured will be considered the agent of all Insureds and will act 
on behalf of all Insureds with respect to the giving of or receipt of all notices 
pertaining to this Policy, and the acceptance of any endorsements to this 
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Policy.  The Named Insured is responsible for the payment of all premiums 
and retentions and for receiving any return premiums.   







LTR-4035 Ed. 06-09 
© 2009 The Travelers Indemnity Company. All rights reserved.


Page 1 of 1


PO Box 2950  
Hartford, CT 06104-2950 


April 14, 2022


MAINE MARITIME ACADEMY
1 PLEASANT STREET 
CASTINE, ME 04420


Re: Important Information about Claims Information Line


    
Dear MAINE MARITIME ACADEMY


   
Travelers Bond & Specialty Insurance is pleased to announce its 1-800-842-8496 Claims Information Line.  This line is designed to 
provide insureds with an additional resource on how to report claims or those circumstances or events which may become claims.
                          
Policyholders will be able to obtain assistance on the following topics from the Claims Information Line:   
 
          •    The information that needs to be included with the claim notice  
          •    The address, electronic mail address and/or facsimile number to which the policyholder can send claims related 
                information 
          •    Get questions on the claim process answered  
         
The Declarations Page of your policy sets forth where you should report claims and claims related information.  You should also 
review the policy's reporting requirements to be aware of how much time you have to report a claim to Travelers.  The sooner 
Travelers is notified, the sooner we can become involved in the process and offer assistance to our policyholder.  A delay in 
reporting may result in all or part of a matter to fall outside of the coverage provided. 
 
The Claims Information Line should streamline the claim reporting process and allow policyholders to ask questions on what 
information is needed as well as other questions which will assist them in working with Travelers.  While the Claims Information 
Line provides policyholders a valuable resource by answering questions and providing information, the line does not replace the 
reporting requirements contained in the Policy. 
 
We hope this improvement to customer service is something our policyholders will find helps them understand the claim process 
and provides them a resource for reporting.
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CyberRisk Policyholder Benefits
Thank you for choosing Travelers for your cyber insurance needs. As our insured, Travelers provides you with 
innovative value-added pre and post breach risk management services at no additional cost to help you protect 
your business. These current benefits include:


Travelers eRisk Hub®:


© 2017 The Travelers Indemnity Company. All rights reserved. LTR-19027 Rev. 04-17


Travelers eRisk Hub contains a directory of experienced providers of cyber risk management and breach 
recovery services. Travelers does not endorse these companies or their respective services. Before you 
engage any of these companies, we urge you to conduct your own due diligence to ensure the companies 
and their services meet your needs Unless otherwise indicated or approved, payment for services provided 
by these companies is your responsibility.


Travelers eRisk Hub is a private site provided to certain cyber insureds of Travelers. Please do not share 
portal access instructions with anyone outside your organization. You are responsible for maintaining the 
confidentiality of the Access Code provided.


Please note the following:


1. Go to www.eriskhub.com/travelerscyber


3. Once registered, you can access the portal immediately.
2. Complete the registration form. Your Access Code is 13881-197


To register for Travelers eRisk Hub:


Access to a private web-based portal containing information and technical resources that can assist you in the  
prevention of network, cyber and privacy events and support you in a timely response if an incident occurs. 
Travelers eRisk Hub portal powered by NetDiligence  features news, content and services from leading  
practitioners in risk management, computer forensics, forensic accounting, crisis communications, legal counsel, 
and other highly-specialized segments of cyber risk.


This material does not amend, or otherwise affect, the provisions or coverages of any insurance policy or bond issued by Travelers. It is not a representation that  coverage does or  
does not exist for any particular claim or loss under any such policy or bond. Coverage depends on the facts and circumstances involved in the claim or loss, all applicable policy or  
bond provisions, and any applicable law. 


®
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This material does not amend, or otherwise affect, the provisions or coverages of any insurance policy or bond issued by Travelers. It is not a representation that  coverage does or
does not exist for any particular claim or loss under any such policy or bond. Coverage depends on the facts and circumstances involved in the claim or loss, all applicable policy or
bond provisions, and any applicable law. 


CyberRisk Policyholder Benefits
Travelers Cyber Coaches –
Three cybersecurity coach services are available to help your organization extend your team with expert guidance 
at no additional cost, as follows:


 –Breach Coach


Topical insights and expertise on current cyber related trends, risks and threats that face organizations in 
today’s business environment. Available quarterly, these resource guides will help with your 
organization’s preparedness when it comes to cyber related events.


Risk Management Whitepapers –


Obtain meaningful discounts on Symantec products and services including Managed Security Services, 
Norton for Small Business Software, DeepSight™ Intelligence, Endpoint Encryption, Phishing Readiness 
and more.


Symantec™ Service Discounts –


Gain access to security awareness training videos as a method of defense against cybersecurity threats 
by promoting proactive employee behavior. These courses can be used to complement your employee 
training requirements.


Symantec™ Cyber Security Awareness Training Videos –


Should you experience a data breach event, you may choose to call the Breach Coach listed in the 
Travelers eRisk Hub portal for immediate triage assistance. Your initial consultation of up to one half- 
hour is at no additional charge. Please be aware that the Breach Coach service is provided by a third- 
party law firm. Therefore,contacting the Breach Coach does NOT satisfy the claim or first-party 
notification requirements of your policy.


HIPAA Coach –
To help your organization identify the cyber related issues HIPAA raises and help minimize potential 
exposures, you are entitled to consult with a HIPAA Coach listed in the Travelers eRisk Hub portal for up 
to one hour.


Security Coach –
Talk with a Symantec™ security professional about general cybersecurity questions for up to one hour to 
help strengthen your organizations security posture with actionable advice and insights listed in the 
Travelers eRisk Hub portal.


Pre-Breach Services provided by Symantec™ :
Preparation is key in helping to mitigate a potential cyber related event. To assist policyholders achieve a higher 
level of cybersecurity for their organizations Travelers offers the following pre-breach services from Symantec, a 
global leader in cybersecurity solutions accessible through the Travelers eRisk Hub:


An online assessment designed for an organization to quickly understand their current cybersecurity 
posture while receiving an official report and up to 1 hour consultation with a Symantec security 
professional to help in improving areas of weakness or vulnerability.


Professional Consultation –
Symantec™ Cyber Resilience Readiness Assessment and Cyber Security


Certain services are being provided to you by Symantec and in using them you must agree to Symantec’s terms of use & privacy policy. Travelers Casualty and Surety 
Company of America and its property casualty affiliates (“Travelers”) makes no warranty, guarantee, or representation as to the accuracy or sufficiency of any such 
services. The use of the services and the implementation of any product or practices suggested by Symantec or NetDiligence is at your sole discretion. Travelers 
disclaims all warranties, express or implied. In no event will Travelers be liable in contract or in tort for any loss arising out of the use of the services or Symantec’s or 
any other vendor’s products. eRisk Hub and Breach Coach are registered trademarks of NetDiligence.
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P.O. Box 2950
Hartford, CT 06104-2950


RE: Risk Management PLUS+ Online® from Travelers Bond & Specialty Insurance (www.rmplusonline.com) 


As a Travelers Bond & Specialty Insured you receive risk management services, at no additional cost, to help protect you and your  
business. 


Risk Management PLUS+ Online, is a robust website to assist you in the mitigation of risk relative to employment practices, directors  
and officers, fiduciary liability, cyber, crime, kidnap & ransom, and identity fraud exposures. 


Highlights of Risk Management PLUS+ Online include: 
� Thousands of articles on a variety of risk management topics 
� Topical webinars and podcasts on current issues 
� Checklists to assist in managing risk 
� Web based training 
� Model Employee Handbook, including policies and forms for downloading or printing that reduce risks in the workplace.   


The following Risk Management PLUS+ Online Registration Instructions contain easy, step-by-step instructions to register for this  
valuable tool. For more information, call 1-888-712-7667 and ask for your Risk Management PLUS+ Online representative. It’s that  
simple. 


Thank you for choosing Travelers Bond & Specialty Insurance for your insurance needs. Travelers is a market leader in providing  
management liability and crime coverages that are specifically customized for your organization.   


Instructions for Registration & Orientation to Risk Management PLUS+ Online® 


Registration for Site Administrators: 
The Site Administrator is the person in your organization who will oversee Risk Management PLUS+ Online for the organization. The  
Site Administrator is typically a person who leads human resources and/or financial functions or is responsible for legal matters  
pertaining  to  personnel.  The  Site  Administrator  may  add  other  Site  Administrators  later  to  assist  with  their  responsibilities.  To  
register: 


1.  Go to  www.rmplusonline.com. 
2.  In the Sign-In box, click  Register. 
3.  Enter the password/passcode: TRVP110000  
4.  Fill in the Registration Information and click  Submit. 
5.  Your organization is registered, and you are registered as Site Administrator. 


Learning to Navigate the Site: 
1.  Go to  www.rmplusonline.com. On each page, you will see a box outlined in blue that contains the instructions for use of that 


page. 
2.  If you have any questions, just click on  Contact Us on the front page. Enter your question in the form provided, and the System 


Administrator will get back to you quickly with the answer. 
3.  You can also schedule a live walk-through of the site by sending a request for a walk-through via the contact link on the front 


page. 


MAINE MARITIME ACADEMY


1 PLEASANT STREET 
CASTINE, ME 04420


03/15/2022
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This notice provides no coverage, nor does it change 
any policy terms. To determine the scope of coverage 
and the insured’s rights and duties under the policy, 
read the entire policy carefully. For more information 
about the content of this notice, the insured should 
contact their agent or broker. If there is any conflict 
between the policy and this notice, the terms of the 
policy prevail.


Independent Agent And Broker 
Compensation Notice


For information on how Travelers compensates independent agents, brokers, or other insurance producers, please visit this 
website: www.travelers.com/w3c/legal/Producer_Compensation_Disclosure.html.  


Or write or call: 


Travelers, Agency Compensation  
P.O. Box 2950 
Hartford, Connecticut 06104-2950   


(866) 904.8348
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Declarations
 Policy No. 107396087


This Policy consists of this Declarations and one or more Coverage Declarations and Coverage forms. It may also include one or 
more Common Conditions or endorsements. In consideration of the premium, the Insurer provides this Policy, which is the entire 
agreement between the Insurer and the Insured.


Insurer Throughout this Policy, Insurer means Travelers Casualty and Surety Company of America, which is a capital 
stock company located in Hartford, Connecticut.     


Named Insured Throughout this Policy, Named Insured means:     


MAINE MARITIME ACADEMY


Principal Address 1 PLEASANT STREET 
CASTINE, ME 04420


Policy Period Inception:  March 15, 2022      
Expiration: March 15, 2023  
12:01 A.M. local time both dates at Principal Address.    


Policy Premium $17,756.00


Notices To The 
Insurer


Mail: Travelers Bond & Specialty Insurance Claim


P.O. Box 2989
Hartford, CT 06104-2989


Overnight Mail: Travelers Bond & Specialty Insurance Claim


One Tower Square, S202A
Hartford, CT 06183


Email: BSIclaims@travelers.com


Fax: 1-888-460-6622


For questions related to claim reporting or handling, please call 1-800-842-8496.


Producer 
Information


AON RISK SERVS CENTRAL 
200 E RANDOLPH ST 8TH FL  
CHICAGO, IL 60601 
Phone: 312-381-1000


Authorized officers of the Insurer:
    


                             President Corporate Secretary    


Countersigned By 
         


Forms attached at issuance:        


Form Number Form Title
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AFE-16001-0119 General Conditions


AFE-17026-0620 Maine Changes Endorsement


AFE-19029-0719 Cap On Losses From Certified Acts Of Terrorism Endorsement


AFE-19030-0920 Federal Terrorism Risk Insurance Act Disclosure Endorsement


CYB-16001-0620 CyberRisk Coverage


CYB-16001-TOC-0620 CyberRisk Table of Contents


CYB-19102-0620 Dependent Business Interruption - System Failure Endorsement


CYB-19104-0620 Dependent Business Interruption - Outsource Provider Endorsement


CYB-19105-0119 Conviction Reward Endorsement


CYB-19122-0519 Vendor Or Client Payment Fraud Endorsement 


CYB-19123-0519 Bricked Equipment Endorsement 
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CyberRisk Declarations 


Claims-Made: The Liability Insuring Agreements are provided on a Claims-Made basis, and cover only Claims 
first made during the Policy Period, or any applicable extended reporting period. Please read the Policy. 


Defense Within Limits: The Limit available to pay settlements or judgments will be reduced, and may be 
completely exhausted, by Defense Costs, and any retention will be applied against Defense Costs. 


A limit left blank for a coverage means that such coverage is not included. An entry for any other provision left blank means that 
such provision does not apply. 


The Insurer has the duty to defend Claims.


CyberRisk Aggregate Limit: $1,000,000


Liability Limit Retention


Privacy and Security $1,000,000 $10,000


Payment Card Costs $1,000,000 Subject to Privacy and Security Retention


Media


Regulatory Proceedings $1,000,000 $10,000


Breach Response Limit Retention


Privacy Breach Notification  $1,000,000 $10,000


Computer and Legal Experts  $1,000,000 $10,000


Betterment  $100,000


Cyber Extortion $1,000,000 $10,000


Data Restoration $1,000,000 $10,000


Public Relations $1,000,000 $10,000


Cyber Crime Limit Retention


Computer Fraud


Funds Transfer Fraud


Social Engineering Fraud $100,000 $5,000


Telecom Fraud $100,000 $5,000
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Business Loss Limit Retention


Business Interruption $1,000,000


Dependent Business Interruption $1,000,000


Dependent Business Interruption -    
System Failure


$1,000,000


Dependent Business Interruption - 
Outsource Provider


$1,000,000


Dependent Business Interruption - 
Outsource Provider - System Failure


$1,000,000


Reputation Harm $250,000 $5,000


System Failure $1,000,000


Additional First Party Provisions 
 
Accounting Costs Limit: $100,000


Betterment Coparticipation: 50%


Period Of Restoration: 180 days


Period Of Indemnity: 30 days


Wait Period: 8 hours


Knowledge Date: March 15, 2018


P&P Date: March 15, 2018


Retro Date: N/A


Extended Reporting Period 
Months Percentage of Annualized Premium
12 75 %
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This endorsement changes the Policyto comply with 
Maine  law.  It  supersedes all terms of this Policy, 
including other endorsements. Maine Changes Endorsement


If this Policy is construed under the laws of the state of Maine, the following applies: 


1. Cancelation And Nonrenewal. 


Cancelation And Nonrenewal in Other Conditions is replaced by the following: 
1. The  Named Insured  may cancel this Policy by giving advanced written notice to the Insurer, stating when such 


cancelation will be effective. 
2. The Insurer may cancel this Policy for the following reasons: 


a. nonpayment of premium; 
b. fraud or material misrepresentation made by or with the knowledge of the Named Insured in obtaining this 


Policy, continuing this Policy, or in presenting a claim under the Policy; 
c. substantial change in the risk that increases the risk of loss after insurance coverage has been issued or renewed, 


including an increase in exposure due to rules, legislation, or court decision; 
d. failure to comply with reasonable loss control recommendations; 
e. substantial breach of contractual duties, conditions, or warranties; or 
f. determination by the superintendent that the condition of a class or block of business to which the Policy belongs 


will jeopardize the Insurer’s solvency or will place the Insurer in violation of the insurance laws of the state of 
Maine or any other state. 


However, the Insurer will only cancel this Policy if premium is not paid when due. If nonpayment occurs, the Insurer 
will give written notice of cancelation to the Named Insured. Unless payment is received in full within 20 days of the 
Named Insured’s receipt of such notice, this Coverage will be canceled. 


Per Maine 24-A §2908, a post-office certificate of mailing to the Named Insured at its last known address is conclusive 
proof of receipt of notice on the third calendar day after mailing. 


3. If this Policy is canceled, the Insurer will refund the unearned premium on a pro rata basis. 
4. The Insurer is not required to renew this Coverage upon its expiration. If the Insurer elects not to renew, it will provide 


the Named Insuredwritten notice to that effect at least 60 days before the Expiration date shown in the Declarations. 


2. The following are added to Definitions: 


Cancelation means termination of this Policy at a date other than the Expiration date shown in the Declarations. 


Nonrenewal means termination of this Policy at the Expiration date shown in the Declarations. 


3. Postjudgment Interest. 


Postjudgment interest is deleted from the Loss definition. 


The Insurer will pay postjudgment interest in addition to the Limits Of Insurance on covered Claims. 


Issuing Company: Travelers Casualty and Surety Company of America
Policy Number: 107396087
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This endorsement modifies any Coverage Part or 
Coverage Form included in this Policy that is subject to 
the federal Terrorism Risk Insurance Act of 2002 as 
amended.


Cap On Losses From Certified Acts Of
Terrorism Endorsement


The following is added to this Policy. This provision can limit coverage for any loss arising out of a Certified Act Of Terrorism if 
such loss is otherwise covered by this Policy. This provision does not apply if and to the extent that coverage for the loss is 
excluded or limited by an exclusion or other coverage limitation for losses arising out of Certified Acts Of Terrorism in another 
endorsement to this policy.


If aggregate insured losses attributable to Certified Acts Of Terrorism exceed $100 billion in a calendar year and the Insurer has 
met its insurer deductible under TRIA, the Insurer will not be liable for the payment of any portion of the amount of such losses 
that exceeds $100 billion, and in such case, insured losses up to that amount are subject to pro rata allocation in accordance 
with procedures established by the Secretary of the Treasury.


Certified Act Of Terrorism means an act that is certified by the Secretary of the Treasury, in accordance with the provisions of 
TRIA, to be an act of terrorism pursuant to TRIA. The criteria contained in TRIA for a Certified Act Of Terrorism include the
following:


1. The act resulted in insured losses in excess of $5 million in the aggregate, attributable to all types of insurance subject 
to TRIA; and


2. The act is a violent act or an act that is dangerous to human life, property or infrastructure and is committed by an 
individual or individuals as part of an effort to coerce the civilian population of the United States or to influence the 
policy or affect the conduct of the United States Government by coercion.


TRIA means the federal Terrorism Risk Insurance Act of 2002 as amended.


Issuing Company: Travelers Casualty and Surety Company of America
Policy Number: 107396087
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This endorsement modifies any Coverage Part or 
Coverage Form included in this Policy that is subject to 
the federal Terrorism Risk Insurance Act of 2002 as 
amended.


Federal Terrorism Risk Insurance Act 
Disclosure Endorsement 


The federal Terrorism Risk Insurance Act of 2002 as amended (“TRIA”), establishes a program under which the Federal 
Government may partially reimburse “Insured Losses” (as defined in TRIA) caused by “Acts Of Terrorism” (as defined in TRIA). 
Act Of Terrorism is defined in Section 102(1) of TRIA to mean any act that is certified by the Secretary of the Treasury  - in 
consultation with the Secretary of Homeland Security and the Attorney General of the United States  - to be an act of 
terrorism; to be a violent act or an act that is dangerous to human life, property, or infrastructure; to have resulted in damage 
within the United States, or outside the United States in the case of certain air carriers or vessels or the premises of a United 
States Mission; and to have been committed by an individual or individuals as part of an effort to coerce the civilian population 
of the United States or to influence the policy or affect the conduct of the United States Government by coercion.


The Federal Government's share of compensation for such Insured Losses is 80% of the amount of such Insured Losses in 
excess of each Insurer's “Insurer Deductible” (as defined in TRIA), subject to the “Program Trigger” (as defined in TRIA). 


In no event, however, will the Federal Government be required to pay any portion of the amount of such Insured Losses 
occurring in a calendar year that in the aggregate exceeds $100 billion, nor will any Insurer be required to pay any portion of 
such amount provided that such Insurer has met its Insurer Deductible. Therefore, if such Insured Losses occurring in a 
calendar year exceed $100 billion in the aggregate, the amount of any payments by the Federal Government and any coverage 
provided by this policy for losses caused by Acts Of Terrorism may be reduced.


For each coverage provided by this policy that applies to such Insured Losses, the charge for such Insured Losses is no more 
than one percent of your premium, and does not include any charge for the portion of such Insured Losses covered by the 
Federal Government under TRIA. Please note that no separate additional premium charge has been made for coverage for 
Insured Losses covered by TRIA. The premium charge that is allocable to such coverage is inseparable from and imbedded in 
your overall premium. 


Policy Number: 107396087
Issuing Company: Travelers Casualty and Surety Company of America
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This form contains terms that apply to the Policy. General Conditions


Authorization And Changes.


The Named Insured will act on behalf of all Insureds regarding the payment of premium, receipt of return premium, change of 
coverage, and receipt of notices of cancelation or nonrenewal. Each Insured agrees that they have delegated such authority to 
the Named Insured.


The Named Insured may change this Policy with the Insurer’s consent by endorsement to this Policy. No rights or duties under 
this policy may be transferred or assigned without the Insurer’s written consent.


Conformity To Law.


Any part of this Policy that conflicts with applicable statutory or regulatory law is changed to conform to such law. This Policy 
provides coverage and benefits only to the extent that it does not expose the Insurer, or any of its subsidiaries, or affiliated 
companies, to a trade or economic sanction, prohibition, or restriction under a U.N. resolution, trade or economic sanction, or 
E.U., U.K., or U.S. law or regulation.


Consent And Cooperation.


Where the Insurer’s consent is required, such consent will not be unreasonably withheld. The Insured agrees to give all 
information, assistance, and cooperation the Insurer reasonably requires.


Representatives.


In the event of an Insured Person’s death, incapacity, or bankruptcy, this Policy will afford coverage to his or her:
1. estate;
2. legal representative;
3. legal spouse, domestic partner, or party to a civil union; or
4. assignee,


but only to the extent that it would have applied to such Insured Person.


Suits Against The Insurer.


No person or entity has the right under this Policy to join the Insurer as a party in an action against an Insured to determine 
such Insured’s liability, nor may the Insurer be impleaded by any Insured. No action will lie against the Insurer unless there has 
been full compliance with all the terms of this Policy.


Territory And Valuation.


This Policy applies anywhere in the world, but it does not apply to Loss incurred by an Insured residing or domiciled in a country 
or jurisdiction in which the Insurer is not licensed to provide this insurance, to the extent that providing this insurance would 
violate any applicable foreign law or regulation (“Foreign Loss”).


If an Insured Entity incurs Foreign Loss, the Insurer will reimburse the Named Insured for such Foreign Loss because of the 
Named Insured’s financial interest in such Insured Entity. If an Insured Person incurs Foreign Loss not indemnified by an Insured 
Entity, such Foreign Loss will be paid in a country or jurisdiction mutually acceptable to such Insured Person and the Insurer, to 
the extent that doing so would not violate any applicable foreign law or regulation.


All amounts in this Policy are stated in U.S. Dollars. If amounts are due under a liability coverage and are stated in a different
currency, payment will be made in U.S. Dollars at the exchange rate published in The Wall Street Journal at the time the final
amount is determined.


Titles, Headings, And Defined Terms.


The titles and headings in this Policy do not affect coverage. Where appearing in this Policy, in singular or plural, words and 
phrases appearing in italicized type have the meaning shown in the Definitions of the applicable Coverage.
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CyberRisk Coverage


Only the Insuring Agreements with Limits shown in the CyberRisk Declarations apply. 


Liability Insuring Agreements 


Privacy And Security. The Insurer will pay Loss on behalf of the Insured, resulting from a Claim that is first made during the 
Policy Period, or any applicable extended reporting period, for a Privacy And Security Act. 


Media. The Insurer will pay Loss on behalf of the Insured, resulting from a Claim that is first made during the 
Policy Period, or any applicable extended reporting period, for a Media Act. 


Regulatory Proceedings. The Insurer will pay Defense Costs and Regulatory Costs on behalf of the Insured, resulting from a 
Regulatory Proceeding that is first commenced during the Policy Period, or any applicable extended 
reporting period, for a Privacy And Security Actor Media Act. 


Breach Response Insuring Agreements 


Privacy Breach Notification. The Insurer will reimburse, or pay on behalf of, the Insured for Privacy Breach Notification Costs 
resulting from an actual or suspected Privacy Breach that is Discovered during the Policy Period, or 
any extended discovery period. 


Computer And Legal 
Experts. 


The Insurer will reimburse, or pay on behalf of, the Insured for Computer And Legal Expert Costs 
resulting from an actual or suspected: 


1. Privacy Breach; 
2. Security Breach; or 
3. Cyber Extortion Threat, 
that is Discovered during the Policy Period, or any extended discovery period. 


Betterment. The Insurer will reimburse the Insured for Betterment Costs, following a Security Breach that is 
Discovered during the Policy Period. 


Cyber Extortion. The Insurer will reimburse, or pay on behalf of, the Insured for Cyber Extortion Costs, resulting from a 
Cyber Extortion Threat that is Discovered during the Policy Period. 


Data Restoration. The Insurer will reimburse, or pay on behalf of, the Insured for Restoration Costs, directly caused by a 
Security Breach that is Discovered during the Policy Period. 


Public Relations. The Insurer will reimburse, or pay on behalf of, the Insured for Public Relations Costs, resulting from 
an actual or suspected: 


1. Privacy And Security Act; or 
2. Media Act, 
that is Discovered during the Policy Period, or any extended discovery period. 


Cyber Crime Insuring Agreements 


Computer Fraud. The Insurer will pay the Insured Entity for its direct loss of Money, Securities, or Other Property, 
directly caused by Computer Fraud that is Discovered during the Policy Period. 


Funds Transfer Fraud. The Insurer will pay the Insured Entity for its direct loss of Money or Securities, directly caused by 
Funds Transfer Fraud that is Discovered during the Policy Period. 
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Social Engineering Fraud. The Insurer will pay the Insured Entity for its direct loss of Moneyor Securities, directly caused by 
Social Engineering Fraud that is Discovered during the Policy Period. 


Telecom Fraud. The Insurer will pay the Insured Entity for its Telecom Charges, directly caused by Telecom Fraud that 
is Discovered during the Policy Period. 


Business Loss Insuring Agreements 


Business Interruption. The Insurer will pay the Insured for its Business Interruption Loss that is directly caused by any of the 
following, if Discovered during the Policy Period: 


1. A Security Breach that results in a total or partial interruption of a Computer System. 
2. A System Failure, if applicable. 
3. The voluntary shutdown of a Computer System by the Insured, if it is reasonably necessary to 


minimize the Loss caused by a Security Breach or Privacy Breach in progress. 


Dependent Business 
Interruption. 


The Insurer will pay the Insured for its Business Interruption Loss, directly caused by an IT Provider 
Breach that is Discovered during the Policy Period. 


Reputation Harm. The Insurer will pay the Insured for its Reputation Harm, directly caused by an Adverse Media Report 
or Notification that: 


1. first occurs during, or within 60 days after, the Policy Period; and 
2. directly relates to a Privacy Breach or Security Breach that is Discovered during the Policy 


Period. 


Definitions 


Accounting Costs. Means the reasonable fees or costs of a forensic accounting firm, incurred by the Insured Entity, to 
calculate Income Loss, even if such calculation shows there has been no Income Loss. 


Additional Insured. Means a person or entity, not otherwise an Insured, with whom the Insured Entity has entered into a 
written agreement to include as an Insured, but only for Wrongful Acts: 


1. by, or on behalf of, the Insured Entity under such agreement; and 
2. that occur after the Insured Entity has executed such agreement. 


Adverse Media Report. Means any communication of an actual or potential Privacy Breach or Security Breach by a media 
outlet. Multiple Adverse Media Reports regarding the same Privacy Breach or Security Breach are 
deemed one Adverse Media Report. 


Approved Provider. Means a service provider approved by the Insurer in writing to the Insured.


Automatic ERP. Means a 90-day extended reporting period starting on the effective date this Coverage is canceled or 
not renewed. 


Betterment Costs. 1. Means the reasonable costs incurred and paid by the Insured, with the Insurer’s written consent, 
for hardware or software to improve a Computer System after a Security Breach, if: 


a. the Security Breach has been stopped or contained, and resulted in covered Computer 
And Legal Expert Costs; 


b. the Approved Provider that provided computer services in response to such Security 
Breach: 


i. has identified a weakness in a Computer System that caused, or contributed to, 
the Security Breach; and 


ii. recommends the improvements to prevent a future Security Breach from 
exploiting such weakness; and 
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c. such improvements are incurred and paid for by the Insured within the earlier of 90 days 
after: 


i. the recommendation by the Approved Provider; or 
ii. the end of the Policy Period. 


Costs for improvements that are subject to a license, lease, or subscription will be limited to the pro 
rata portion of such costs for the first 12 months. 
2. Does not include wages, benefits, or overhead of any Insured. 


Business Interruption Loss. 1. Means:
a. Income Loss and Extra Expense incurred or paid by the Insured Entity during the Period 


Of Restoration; and 
b. Accounting Costs, if the Insured Entity’s business operations are interrupted beyond the 


Wait Period.
2. Does not include loss arising out of harm to the Insured Entity’s reputation. 


Change Of Control. Means when:
1. more than 50% of the Named Insured’s assets are acquired; or 
2. the Named Insured is merged with, or consolidated into, another entity, and the Named 


Insured is not the surviving entity. 


Claim. Means:
1. a written demand for monetary or nonmonetary relief,  including injunctive relief, 


commenced by an Insured’s receipt of such written demand; 
2. a civil proceeding, commenced by the service of a complaint or similar pleading; 
3. an arbitration, mediation, or similar alternative dispute resolution proceeding, commenced 


by the service of an arbitration petition or similar legal document; 
4. a written request to toll or waive a statute of limitations relating to a potential civil or 


administrative proceeding, commenced by an Insured’s receipt of such written request; or 
5. for the Regulatory Proceedings Insuring Agreement only, a Regulatory Proceeding, 


commenced by: 
a. the filing of charges; 
b. the filing of an investigative order; 
c. the service of a summons; or 
d. the service or filing of a similar document, 


against an Insured for a Wrongful Act. Except under Other Conditions, Notice Of Claim, a Claim is 
deemed made when commenced. 


Client. Means a person or entity to whom the Insured Entity:
1. provides goods; or 
2. performs services, 
for a fee, or under a written agreement. 


Computer And Legal Expert 
Costs. 


1. Means the reasonable fees or costs incurred or paid by the Insured for services recommended 
and provided by an Approved Provider, to: 


a. conduct a forensic analysis to determine the existence and cause of a Privacy Breach, 
Security Breach, or Cyber Extortion Threat; 


b. determine whose Confidential Information was lost or stolen; or accessed or disclosed 
without authorization; 


c. contain or stop a Privacy Breach or Security Breach in progress; 
d. certify the Computer System meets Payment Card Security Standards, if a Security 


Breach Discovered during the Policy Period results in noncompliance with such 
standards, but only for the first certification; or 
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e. provide legal services to respond to a Privacy Breach or Security Breach.
2. Does not include Defense Costs or Privacy Breach Notification Costs. 


Computer Fraud. 1. Means an intentional, unauthorized, and fraudulent entry or change of data or computer 
instructions, directly into or within, a Computer System, that: 


a. is not made by an Insured Person, an  Independent Contractor, or any other person 
under the direct supervision of the Insured; and 


b. causes Money, Securities, or Other Property to be transferred, paid, or delivered from 
inside the Insured Entity’s premises or the Insured Entity’s financial institution premises 
to a place outside of such premises. 


2. Does not include Social Engineering Fraud. 


Computer System. Means a computer and connected input, output, processing, storage, or communication device, or 
related network, operating system, website, or application software, that is: 


1. under the operational control of, and owned by, licensed to, or leased to: 
a. the Insured Entity; or 
b. an Insured Person, while authorized by, and transacting business on behalf of, the 


Insured Entity, except under the Betterment or Data Restoration Insuring 
Agreements, or any Cyber Crime Insuring Agreement; or 


2. operated by an IT Provider, but only the portion of such computer system used to provide 
hosted computer resources to the Insured Entity, except under the Betterment or Business 
Interruption Insuring Agreements. 


Confidential Information. Means a third party’s or Insured Person’s private or Confidential Information that is in the care, 
custody, or control of the Insured Entity, or a service provider acting on behalf of the Insured Entity. 


Covered Material. 1. Means content that is created or disseminated, via any form or expression, by, or on behalf of, 
the Insured Entity. 


2. Does not include: 
a. tangible product designs; or 
b. content created or disseminated by the Insured Entity on behalf of a third party. 


Cyber Extortion Costs. 1. Means, with the Insurer’s prior written consent:
a. Ransom, in direct response to a Cyber Extortion Threat; 
b. reasonable amounts incurred or paid by the Insured in the process of paying, or 


attempting to pay, Ransom; or 
c. reasonable amounts incurred or paid by the Insured, recommended by an Approved 


Provider, to mitigate Ransom. 
2. Does not include Computer And Legal Expert Costs or Restoration Costs. 


Cyber Extortion Threat. Means a threat to:
1. access or disclose: 


a. Confidential Information; or 
b. an Insured Entity’s information without authorization; or 


2. commit or continue a Security Breach, 
made against the Insured Entity for Ransom. 


Defense Costs. 1. Means reasonable fees and costs incurred by the Insurer, or the Insured with the Insurer’s prior 
written consent, in the: 


a. investigation; 
b. defense; 
c. settlement; or 
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d. appeal,
of a Claim. 


2. Includes up to $1,000 per day for loss of earnings due to an Insured Person’s attendance in court, 
if at the Insurer’s request. 


3. Does not include wages, benefits, or overhead of the Insurer or of the Insured. 


Discover, Discovered, 
Discovery. 


Means when an Executive Officer first becomes aware of facts that would cause a reasonable person 
to assume that a First Party Loss has been or will be incurred, regardless of when the act or acts 
causing or contributing to such First Party Loss occurred, even though the exact amount or details of 
such First Party Loss may not then be known. 


Employee. 1. Means a natural person while their labor is engaged and directed by the Insured Entity, and who 
is:


a. a full-time, part-time, seasonal, or temporary worker compensated directly by the 
Insured Entity through wages, salaries, or commissions; 


b. a volunteer, student, or intern; or 
c. a worker whose services have been leased to the Insured Entity by a labor leasing firm 


under a written agreement. 
2. Does not include any: 


a. agent; 
b. broker; 
c. consignee; 
d. independent contractor; or 
e. representative, 
of the Insured Entity. 


Executive Officer. Means anatural person while acting as the Insured Entity’s:
1. chief executive officer; 
2. chief financial officer; 
3. chief information security officer; 
4. risk manager; 
5. in-house general counsel; or 
6. the functional equivalent of 1 through 5. 


Extra Expense. Means reasonable costs incurred by the Insured Entity, with the Insurer’s written consent, that:
1. result from a First Party Event; 
2. are in excess of the Insured Entity’s normal operating costs; 
3. are intended to reduce Income Loss; and 
4. would not have been incurred had there been no First Party Event. 


First Party Event. 1. Means:
a. Computer Fraud; 
b. Cyber Extortion Threat; 
c. Funds Transfer Fraud; 
d. IT Provider Breach; 
e. Media Act; 
f. Privacy Breach; 
g. Security Breach; 
h. Social Engineering Fraud; 
i. System Failure; or 
j. Telecom Fraud. 







Definitions continued from previous page. 


CYB-16001 Rev. 06-20  
© 2020 The Travelers Indemnity Company. All rights reserved. 


Page 6 of 20


2. First Party Events that have a common:
a. nexus; 
b. set of facts; 
c. circumstance; 
d. situation; 
e. event; or 
f. decision, 
are deemed a single First Party Event. 


First Party Insuring 
Agreements. 


Means the:
1. Breach Response Insuring Agreements; 
2. Business Loss Insuring Agreements; and 
3. Cyber Crime Insuring Agreements. 


First Party Loss. 1. Means:
a. Betterment Costs;
b. Business Interruption Loss;
c. Computer And Legal Expert Costs;
d. Cyber Extortion Costs;
e. Money;
f. Other Property;
g. Privacy Breach Notification Costs;
h. Public Relations Costs;
i. Reputation Harm; 
j. Restoration Costs;
k. Securities; or 
l. Telecom Charges.


2. Other than Accounting Costs, does not include amounts: 
a. to establish First Party Loss; or 
b. to prepare the Insured Entity’s Proof of Loss. 


Funds Transfer Fraud. 1. Means a fraudulent instruction that:
a. is electronically sent to a financial institution that is not an Insured, at which the Insured 


Entity maintains an account; 
b. directs the transfer, payment, or delivery of Money or Securities from the Insured 


Entity’s account; 
c. is purportedly sent by the Insured Entity; 
d. is sent by someone, other than an Insured; and 
e. is sent without the Insured Entity’s knowledge or consent. 


2. Does not include Social Engineering Fraud. 


Impacted Parties. Means the persons or entities whose Confidential Information was, or is suspected to have been, 
stolen or lost, or accessed or disclosed without authorization. 


IncomeLoss. 1. Means pretax net profit the Insured Entity did not earn, and net loss the Insured Entity incurred, 
because of a First Party Event. Continuing normal and necessary operating expenses and payroll 
are part of the pretax net profit or net loss calculation. 


2. Does not include: 
a. Extra Expense; 
b. contractual penalties; 
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c. costs incurred to replace or improve a Computer System to a level of functionality 
beyond what existed prior to the First Party Event; 


d. costs incurred to identify or remediate computer system errors or vulnerabilities; 
e. interest or investment income; or 
f. loss incurred due to unfavorable business conditions not related to the First Party 


Event.


Independent Contractor. Means a natural person, other than an Employee, while performing services for the Insured Entity 
under a written agreement. 


Insured. Means:
1. Insured Persons; 
2. Insured Entities; or 
3. for the Liability Insuring Agreements only, also includes Additional Insureds. 


Insured Entity. Means:
1. the Named Insured; or 
2. Subsidiaries. 


Insured Person. Means:
1. Employees; 
2. natural persons while: 


a. officers; 
b. partners; 
c. the sole proprietor; 
d. in-house general counsel; or 
e. members of a board of directors, trustees, or governors, 
of the Insured Entity; or 


3. for the Liability Insuring Agreements only, also includes Independent Contractors. 


IT Provider. Means an entitywhile under a written agreement with the Insured Entity to provideit with:
1. hosted computer application services; 
2. cloud services or computing; 
3. electronic data hosting, back-up, storage, and processing; 
4. co-location services; 
5. platform-as-a-service; or 
6. software-as-a-service. 


IT Provider Breach. Means:
1. unauthorized access to; 
2. use of authorized access to cause intentional harm to; 
3. a denial-of-service attack against; or 
4. the introduction of a Virus into, 
an IT Provider’s computer system, resulting in total or partial interruption. 


Loss. 1. Means:
a. Defense Costs; 
b. damages, judgments, settlements, or prejudgment or postjudgment interest, that an 


Insured is legally obligated to pay as a result of a Claim, including: 
i. court awarded legal fees; and 
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ii. punitive or exemplary damages, or the multiple portion of a multiplied damage 
award, to the extent insurable under the most favorable applicable law; 


c. Payment Card Contract Penalties; 
d. for the Regulatory Proceedings Insuring Agreement, means Regulatory Costs; or 
e. for First Party Insuring Agreements, means First Party Loss. 


2. Loss does not include voluntary payments made by the Insured with respect to a Claim. 
3. Loss, other than Defense Costs, does not include: 


a. civil or criminal fines, penalties, sanctions, or taxes, except for: 
i. Payment Card Contract Penalties; or 
ii. Regulatory Costs; 


b. amounts uninsurable under applicable law; 
c. restitution, return, or disgorgement of any profits; 
d. liquidated damages in excess of the amount for which the Insured would be liable 


absent the liquidated damages provision of a contract; or 
e. the cost of complying with injunctive or nonmonetary relief. 


Media Act. Means, in Covered Material:
1. the unauthorized use of copyright, title, slogan, trademark, trade dress, service mark, 


domain name, logo, or service name; 
2. the unauthorized use of a literary or artistic format, character, or performance; 
3. a violation of an individual’s right of privacy or publicity; 
4. defamation, libel, slander, trade libel, or other tort related to disparagement or harm to the 


reputation or character of any person or entity; 
5. the misappropriation of ideas under an implied contract; 
6. improper deep-linking or framing; or 
7. unfair competition, when alleged in connection with 1 through 6. 


Merchant Service 
Agreement. 


Means acontract between the Insured Entity and an acquiring bank, or other acquiring institution, 
that establishes the terms and conditions for accepting and processing payment card transactions. 


Money. 1. Means:
a. currency, coins, or bank notes in circulation; 
b. bullion; 
c. Virtual Currency; 
d. traveler’s checks; 
e. certified or cashier’s checks; or 
f. money orders. 


2. Does not include Securities. 


Notification. Means written notice to Impacted Parties about a Privacy Breach or Security Breach. Multiple 
Notifications about the same Privacy Breach or Security Breach are deemed one Notification. 


Optional ERP. Means an extended reporting period for the time shown in the Optional ERP Endorsement starting 
on the effective date this Coverage is: 


1. canceled; or 
2. not renewed. 


Other Property. Means tangible property, other than Money or Securities that has intrinsic value.


Payment Card Contract 
Penalties. 


Means fines, penalties, or assessments imposed under a Merchant Service Agreement against an 
Insured Entity for noncompliance with Payment Card Security Standards. 
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Payment Card Security 
Standards. 


Means the Payment Card Industry Data Security Standard (PCI-DSS), or similar standard, to which the 
Insured Entity has agreed in a Merchant Service Agreement. 


Period Of Indemnity. Means the Period Of Indemnity shown in the CyberRisk Declarations. It begins on the earlier of the 
date of the first: 


1. Notification; or 
2. Adverse Media Report, 
whichever is earlier. 


Period Of Restoration. Means the period of time that begins after the Wait Period ends, and ends on the earlier of:
1. the expiration of the Period Of Restoration shown in the CyberRisk Declarations; or 
2. when the Insured Entity’s business operations have been restored for a consecutive 24-hour 


period to the level of operation that existed immediately before the First Party Event. 


Policy Period. Means the Policy Period shown in the Declarations, which is subject to the cancelation of this Policy.


Pollutant. Means a solid, liquid, gaseous, or thermal irritant or contaminant, including smoke, vapor, soot, 
fumes, acids, alkalis, chemicals, and waste. Waste includes materials to be recycled, reconditioned, 
or reclaimed. 


Potential Claim. Means conduct or circumstances that could reasonably be expected to give rise to a Claim.


Privacy And Security Act. Means:
1. the failure to prevent a Privacy Breach; 
2. the failure to destroy Confidential Information; 
3. a violation of law, when alleged in connection with 1 or 2; 
4. the failure to provide Notification required by law; 
5. the failure to comply with a Privacy Policy; 
6. the unauthorized, unlawful, or wrongful collection of Confidential Information; or 
7. the failure to prevent a Security Breach, directly resulting in the: 


a. alteration or deletion of Confidential Information; 
b. transmission of a Virus into a computer or network system that is not a Computer 


System; 
c. participation in a denial-of-service attack directed against a computer or network 


system that is not a Computer System; or 
d. failure to provide an authorized user with access to a Computer System. 


Privacy Breach. Means the loss or theft of, or unauthorized access to or disclosure of, Confidential Information.


Privacy Breach Notification 
Costs. 


Means reasonable costs or fees incurred or paid by an Insured Entity, voluntarily or as required by 
agreement or law, for: 


1. printing and delivering notice to; 
2. providing credit or identity monitoring for up to 24 months, or longer where required by 


law, to; 
3. call center services for; 
4. the costs to purchase an identity fraud insurance policy to benefit natural persons who are; 


or 
5. with the Insurer’s prior written consent, other services to mitigate Loss or provide notice to, 
Impacted Parties, if recommended and provided by an Approved Provider. 


Privacy Policy. Means the Insured Entity’s publicly available written policies or procedures regarding Confidential 
Information. 
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Public Relations Costs. Means reasonable costs or fees for public relations services recommended and provided by an 
Approved Provider to mitigate or prevent negative publicity. 


Ransom. 1. Means:
a. Money;
b. Securities; or 
c. the fair market value of property or services, 
paid or surrendered by, or on behalf of, the Insured. 


2. Will be valued as of the date paid or surrendered. 


Regulatory Costs. Means:
1. civil money fines; 
2. civil penalties; or 
3. amounts deposited in a consumer redress fund, 
imposed in a Regulatory Proceeding, to the extent insurable under the most favorable applicable 
law. 


Regulatory Proceeding. Means an administrative or regulatory proceeding, or a civil investigative demand, brought by a 
domestic or foreign governmental entity. 


Reputation Harm. Means damage to the Insured Entity’s reputation incurred during the Period Of Indemnity that results 
in Income Loss, other than the value of: 


1. coupons; 
2. price discounts; 
3. prizes; 
4. awards; or 
5. consideration given by the Insured in excess of the contracted or expected amount. 


Restoration Costs. 1. Means the reasonable amounts incurred or paid by the Insured, with the Insurer’s prior written 
consent: 


a. to restore or recover damaged or destroyed computer programs, software, or 
electronic data stored within a Computer System, to its condition immediately before a 
Security Breach; or 


b. to determine that such computer programs, software, or electronic data cannot 
reasonably be restored or recovered. 


2. Does not include: 
a. costs to recover or replace computer programs, software, or electronic data that the 


Insured did not have a license to use; 
b. costs to design, update, or improve the operation of computer programs or software; 
c. costs to recreate work product, research, or analysis; or 
d. wages, benefits, or overhead of the Insured. 


Run-Off Period. Means the period starting on the date of the Change Of Control to the end of the Policy Period.


Securities. Means written agreements representing Money or property, other than Virtual Currency.


Security Breach. Means:
1. the unauthorized access to; 
2. the use of authorized access to cause intentional harm to; 
3. a denial-of-service attack against; or 
4. the introduction of a Virus into, 
a Computer System.
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Social Engineering Fraud. Means intentionally misleading an Insured Person, by providing an instruction that:
1. is not made by an Insured; 
2. is purportedly from a Vendor, Client, or Insured Person; 
3. directs the Insured Person to transfer, pay, or deliver Money or Securities; 
4. contains a misrepresentation of material fact; and 
5. is relied upon by the Insured Person, believing the material fact to be true. 


Subsidiary. Means:
1. an entity while the Named Insured owns more than 50% of the outstanding securities or 


voting rights representing the right to select the entity’s board of directors, or functional 
equivalent; 


2. a nonprofit entity while the Named Insured exercises management control over such entity; 
or 


3. an entity while the Named Insured owns exactly 50%, as a joint venture, and while an 
Insured Entity controls the entity’s management and operations under a written agreement. 


System Failure. Means an accidental, unintentional, and unplanned total or partial interruption of a Computer 
System, not caused by: 


1. a Security Breach; or 
2. a total or partial interruption of a third party computer system or network. 


Telecom Charges. Means amounts charged to the Insured Entity for telephone services by its telephone service 
provider. 


Telecom Fraud. Means the unauthorized access to, or use of, the Insured Entity’s telephone system by a person or 
entity other than an Insured Person. 


Vendor. Means a person or entity that provides goods or services to the Insured Entity under an agreement.


Virtual Currency. 1. Means a publicly available digital or electronic medium of exchange used and accepted as a 
means of payment. 


2. Does not include: 
a. coupons; 
b. discounts; 
c. gift cards; 
d. rebates; 
e. reward points; or 
f. similar mediums of exchange. 


Virus. Means malicious code that could destroy, or change the integrity or performance of, electronic data, 
software, or operating systems. 


Wait Period. Means the Wait Period shown in the CyberRisk Declarations. It begins when a total or partial 
interruption to an Insured Entity’s business operations is caused by a First Party Event. A separate 
Wait Period applies to each unrelated First Party Event. 


Wrongful Act. 1. Means any:
a. Media Act; or 
b. Privacy And Security Act. 


2. All Wrongful Acts that share a common: 
a. nexus; 
b. set of facts; 
c. circumstance; 
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d. situation;
e. event; or 
f. decision, 
are deemed a single Wrongful Act that occurred at the time the first such Wrongful Act 
occurred. 


Exclusions 


Assumed Liability. 1. The Insurer will not pay Loss arising out of liability assumed by an Insured.
2. This does not apply: 


a. when the Insured would have been liable in the absence of such assumption of liability; 
b. to a Claim for Payment Card Contract Penalties; 
c. to Privacy Breach Notification Costs; or 
d. to any privacy or confidentiality obligation that the Insured has agreed to under a 


Privacy Policy or nondisclosure agreement. 


Bodily Injury. 1. The Insurer will not pay Loss for:
a. bodily injury; 
b. sickness; 
c. disease; 
d. death; or 
e. loss of consortium. 


2. This does not apply to: 
a. emotional distress; 
b. mental anguish; 
c. humiliation; or 
d. loss of reputation. 


Conduct. 1. The Insurer will not pay Loss arising out of an Insured’s:
a. intentionally dishonest or fraudulent act or omission; or 
b. willful violation of law or regulation. 


2. This does not apply to: 
a. Defense Costs; or 
b. Loss other than Defense Costs, unless a final nonappealable adjudication in the 


underlying action establishes such conduct occurred. 
3. In applying this exclusion, knowledge or conduct of an Insured will not be imputed to another 


Insured, except that knowledge or conduct of an Executive Officer will be imputed to the Insured 
Entity. 


Cyber Crime. The Cyber Crime Insuring Agreements do not apply to:
1. indirect or consequential loss; 
2. potential income, including interest and dividends, not realized by an Insured or Client; 
3. loss of confidential information; 
4. loss of intellectual property; 
5. loss resulting from the use or purported use of credit, debit, charge, access, convenience, 


identification, or other cards; 


6. loss resulting from a fraudulent instruction, if the sender or anyone acting in collusion with 
the sender, ever had authorized access to the Insured's password, PIN, or other security 
code;


7. amounts the Insured incurs without a legal obligation to do so; 
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8. loss resulting from forged, altered, or fraudulent negotiable instruments, securities, 
documents, or instructions used as source documentation to enter electronic data or send 
instructions, provided this does not apply to the Social Engineering Fraud Insuring 
Agreement; 


9. loss resulting from the failure of any party to perform under any contract; or 
10. loss due to any nonpayment of, or default upon, any loan, extension of credit, or similar 


promise to pay. 


Government Action. The Insurer will not pay Loss arising out of:
1. seizure; 
2. confiscation; 
3. nationalization; 
4. requisition; or 
5. destruction of property, 
by or under the order of domestic or foreign government authority. 


Infrastructure. The Insurer will not pay Loss arising out of a total or partial interruption or failure of any:
1. satellite; 
2. electrical or mechanical system; 
3. electric, gas, water, or other utility; 
4. cable, telecommunications, or Internet service provider; or 
5. other infrastructure, 
except when such is under the Insured’s control. 


Insured vs. Insured. 1. The Insurer will not pay Loss for a Claim brought by or on behalf of:
a. an Insured; or 
b. an entity that, at the time the Wrongful Act occurs, or the date the Claim is made: 


i. is owned, operated, or controlled by any Insured; or 
ii. owns, operates, or controls any Insured. 


2. This does not apply to a Claim: 
a. by an Insured Person for contribution or indemnity, if resulting from another covered 


Claim; or 
b. by or on behalf of an Insured Person or Additional Insured who did not commit or 


participate in the Wrongful Act. 


Intellectual Property. The Insurer will not pay Loss arising out of an Insured’s misappropriation, infringement, or violation 
of: 


1. copyrighted software; 
2. patent rights or laws; or 
3. trade secret rights or laws. 


Labor Disputes. The Insurer will not pay Loss under the Business Loss Insuring Agreements arising out of labor 
disputes. 


Licensing And Royalties. The Insurer will not pay Loss arising out of any obligation to pay licensing fees or royalties.


Ownership Rights. The Insurer will not pay Loss for a Claim by, or on behalf of, an independent contractor, joint 
venturer, or venture partner arising out of disputes over ownership rights in Covered Material. 


Physical Peril. The Insurer will not pay Loss arising out of:
1. fire, smoke, or explosion; 
2. lightning, wind, rain, or hail;
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3. surface water, waves, flood, or overflow of any body of water;
4. earthquake, earth movement, or earth sinking; 
5. mudslide, landslide, erosion, or volcanic eruption; 
6. collapse, wear and tear, rust, corrosion, or deterioration; 
7. magnetic or electromagnetic fields; 
8. extremes of temperature or humidity; or 
9. any similar physical event or peril. 


Pollution. The Insurer will not pay Loss arising out of:
1. the actual, alleged, or threatened discharge, dispersal, see page, migration, release, or 


escape of a Pollutant; 
2. a request, demand, order, or statutory, or regulatory requirement that an Insured or others 


test for, monitor, clean up, remove, contain, treat, detoxify, or neutralize, or in any way 
respond to, or assess, the effects of, a Pollutant; or 


3. testing for, monitoring, cleaning up, removing, containing, treating, detoxifying, or 
neutralizing, or in any way responding to, or assessing the effects of, a Pollutant. 


Prior Acts. The Insurer will not pay Loss arising out of a Wrongful Act that occurs prior to the Retro Date shown 
in the CyberRisk Declarations. 


Prior Matters. The Insurer will not pay Loss arising out of any fact, circumstance, situation, event, or Wrongful Act:
1. that is, or reasonably would be regarded as, the basis for a Claim under the Liability Insuring 


Agreements about which any Executive Officer had knowledge prior to the Knowledge Date 
shown in the CyberRisk Declarations; 


2. that, prior to the Inception date shown in the Declarations, was the subject of any notice of 
claim, or circumstance, given by or on behalf of any Insured and accepted under any policy 
of insurance that this Coverage directly renews, replaces, or succeeds in time; or 


3. previously alleged in a civil, criminal, administrative, or regulatory proceeding against any 
Insured prior to the P&P Date shown in the CyberRisk Declarations. 


Property Damage. 1. The Insurer will not pay Loss under the Liability or Breach Response Insuring Agreements for the:
a. damage to; 
b. destruction of; 
c. loss of; or 
d. loss of use of, 
any tangible property. 


2. The Insurer will not pay Loss under the Cyber Crime or Business Loss Insuring Agreements arising 
out of the: 


a. damage to; 
b. destruction of; 
c. loss of; or 
d. loss of use of, 
any tangible property, other than loss of Other Property covered under the Computer Fraud 
Insuring Agreement. 


Securities Laws. The Insurer will not pay Loss arising out of:
1. a violation of a securities law or regulation; or 
2. except under the Cyber Crime Insuring Agreements: 


a. the ownership of; 
b. the sale or purchase of; or 
c. the offer to sell or purchase, 
stock or other securities. 
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Unlawful Collection. 1. The Insurer will not pay Loss arising out of the collection of Confidential Information in violation 
of law. 


2. This does not apply to Defense Costs. 


Unsolicited 
Communications. 


1. The Insurer will not pay Loss arising out of a violation of a law that restricts or prohibits 
unsolicited communications. 


2. This does not apply to a Security Breach under the Breach Response Insuring Agreements. 


War. 1. The Insurer will not pay Loss arising out of:
a. war, including undeclared or civil war; 
b. warlike action, including action in hindering or defending against an actual or expected 


attack, by any government, military force, sovereign, or other authority using military 
personnel or other agents; or 


c. insurrection, rebellion, revolution, usurped power, or action taken by governmental 
authority in hindering or defending against any of these. 


2. This does not apply to an actual or threatened attack against a Computer System with intent to 
cause harm, or further social, ideological, religious, political, or similar objectives, except when in 
support of 1a through 1c. 


Limits And Retentions 


Limits Of Insurance. 1. The most the Insurer will pay for all Loss is the CyberRisk Aggregate Limit shown in the CyberRisk 
Declarations. 


2. The most the Insurer will pay for all Loss under an Insuring Agreement is the applicable Limit for 
such Insuring Agreement shown in the CyberRisk Declarations; but: 


a. The most the Insurer will pay for all Payment Card Contract Penalties is the Payment 
Card Costs Limit shown in the CyberRisk Declarations, which is within and will reduce 
the Privacy And Security Limit. 


b. The most the Insurer will pay for all Business Interruption Loss  that results from a 
System Failure is the System Failure Limit shown in the CyberRisk Declarations, which is 
within and will reduce the Business Interruption Limit. 


c. Payment of Loss under the Dependent Business Interruption Insuring Agreement and 
Reputation Harm Insuring Agreement is within and will reduce, the remaining Business 
Interruption Limit. 


d. The most the Insurer will pay for all Accounting Costs is the Accounting Costs Limit 
shown in the CyberRisk Declarations, which is within and will reduce the Limit for the 
applicable Business Loss Insuring Agreement. 


e. If a Betterment Coparticipation percentage is shown in the CyberRisk Declarations, such 
percentage of Betterment Costs will be paid by the Insured. The Insurer will pay the 
remaining Betterment Costs, up to the Betterment Limit shown in the CyberRisk 
Declarations. 


3. The most the Insurer will pay for all Loss with respect to an Additional Insured is the limit agreed 
to in the agreement between such Additional Insured and the Insured Entity, or the applicable 
Limit shown in the CyberRisk Declarations, whichever is less. 


4. If the CyberRisk Declarations indicates that a Shared Limit applies, the most the Insurer will pay 
under all Shared Coverages is the Shared Limit shown in the Shared Limit Declarations. 


5. Once the CyberRisk Aggregate Limit or Shared Limit is exhausted, the premium is fully earned, 
and all obligations of the Insurer, including any duty to defend, will cease. 


Retention. 1. The Insurer will only pay Loss once the applicable Retention shown in the CyberRisk Declarations 
has been paid by the Insured. 


2. Except for the Betterment Insuring Agreement, if multiple Retentions apply to: 
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a. a Claim;
b. a First Party Event; or 
c. Claims and First Party Events that share a common nexus, set of facts, circumstance, 


situation, event, or decision, 
the Insured will not pay more than the amount of the largest applicable Retention. 


3. The Insured Person is deemed indemnified by the Insured Entity to the extent permitted or 
required by law, written agreement, or the by-laws of the Insured Entity. For the Liability Insuring 
Agreements, no Retention will apply to an Insured Person  if indemnification by the Insured Entity 
is: 


a. not permitted by law; or 
b. not possible due to the financial insolvency of such Insured Entity. 


4. The Insurer may pay any amount of Retention. In such event, the Insured agrees to repay the 
Insurer such amounts. 


Other Conditions 


Allocation. 1. Subject to Other Conditions, Settlement, if an Insured incurs:
a. Loss jointly with others who are not covered for a Claim; or 
b. Loss covered and loss not covered by this Coverage because a Claim includes both 


covered and uncovered matters, 
then the Insured and the Insurer will use their best efforts to allocate such amount between 
covered Loss and uncovered loss based upon the relative legal and financial exposures of 
the parties to covered and uncovered matters. 


2. If the CyberRisk Declarations shows that the Insurer has the duty to defend Claims, all Defense 
Costs will be allocated to covered Loss. 


Cancelation And 
Nonrenewal. 


1. The Insurer will cancel this Coverage only if premium is not paid when due. If nonpayment 
occurs, the Insurer will give at least 20 days written notice of cancelation to the Named Insured. 
Unless payment is received when due, this Coverage will be canceled. 


2. The Named Insured may cancel any part of this Coverage by giving advanced written notice to 
the Insurer, stating when such cancelation will be effective. 


3. If any part of this Coverage is canceled, the Insurer will refund the unearned premium on a pro 
rata basis. 


4. The Insurer is not required to renew this Coverage upon its expiration. If the Insurer elects not to 
renew, it will provide the Named Insured written notice to that effect at least 60 days before the 
Expiration date shown in the Declarations. 


Change Of Structure. 1. Under the Liability and Breach Response Insuring Agreements, if a Change Of Control occurs 
during the Policy Period, the coverage will continue for the Run-Off Period. 


2. Coverage during the Run-Off Period is only for Wrongful Acts or First Party Events occurring 
before such Change Of Control. 


3. Under the Cyber Crime and Business Loss Insuring Agreements, if an entity ceases to be an 
Insured Entity during the Policy Period, First Party Loss is only covered if: 


a. such First Party Loss is sustained; and 
b. the applicable First Party Event is Discovered, 
prior to the time such entity ceased to be an Insured Entity. 


4. The Named Insured may request to extend the time of the Run-Off Period. 


Claim Defense. 1. If the CyberRisk Declarations shows that the Insurer has the duty to defend Claims, the Insurer:
a. has the right and duty to defend covered Claims, even if groundless or false; 
b. has the right to select defense counsel for such Claims; and 
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c. has no duty to defend, or to continue to defend, Claims after the applicable Limit has 
been exhausted. 


2. If the CyberRisk Declarations shows that the Insurer does not have the duty to defend Claims: 
a. the Insured has the duty to defend Claims; 
b. the Insurer has the right to participate in the selection of defense counsel; 
c. the Insurer has the right to participate in the investigation, defense, and settlement of 


such Claims; 
d. subject to the applicable Limit, the Insurer will reimburse the Insured for Defense Costs; 
e. upon written request, the Insurer will advance Defense Costs; and 
f. advanced Defense Costs will be repaid to the Insurer to the extent that the Insured is 


not entitled to such payment. 
3. With respect to a Claim, the Insured will not, without the Insurer’s prior written consent: 


a. make an offer to settle, or settle, a Claim; 
b. admit liability; or 
c. except at the Insured’s own cost, make a voluntary payment, pay or incur Defense Costs 


or other expense, or assume any obligation. 


Cyber Crime And Business 
Loss Change. 


The Cyber Crime and Business Loss Insuring Agreements will end upon:
1. a Change Of Control; or 
2. the voluntary liquidation or dissolution of the Named Insured. 


ERP –Automatic. 1. The Automatic ERP applies without additional premium.
2. Claims resulting from Wrongful Acts that occur prior to cancelation or nonrenewal can be made 


and reported to the Insurer during the Automatic ERP. Such Claim is deemed reported on the 
last day of the Policy Period. 


3. The most the Insurer will pay for Loss resulting from Claims reported during the Automatic ERP 
is the remaining portion of the applicable Limit shown in the CyberRisk Declarations as of the 
effective date of cancelation or nonrenewal. 


ERP –Optional. 1. The Named Insured may elect to purchase an Optional ERP shown in the CyberRisk Declarations 
for any reason other than nonpayment of premium. The Optional ERP will only take effect if: 


a. the Insurer receives written notice of such election no later than 90 days after 
cancelation or nonrenewal; and 


b. the additional premium for the Optional ERP is paid when due. 
2. Claims or Potential Claims resulting from Wrongful Acts that occur prior to cancelation or 


nonrenewal can be made and reported to the Insurer during the Optional ERP. Such Claim or 
Potential Claim is deemed reported on the last day of the Policy Period. 


3. For the Privacy Breach Notification, Computer And Legal Experts, and Public Relations Insuring 
Agreements, First Party Loss that results from a First Party Event occurring prior to cancelation 
or nonrenewal can be Discovered during the Optional ERP. Such First Party Event is deemed 
Discovered on the last day of the Policy Period. 


4. The premium due for the Optional ERP is shown in the CyberRisk Declarations. Such premium is 
fully earned at the start of the Optional ERP.


5. The most the Insurer will pay for Loss resulting from Claims made, or First Party Events 
Discovered, during the Optional ERP is the remaining portion of the applicable Limit shown in 
the CyberRisk Declarations as of the effective date of cancelation or nonrenewal. 


6. When the Optional ERP applies, it replaces the Automatic ERP and the Extended Discovery 
Period for the Privacy Breach Notification, Computer And Legal Experts, and Public Relations 
Insuring Agreements. 


Extended Discovery Period. 1. For the First Party Insuring Agreements, the Insured has an extended period of time to Discover 
a First Party Loss arising out of a First Party Event that occurred prior to the effective date of 
cancelation. Such First Party Event will be deemed Discovered on the last day of the Policy 
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Period. This period begins on the effective date such First Party Insuring Agreementis canceled. 
It ends on the earlier of: 


a. 90 days; or 
b. the effective date of similar coverage purchased by the Insured, even if such insurance 


does not provide coverage for loss sustained prior to its effective date. 
2. When Optional ERP is purchased, it replaces the Extended Discovery Period for the Privacy 


Breach Notification, Computer And Legal Experts, and Public Relations Insuring Agreements. 


Income Loss Appraisal. If, after submission of the Proof of Loss, the Insurer and Insured do not agree on the amount of 
Income Loss, each party will select an appraiser. If the appraisers do not agree, they will select an 
umpire. Each appraiser will submit the amount of Income Loss to the umpire. Agreement by the 
umpire and at least one of the appraisers as to the amount of Income Loss is binding. 
Each party will: 


1. pay its own appraiser, except when covered as Accounting Costs, and 
2. share the fees and costs of the umpire equally. 


Notice Of Claim. 1. If an Insured gives the Insurer written notice of a Potential Claim during the Policy Period, or any 
extended reporting period, then a Claim subsequently arising from such Potential Claim will be 
deemed made on the last day of the Policy Period. Such notice must include a description of the 
anticipated allegations of Wrongful Acts, potential damages, and the names of potential 
claimants and Insureds involved. 


2. Once an Executive Officer becomes aware that a Claim has been made, the Insured must give the 
Insurer written notice of such Claim as soon as practicable. If such Claim involves facts that are 
subject to a court order or law enforcement hold, the Insured must give the Insurer written 
notice of such Claim as soon as practicable once such order or hold is not in effect. Such notice 
must include a copy of the Claim or description of its particulars. 


3. All notices under this section must be sent to the Insurer at an address shown in the 
Declarations. 


Notice Of First Party Event. 1. Upon the Discovery of a First Party Event, the Insured must give the Insurer written notice of the 
particulars of such event, as soon as practicable. 


2. If such First Party Event causes First Party Loss under the Cyber Crime or Business Loss Insuring 
Agreements in an amount more than 25% of the applicable Retention, the Insured must: 


a. give the Insurer a detailed, sworn Proof of Loss within 120 days; 
b. submit to an examination Under Oath, and give the Insurer a signed statement of the 


Insured’s answers; and 
c. notify law enforcement, if such First Party Event violates law. 


3. Demands for payment of First Party Loss must be provided to the Insurer by the Insured Entity. 
4. All notices and demands must be sent to the Insurer at an address shown in the Declarations. 


Other Insurance. 1. The Breach Response and Business Loss Insuring Agreements are primary insurance.
2. The Liability and Cyber Crime Insuring Agreements are excess over, and will not contribute with, 


any other valid and collectible insurance available to the Insured. This applies even if such other 
insurance is stated to be primary, excess, or otherwise, unless such other insurance states by 
specific reference that it is excess over this Coverage.


Property Covered. Coverage under the Cyber Crime Insuring Agreements is limited to property:
1. the Insured Entity: 


a. owns; 
b. leases; or 
c. holds for others; or 


2. for which the Insured Entity is legally liable, except property located inside premises of the 
Insured Entity’s client or such client’s financial institution.
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Recovery And Subrogation. 1. The Insurer has no duty to recover amounts paid under this Coverage.
2. Amounts recovered from a third party, less costs incurred in obtaining such recovery, will be 


applied in this order: 
a. to the Insurer for any Retention it paid on behalf of an Insured; 
b. to the Insured for Loss the Insurer did not pay because the applicable Limit was 


exhausted; 
c. to the Insurer for Loss it paid; 
d. to the Insured for any Retention it paid; and then 
e. to the Insured for any uncovered loss it paid. 


3. Recoveries do not include amounts from insurance or reinsurance. 
4. The Insurer is subrogated to, and the Insured must transfer to the Insurer, all of the Insured’s 


rights of recovery against any person or organization for Loss the Insurer has paid under this 
Coverage. The Insured agrees to: 


a. execute and deliver instruments and papers; 
b. do everything necessary to secure such rights; and 
c. do nothing to impair or prejudice those rights. 


5. Subrogation will not apply if the Insured, prior to the date of a Wrongful Act or a First Party 
Event, waived its rights to recovery. 


6. Any of the Insured Entity’s property that the Insurer pays for becomes the Insurer’s property. 


Related Claims. Multiple Claims arising out of the same Wrongful Act are a single Claim that is deemed first made on 
the date the earliest of such Claims is made, whether before or during the Policy Period. 


Representations. 1. The Insurer has issued this coverage in reliance on the accuracy and completeness of the 
representations that the Insured made to the Insurer. 


2. If any such representation is untrue, and: 
a. was material to the acceptance of the risk; and 
b. is material to a covered Loss, 
then this coverage will not apply to such Loss with respect to: 


i. an Insured Person who knew; or 
ii. an Insured Entity, if an Executive Officer knew, 
that such representation was untrue on the Inception date shown in the Declarations. 


Settlement. The Insurer may, with the written consent of the Insured, settle a Claim. If the Insurer and claimant 
agree to settle a Claim but the Insured withholds its consent, the Insured will be responsible for 20% 
of all: 


1. Defense Costs incurred after the date the Insured withheld its consent; and 
2. Loss, other than Defense Costs, in excess of such settlement offer. 


Subsidiaries. If a Subsidiary is acquired or created by an Insured Entity during the Policy Period, and its revenues 
are: 


1. less than 35% of the total annual revenues of such Insured Entity, then it will be covered for 
Wrongful Acts or First Party Events that occur after its acquisition or creation; or 


2. are at least 35% of the total annual revenues of such Insured Entity, then it will be covered 
for: 


a. Wrongful Acts that occur after its acquisition or creation, for Claims made; or 
b. First Party Events that occur after its acquisition or creation and that are Discovered 


and reported, 
within 90 days of its acquisition or creation, or the end of the Policy Period, whichever is 
earlier. Additional coverage may be negotiated at the time of acquisition or creation. 
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Suits Against The Insurer –
Cyber Crime. 


The Insured Entity may not bring any legal action against the Insurer involving a First Party Event 
covered under the Cyber Crime Insuring Agreements: 


1. until 60 days after the Insured Entity has filed Proof of Loss; and 
2. unless such legal action is commenced within two years from the date the Insured Entity 


Discovers the First Party Event. 


Valuation Under First Party 
Insuring Agreements. 


1. Money, except Virtual Currency, is valued in the U.S. dollar equivalent determined at the rate of 
exchange published by The Wall Street Journal: 


a. for the Cyber Crime Insuring Agreements, on the date the First Party Event was 
Discovered; and 


b. for the Breach Response and Business Loss Insuring Agreements, on the date of 
payment of First Party Loss. 


2. Securities are valued at market value as of the close of business on the date the First Party Event 
was Discovered; and at its discretion, the Insurer will: 


a. pay the Insured Entity such value; 
b. replace such Securities in kind, in which case the Insured Entity must assign to the 


Insurer all rights, title, and interest in such Securities; or 
c. pay the cost of a Lost Securities Bond required when issuing duplicates of the Securities. 


Such Lost Securities Bond will have a penalty no more than the value of the Securities at 
the close of business on the date the First Party Event was Discovered. 


3. Virtual Currency is valued in the U.S. dollar equivalent determined at the rate of exchange: 
a. for the Cyber Crime Insuring Agreements, on the date the First Party Event was 


Discovered; and 
b. for the Breach Response and Business Loss Insuring Agreements, on the date of 


payment of First Party Loss. 
4. Other Property is valued for the lesser of: 


a. the actual cash value of the Other Property on the date the First Party Event was 
Discovered; or 


b. the cost to replace Other Property  with comparable property, but only after such 
property is actually replaced. 
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This endorsement changes the CyberRisk Coverage. Conviction Reward Endorsement


There are three changes described below:


1. The following is added to Cyber Crime Insuring Agreements:


Conviction Reward. The Insurer will pay the Insured Entity for Conviction Reward Costs following a First Party Event that is 
Discovered during the Policy Period.


2. The following is added to Definitions:


Conviction Reward Costs. Means the reasonable amount paid by the Insured Entity, with the Insurer’s prior written 
consent, for information that leads to the arrest and conviction of a natural person responsible for a First Party Event.


3. The following is added to the CyberRisk Declarations:


Limit Retention


Conviction Reward:


Issuing Company: Travelers Casualty and Surety Company of America
Policy Number: 107396087


$25,000 0
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This endorsement changes the CyberRisk Coverage. Bricked Equipment Endorsement


There are three changes described below:


1. The following is added to Definitions, Extra Expense:


Includes such reasonable costs incurred by the Insured Entity, with the Insurer’s written consent, to replace any 
Bricked Equipment with functionally equivalent equipment, if such Bricked Equipment is inoperable:


1. directly as a result of a Security Breach; and
2. if reasonable attempts to restore such Bricked Equipment fail.


Such costs may include newer versions or models of such Bricked Equipment.


2. The following is added to Definitions:


Bricked Equipment. Means any inoperable computer, input, output, processing, storage, or communication device:
1. owned by;
2. leased to;
3. licensed to; or
4. under the direct operational control of,
the Insured Entity , or an Insured Person, while authorized by, and transacting business on behalf of, the Insured 
Entity.


3. The following is added to Exclusions, Property Damage 2:


This does not apply to Business Interruption Loss resulting from the loss of use of a Computer System.


Issuing Company: Travelers Casualty and Surety Company of America
Policy Number: 107396087
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This endorsement changes the CyberRisk Coverage.


Vendor Or Client Payment Fraud
Endorsement


There are ten changes described below:


1. The following is added to Cyber Crime Insuring Agreements:


Vendor Or Client Payment Fraud.


The Insurer will pay the Insured Entity for Vendor Or Client Payment Fraud Loss that arises out of a Security Breach that is 
discovered during the Policy Period.


2. The following is added to Definitions:


Vendor Or Client Payment Fraud. Means an instruction that intentionally misleads a Vendor or Client, when such 
instruction:


1. is not made by an Insured;
2. is purportedly from an Insured;
3. directs such Vendor to perform services or deliver goods, or such Client to deliver payment to, an unintended 


recipient;
4. contains a misrepresentation of material fact; and
5. is relied upon by such Vendor or Client, believing the material fact to be true.


Vendor Or Client Payment Fraud Loss. Means:
1. Money owed to the Insured Entity but not collected for services rendered or goods delivered to a Client, or
2. the amount the Insured Entity paid a Vendor for goods or services the Insured Entity did not receive;
directly caused by Vendor Or Client Payment Fraud.


3. The following is added to Definitions, Computer Fraud:


Does not include Vendor Or Client Payment Fraud.


4. The following is added to Definitions, First Party Event:


Includes Vendor Or Client Payment Fraud.


5. The following is added to Definitions, First Party Loss:


Includes Vendor Or Client Payment Fraud Loss.


6. The following is added to Definitions, Funds Transfer Fraud:


Does not include Vendor Or Client Payment Fraud.


7. The following replaces Exclusions, Cyber Crime, 8:


loss resulting from forged, altered, or fraudulent negotiable instruments, securities, documents, or instructions used as 
source documentation to enter electronic data or send instructions, provided this does not apply to the Social Engineering 
Fraud or the Vendor Or Client Payment Fraud Insuring Agreements.


8. The following is added to Other Conditions, Property Covered:


This does not apply to the Vendor Or Client Payment Fraud Insuring Agreement.


9. The following is added to Other Conditions:


Property Covered – Vendor Or Client Payment Fraud


Coverage under the Vendor Or Client Payment Fraud Insuring Agreement is limited to:
1. Money owed to the Insured Entity but not collected for services rendered or goods delivered to a Client, or
2. the amount the Insured Entity paid a Vendor for goods or services the Insured Entity did not receive.


Issuing Company: Travelers Casualty and Surety Company of America
Policy Number: 107396087
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10. The following is added to the Declarations:


Vendor Or Client Payment Fraud Limit Vendor Or Client Payment Fraud Retention


$100,000 $5,000
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This endorsement changes the CyberRisk Coverage.


Dependent Business Interruption – System
Failure Endorsement


1. The following is added to Business Loss Insuring Agreements, Dependent Business Interruption:


The Insurer will also pay the Insured for its Business Interruption Loss, directly caused by an IT Provider System Failure that 
is Discovered during the Policy Period.


There are five changes described below:


2. The following is added to Definitions, First Party Event:


Includes an IT Provider System Failure.


3. The following is added to Definitions:


IT Provider System Failure. Means an accidental, unintentional, and unplanned total or partial interruption of an IT 
Provider’s computer system not caused by an IT Provider Breach.


4. The following is added to Exclusions, Property Damage, 2:


This does not apply to Business Interruption Loss resulting from the loss of use of an IT Provider’s computer system.


5. The following is added to Limits And Retentions, Limits Of Insurance, 2:


The most the Insurer will pay for Business Interruption Loss that results from an IT Provider System Failure is the 
Dependent Business Interruption - System Failure Limit shown in the CyberRisk Declarations, which is within and will 
reduce the Dependent Business Interruption Limit.


Issuing Company: Travelers Casualty and Surety Company of America
Policy Number: 107396087
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This endorsement changes the CyberRisk Coverage.


Dependent Business Interruption - Outsource
Provider With System Failure Endorsement


There are five changes described below:


1. The following is added to Business Loss Insuring Agreements, Dependent Business Interruption:


Dependent Business Interruption - Outsource Provider - System Failure.


The Insurer will pay the Insured for its Business Interruption Loss, directly caused by an Outsource Provider Breach or 
Outsource Provider System Failure that is Discovered during the Policy Period.


2. The following is added to Definitions, First Party Event:


Includes an Outsource Provider Breach and Outsource Provider System Failure.


3. The following are added to Definitions:


Outsource Provider. Means a provider, other than an IT Provider, that:
1. provides goods to, or performs services for, the Insured under a written contract; and
2. the Insured does not own, operate, or control.


Outsource Provider Breach. Means:
1. the unauthorized access to;
2. the use of authorized access to cause intentional harm to;
3. a denial-of-service attack against; or
4. the introduction of a Virus into,
an Outsource Provider’s computer system, resulting in an interruption of such computer system.


Outsource Provider System Failure. Means an accidental, unintentional, and unplanned interruption of an Outsource 
Provider’s computer system not caused by an Outsource Provider Breach.


4. The following is added to Exclusions, Property Damage, 2:


This does not apply to Business Interruption Loss resulting from the loss of use of an Outsource Provider’s computer 
system.


5. The following is added to Limits And Retentions, Limits Of Insurance, 2:


The most the Insurer will pay for all Business Interruption Loss that results from an Outsource Provider Breach or Outsource 
Provider System Failure is the Dependent Business Interruption - Outsource Provider - System Failure Limit shown in the 
CyberRisk Coverage Declarations, which is within and will reduce the Dependent Business Interruption Limit.


Issuing Company: Travelers Casualty and Surety Company of America
Policy Number: 107396087
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Policy No: IMF22/900  Renewal of: 


Item 1. Named Insured  STATE OF MAINE, list of Insured’s last page of this of policy 


Principal Address 85 State House Station 
Augusta, ME 04333- 0085 


Item 2. Policy Period From: 03-15-20222 
To: 03-15-2023 
(12:01 AM local time at the address shown in Item 1.) 


Item 3. Maximum Policy Limits of Insurance. 


A. Maximum Single Limit of Insurance $400,000 


B. Maximum Policy Aggregate Limit of Insurance $400,000 


Item 4. Limits of Insurance, Retentions and Insuring Agreement(s) Purchased. If any Limit of 
Insurance field for an  Insuring Agreement is left blank, there is no coverage for such Insuring 
Agreement. 


First Party Insuring Agreements 


A. Cyber
Incident
Response Fund


Each Cyber 
Incident 


Limit 


Aggregate Limit for all 
Cyber Incidents 


Each Cyber Incident 
Retention 


1.Cyber Incident
Response Team


$400,000 $400,000 $10,000 


2. Outside
Vendor Response
Provider


$400,000 $400,000 $10,000 


3. Notification
and   Credit
Monitoring


 $400,000 $400,000 $2,500 


STATE OF MAINE CYBER INSURANCE 
IMF21/900
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Third Party Liability Insuring Agreements 


Insuring Agreement Each Claim Limit Aggregate Limit for all 
Claims 


Each Claim Retention 


G. Cyber, Privacy and
Network Security
Liability


1. Payment
Card Loss


2. Regulatory
Proceeding


H. Electronic, Social
And Printed Media
Liability


Insuring Agreement Each Cyber Incident 
Limit 


Aggregate Limit for all 
Cyber Incidents 


Each Cyber Incident 
Retention 


B. Business
Interruption and
Extra Expense


1. Business
Interruption Loss
and Extra
Expenses


Waiting Period: Hours 


2. Contingent
Business
Interruption Loss 
and Extra 
Expenses 


Waiting Period: Hours 


C. Digital Data
Recovery


Waiting Period: Hours 


D. Network
Extortion


E. Ransomware


Item 8. Policy Premium $104,500.00 
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NOTICE OF INCIDENT MUST BE REPORTED TO: 


RISK MANAGEMENT DIVISION  
85 STATE HOUSE STATION, AUGUSTA ME 04330 


PHONE (207) 287-3351 
 FAX      (207) 287-4008 


COVERAGE AND INSURING AGREEMENT: 


We shall reimburse Your agency for breach response costs in excess of the applicable retention that Your 
agency incurs in the event of a security breach with respect to personal, non-public information of Your 
customers or employees. We will not make any payment under this Coverage unless the security breach first 
occurs on or after 03/15/2022 and You report the breach or suspected breach to The Risk 
Management Division upon discovery or knowledge of an event or incident.  


INSURING AGREEMENT 


Breach Response Expenses (OUTSIDE VENDOR ONLY) means the following fees, costs, charges or 
expenses, if reasonable and necessary, that You incur in responding to a security breach during the period of 
twelve (12) months after You first learn of such security breach: forensic professional fees and expenses to 
determine the cause and extent of such security breach and terminate the security breach (however, betterment 
of the computer system is not covered);  costs to notify customers or employees affected or reasonably believed 
to be affected by such security breach and credit monitoring expenses. 


Notification Expenses means costs associated with providing notice to those whose personal information has 
been or reasonably believed to have been acquired by an unauthorized person.   


Credit Monitoring Expenses means the reasonable and necessary expense of providing free credit report, 
identity theft protection services, Credit Monitoring services, credit freezes, fraud alerts or call center services 
for customers affected or reasonably believed to be affected by a Security Breach; provided, however, We shall 
not be obligated to reimburse You for more than one (1) year of Credit Monitoring services or identity theft 
protection services for customers who are at least eighteen (18) years old unless there is a rule, regulation, 
court ruling, requirement by a regulator or statutory requirement requiring otherwise. 
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INSUREDS: 


Judicial Department, including the Administrative Office of the Courts and following courts within the 
Judicial Department: 
Supreme Judicial Court 
Superior Court 
District Court 


Executive Department, including the following offices within the Executive Department: 
Office of the Governor 
Office of the Public Advocate 
Administrative and Financial Services 
Agriculture, Conservation and Forestry 
Corrections 
Defense, Veterans, and Emergency Management 
Economic and Community Development 
Education 
Environmental Protection 
Health and Human Services 
Inland Fisheries and Wildlife 
Labor 
Marine Resources 
Professional and Financial Regulation 
Public Safety 
Transportation 
Miscellaneous boards and commissions: 
Human Rights Commission 
Workers Compensation Board 
Maine Historical Preservation Commission 
Indigent Legal Services 
Maine Arts Commission 
Public Utilities Commission 
Ethics and Election Practices Commission 
Maine Charter School Commission 
Maine Health Data Organization 
Miscellaneous Agencies: 
Baxter State Park Authority 
Maine State Library 
Maine State Museum 


The following offices within the Legislative Department: 
Secretary of State 
Attorney General 
Treasurer of the State 
State Auditor 
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